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SECTION-A (10 Marks)
Answer ALL questions
ALL questions carry EQUAL marks (10x1=10)
1. The____ aspects, make the computer valuable,
i) conﬁdentlahty ‘ -~ (ii) integrity
 (iii) availability ‘ ~ (iv) all the above
2. Authenticationis Co
- (i) private . (ii) public
(iii) well know S (iv) none of the above
Computers use a register known as a that indicates the next 1nstruct10n
(i) byte counter . : (ii) program counter
(iii) byte : @iv) malock
4, s elther hardware or software that records all keystrokes entered
' (i) CAPTCHA ‘ ' (ii) buffer
(iii) key logger . (iv) Invalid input
A problem involves permuting the order of data.
(1) sequencmg (ii) packet sniffer (iii) transmit - (iv) mutable
6.  DOS can occur from » :
(i) excessive volume ) : (ii) a failed application
~ (iii) a severed link - (iv) all the above
What are the different ways o cla351fy an IDS?
(i) Zone based (i) Network & Zone based - -
(iii) Host & Network based - - (iv) Level based
The corrective actlon can be taken by database in __ways.
(i) field checks - (ii) through access control
(iii) change log - ' (iv) all the above
Information collection should be of the person.
(i) private ‘ _ (ii) knowledge and exphcxt consent
_ (iii) usage o (1v) public
10.  Copyright protects . |
(i) artifacts _ .. (ii) expressions of ideas
(iii) ideas " _ (iv) all the above
 SECTION - B (25 Marks
Answer ALL questions
ALL questions carry EQUAL Marks (5x5=25)

11.a) Explam about the types of threats.

(OR)
b) Describe about identification and authentication.

Cont...



Page2

19NMB35

| | Cont...
12. a) Outline the four aspects of malicious code infections? '

(OR) -
b) Summarlse about cross-51te scrlptmg

E 13 a) Explam about network loss of service.
| | (OB ,
b) Narrate the strengths of WPA over WEP

14. a) Explaln about personal ﬁrewall
(©OR)
b) Explam about mte-grlty of the database.”

15 a) Outllne the steps to protect against privacy loss
(OR) -
b) Explam why computer crime is hard to prosecute?

SECTION -C (40 Marks)
- Answer ALL questions : | :
ALL questions carry EQUAL Marks . (5 x8=40)

16 a) Dlscuss about Parlty and Hash Codes.
: . (OR)
b) Eluc1date about Cryptography

17.a) .Dlscuss about malicious code.
o (OR)
- b) Examme about - iefaced and fake web sites.

18.a) Discuss about LoS.
“(OR)
" b) nghhghts the treats to network commumcatlons

19.a) Analyze about ir trusion prevention systems. - |
‘ : (OR)
b) Exatnine ab()ut fia ewalls.

20 a) DlSCllSS about the | \rlvacy on the web.

OR)
b) Summarise the lega, proteciion to programs and data.
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