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SECTION-A A ( 10 Mar [
Answer ALL questions -

ALL questlons carry EQUAL marks | | (10 xl = 10) _

) -_Wthh of the followmg isnota prmcrple of data securlty‘?
- 1;(1) Data Confidentiality -~ . (i) Data Integrity N
‘f(rn) Authentlcatron R E (1v) None of the above SRR

Which of the followmg attacks is a passive attack‘7 L
(i) Masquerade - (ii) Modification of message
(1v) quadratic ciphers

" In cryptography, the order of the letters ina message 1s rearranged by L

L (1) transposrtlon c1phers

© . (ii) substitution ciphers: - . . : ‘_
(iii) ‘both transpositional crphers and substltutlon 01phers ST
o (1V) quadratlc c1phers :

B Cryptanalysrs isused = - A
(@) tofind some 1nsecur1ty ina cryptographre scheme e

* (ii). to increase the speed - | |

o (iii) to encrypt the data -

s (1v) to make new. crphers

B -The ﬁrst line of HTTP: request message is called )

‘(ur) Upper — Layer protocol (1v) Change erpher spec protocol

g The number of tests requrred to break the DES algor1thm are
() 2810 (i) 4.9x10° R
- (i) 1.84x10" - W) 72xlo16

. Network layer ﬁrewall has two sub- categorres as’
(i) State full firewall and stateless firewall '
. (i) Bit oriented firewall and packet firewall
S (i) Frame firewall and packet firewall ,
o o (iv) Network layer firewall and sessron layer ﬁrewall
o100 Whrch of the statements are not true to classrfy VPN systems?
(i) Protocols used for tunneling the trafﬁc 1 3 e
(i) - Whether VPNs are providing site-to-site or remote access connectlon L
. "‘(m) Securing the network from bots and malwares. =
= (1v) Levels of secnrlty prov1ded for sendmg and- reeelvmg data prlvately _
’ : : : : Cont
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(i)  Request line - SRR (ii) Header line
'_‘-M(m) Status line - (1v) Entlty lme ) |

| - How many modes of operatrons are there in DES and AES‘7 e

@) 4 () 3 -

'=__,(111)2 : R (1V)5 |

o thrch protocol is used to convey SSL related alerts to the peer entrty?v e L
(i) Alertprotocol ‘(i) Handshake protocol .~ -
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L f - SECTION - B 25 Marks)
S e e ”/ " Answer ALL questions - I
ALL questlons carry EQUAL Marks - (5x5=25)

S 1 la "Dlscuss the needs of securrty in Cryptography
At t “OR
b Explarn the pr1nc1ples of securlty

- . 12 a 'Evaluate Symmetrlc key Cryptography w1th example

b Enumerate the Internatlonal Data Encryptlon Algonthm.,‘ AR Gl
" 13a Explaln the RSA algorlthm b e N L
e B ,OR,'.‘T;. o
b DlSCUSS about D1g1ta1 Certlﬁcate
E ) 14 a ‘jExplam Tnne Stamplng Protocol with example ‘ o

b, DISCUSS about Authentlcatton Tokens

o ,;'1'5}'1}-;aj_,j'1',Wr1te abrlef note on Frrewalls | T
; - ,QRi__";

b ;-_-_‘,Explaln Intrusron

RN SECTION -C §40 Marks[
o | Answer ALL questions - - oo
ALL questlons carry EQUAL Marks ' )‘7_(5 x 8= 40)

o :} 16 a f‘Explam the securlty approach in cryptography
: ﬁ:’f_‘t_’.;h",}“‘Elaborate on Steganography o
A :_ 17aT race out Data Encryptlon standard B e

ot 5» 1 8a Bneﬂy explam about Asymmetrrc key cryptography
o bTrace out the Dlgrtal Slgnature wft)t?exarnple | - '.j v: R
1 19 a f‘"':Compare and explam SSL VS SET -
b :V"Explam the blometrlc andtoken bca)sIZd authenttcatlon securrty |

:Explaln the ertual prtvate networks in Cryptography
S OR
b t, Eluc1date IP securlty w1th exarnple BT
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