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:Bl‘anch SOFTWARE SYSTEMS (Flve year Integrated)

: Tlme Three Hours _’ Max1mum 75 Marks

Answer ALL questrons i e LA
ALL questlons carry EQUAL marks ( 10 X l = 10)

o | 1 1s mahcmus soﬂware that runs its own code and modlﬁes other programs.- S e
Ll r) Vrrus 11) Sparn L 111) Spyware L) Adwar_e
2 Whlch of these rs apart of network 1dent1ﬁcatlon‘? f‘fi”-i". el

. 1) UserID n) Password STt 111) OTP e - 1v) ﬁngerprmt L

. ':{ 30 3 encryptlon/decryptlon key known only to the party or partles that excha.nge secret
o messages s i . T 2 »:;:;. v

’ 1) E-51gnature 11) D1g1ta1 certrﬁcate 0 }n) vaate key 1v) Securrty token

e 4 Thrs is the 1nc1usron ofa secret message in otherwrse unencrypted text or lmages : e
R ) 1) Masquerade 11) Steganography 111) Spoof 1v) Eye- n-hand System oo
7“5 The DES algonthm hasakey length of i I N [EER

o o '.'6 The 4><4 byte matrrces in the AES algorlthm are cal]ed

PSG COLLEGE OF ARTS & SCIENCE B jif'j:f' Lo

i) States 11) Words m) Transmons W)Permutatlons AT T

o 7 A dtgltal srgnature is requlred_;___

8 MAC ls a

S5 "}9 Whrch of the followmg is not a type of peer—to—peer cyber-crrme‘?

i) for non-repudratlon of commumcatlon by a sender
':’._';‘11) for:all e-mail sendmg el R {
"+ i) for all DHCP server, R ’ -
J'f';lv) forFTP Transactlons AT

L e

RO

i) one-to-one rnappmg o 11) many-to one mappmg
111) onto mappmg o S 1v) none. of the mentroned

) Phlshmg ; A 11) InJectlng TrOJans to atarget V1ct1n1
111) MrTM S ‘ _31 CE DL 1v) Credrt card detalls leak 1n deep web

: -*"i’lO In password protectlon thrs 1s a random strmg of data used to. modrfy a password hash

1) Sheepdlp :} n) Salt : ‘f o 111) B}’Pass R 1v) Dongle R

SECTION-—B 25 Marks e
Answer ALL questlons e

T b Explam the outhne of Specrﬁc securrty mechamsms

E .:12 a. Contrast the term Encryptron and Decryptton in detall R

OR

All Questlons carry EQUAL marks": ‘ (5 x5=25) PRy

lf-f_‘fl 1 a Compare Securlty attacks and securtty serV1ces



. 14,2 Write short notes on Digital Signatures.

V' | Cont

o bExplam .tﬁé ya}ioﬁé'_pffiﬁ¢ipiés"ofBlégk Cibhérg:[ R

S T L O,R-“L*-f
5 -:;}} b: Egptam-Difﬁe-ngmah KéyiEXchang‘e._ FERTEE

- 15.a Givea detailed note on Password Management, -

o ) ,17 a. DlSCUSS Data Encryptlon Standard m detall

.19 a Evaluate the propertles of MAC and explam 1t S

ST oR
" b. Give abrief note on Virus countermeasures.

L ‘ SECTION c, 40 Marks
Answer ALL questlons

19SSP40A S

ai Spec:1fy the prmc1ples of pubhc key chptosy terns / IO

All Questlons carry EQUAL marks (5x8 =40) S

Questlon no. 16 is compulsory
o ‘16 Explaln Classxcal Encryptlon T echmques m detall

- OR RIS
b Explaln AES Structure and Transformatlon Functlons m detall

) i18 a Explaln the Workmg of RSA Algonthm R

b Analyze the propertles of Stream Clpher and explam the workmg of stream 01pher :,‘-3 - S .

w1th aneat dlagram o
- OR i
» b DISCUSS cryptographlc hash functlons 1n deta11
1-_1 »‘20 a Explam Intrusmn detectlon m detall S LU
T o S e ~~.‘0R' o R N
b Outlme in detaﬂ about Flrewalls and its: securlty evaluatlon o
‘ C Z—Z-Z END




