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Embedded Software Testing
Exercises & Questions
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Welcome to the next practical session of embedded software testing today.
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Exercise 1

e e * |dentify Test cases and scenarios from a
= set of requirements with grouping, test
procedures, Example to consider for this is
the SRS for EUI (attached below),

=1

LA

=
[

* Fill the Test review checklist filling for high-
level testing, (with the below sample)
E

[

e "=_'_u___ SRmz e
- MGG |

Will see the exercises regarding test case resource and scenarios from a set of requirements we

had a studied requirements for a Ist class in try to study that with a requirements and the
corresponding this cases so we had also gone through the example of SRS called a built in with a
estimate so we just try to recap that we have a just we have a check list this is base form high

level testing this is the sample here.
This typically being done or the completion step to take a top and software testing high level

testing that is been done re set of requirement so this check list will talk about the rule that what
we fallowed and whether there are emirates of the software testing can we taken for a next level

like this for a next level for this to be used that is how the rules have been used.
(Refer Slide Time: 01:29)

Exercise 2

P .+ Identify and establish traceability matrix for
= | the developed Test scenarios from the set
of EUI requirements

= ldentify upward fraceability (TCs to Req.)

= Identity downward traceabllity (Req. to TCs)

a3n7 e




So once this exercise and all will try to continuous the exercise in terms of I need try to establish
traceability matrix for the develop the scenarios the set of emirate scenarios you the testability
the traceability basically require to see and report that from the requirements to test cases how
the coverage is there how we arrival is trace requirements to test cases similarly test cases to

requirements to are different basically.
I mean so we call it as traceability. So both are requires because the coverage define so the test

cases requirements is called as a upward traceability and requirements test cases are called as

downward traceability okay now, let us try to recap.
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The requirements so SRS1
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Talks about generating the instrument 5 operational modes such an INIT,

maintenance, download and fail.
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Here we can see different modes of operation.
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How they can enter and exit so this is parallel modes of operation and fail which can go from any

topics and downward it any point of time based on the different conditions.
(Refer Slide Time: 03:00)
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Modes of Operation: i

SRE_2 The ELI| shall sat Meda to Fail mads in the following cases [OF legic):

»  When Mods s in Maintsnance made, If Recalved Message s equalis 01CRLF
»  \When Mode is n Meintenance mode, if Received Message i equalio 02CRLF.
s When Mode is in nif mode, if Stalus is in_Eror slale.

SR5_3. Whan Mode is i1 Inil made, if Status is in Ne_Eror siate, the EUI shall sat Mode to
Cperatonal mode.

|
. EERIODCEIE
So those conditions are nothing but the modes on operations typically SRS2 onwards we have

what is the terms of operations requirements I think we had concept this SRS2regarging modes

of operations such SRS3 as well as any to mode.
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« Wilen Made b5 in Mainksosnce mod, i Received Messsge is equal i T1CRLF
& Wmen Moo i in Mainksoancs mode i Reosived Messsge i@ squal b TOCRLF
* Whan Mock K in JTmade, i Staus i in_Fmor siata

SRS 3 Whenhiode isn g mode, i Stalus is 0 Ao S siste, the EL shall set Mods i
Cparabonal mode |

GR34 Winenbode i in Oparatonsd maock, i Msmibenance Meds Command stile becames
equal iv Enadis, e ELA shellsed Mode to Mainienance mode

ShE 4 \hen hiode 15 n Mairenance mode, if Reosived Message is equal o T3CRLE the EUI
shallsol Mo tn Oparaensl ok and confem mainienance made oot by seting
Tranemi Meszage o CRLF

SR36. wmenhiode is i Maintenance mode, f Received Message (s equalf MCRLF ine EUI
shallsel Modie Io Downlod mode wail for 1 second bo enbes inko pefarm Diownlosd
management
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SRS4 when a mode of operational mode inter mode and fix again operational mode so like were

we have different, modes of operation, SRS to the SRS5 six similarly we have performance

requirements.
(Refer Slide Time: 03:40)
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It terms of SRS 7 to 11 here we know that booting time formats and work load for the
performance of the processor of the CPU how much it should be an also along with the timing
and work load we have the memory related performance requirements such as flash memory
Ram memory, stack memory so how we are going to verify those let us try to views some

example test cases.
So that a frame work on which the entire a testing technique they cannot further terms of the

scenarios as well as execution similarly we have communication requirements.
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Communication requirsments: |

A3 12 The ELI 0l 2 orviriunis: i Wity CAN fiobisingiss wih sulside anaiface

A5 1 The ELI shall communicatn s ales stairs o beast 8 sscond
Wantehdeg requirements:
A5 M The ELI a1

r
threhiold curalion ¢4 H00ms,

SA5.05  The ELll sl pudse the sl waichdog o ke once every 530 1 s
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Terms of how the instrument unit can communicate with the external word is through the can

messages we know that because of the 1* requirement talks about the different messages it is the



received based on different messages it will different modes of operations, so these are the

watchdog requirements.
You know that watchdog because with the <500ms with in pass we have to resent these are some

of the requirements for which test cases have been develop. Let us try to understand the test

cases in one of the session we said about, how it has spec for the test cases should be existing.
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So we need to have the requirement of the command test plan we assume the test plan is

available test spec is nothing but the test cases scenarios, corresponding to the requirements then
we are going to, group it then we are going to, trace it this are some of the specific activities that
we do for developing the test cases and in test specification they want to start the strategy terms

of how we can do it then practical steps.
Which are nothing but the test procedure this all we do so this are some of the things that we

need to do we know we gone through the example of template how to reflect one of the practical

class so let us try to understand the test case perspective how it can be develop okay.
(Refer Slide Time: 06:33)
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So we have 3 levels of software 4 levels of software requirements in terms of nodes of operation

performance requirements and communication requirements for watchdog requirements okay,
okay so we know the templates how we are going to use it the 1% section it should talk about test
cases identification per each of the requirements we can see whereas each requirements it will 1*
identify test case is we gone through the template show should replied like should identify the

test id should be eventually for each test case.
And what is the input for that particular test case, so what is the condition? That for this input we

should execute then what is the expected result that we going to have.
(Refer Slide Time: 07:34)
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Similarly for each of the requirement like we have going to take up is SRS2, SRS3, SRS4

likewise we able to have for each of the requirement
(Refer Slide Time: 07:46)
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So let show we have to develop test cases and the grouping is based on, different functionality

like 1% few cases we concentrate on the modes of operation next one we should, performance
requirements and next grouping is based on the timing next group is based on the watchdog

group it but before grouping 1* of all we need to have this the test cases.
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Individually identify for each of the requirements it is very important and basically we can adjust

il

like what test case can go into what and hoe can we trouble and duplicate or redundant any

aspects that we can add 1* term from as thing is there are the test cases.
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For each of the requirements also we have done with all that then we have to grouping for the

grouping is done and we know that for each group this is set of conditions need to be existing
before we start the practical step are the step procedures those conditions they are called as pre
conditions so pre conditions for example for are the test case we can have, test group 1, so which

is nothing but relating modes of operation.
So what are things that we need we need to power on the unit and set on the, and set the below

values, below values could be something like a what are the inputs for INIT should be hook so
what are those going could be can message adapter should be up similarly any interconnected
interfaced in a array sub units, should be powered okay so what will describe could be up

likewise.
We have going to have pre conditions so the preconditions can be unique or different based on

the take the group, group that we are using so for modes of operation we can message should be
coming because we cannot the test the most of operations requirements similarly, we need to
apply power voltage of 5.1, 5.0 so like will we would not have not and some of the requirements

we may not able to do dynamically.
Or when the target is running so those, list of static analysis where we need to do it static

execution we seen the code so like performance requirements some of like memory map those
things we need to execute on the target so those cases we should list out here telling that, that
group of a that specific scenarios can be tested statically or static analysis based on that similarly

the templates talks about the scenarios applied.
Under the functional of operation requirements let us the test cases scenarios the categories and

the non functional requirements act that means basically whatever the user listen is, based



functionality this various it should be doing some like we should, rotate the motor that is a actual
requirement so the non functional requirements such as should power of within by seconds

something of those test cases.
There are not this is related or user related. That is all performance or supporting of an

requirements so likewise we going to have the appendices updated for the test case the test case
document that is one section that we have and the 1* section what we have seen the test cases

what we have seen in test cases identification for each requirement.
So these what we have going to do So for example will study if you requirements and few test

cases, okay so SRS2 we know that what we talk about the modes of operation like we know that

the instrument.
(Refer Slide Time: 13:04)
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Shell that we know said the mode failure mode in the fallowing cases based a logic so one of this
conditions one of this 3 conditions if you it will occurs it will going to enter into it is the what we
thing so here what is the input, if content of this having the inputs so let us try to understand
content for one condition when is mode is in maintains node so mode is a, and received message

so what is the output, fail that be second mode.
Set to failure condition is what this is the confusion the 1% condition, 2nd condition, 3rd

condition one of this condition exit it is going to enter into failure mode okay let us try to draw a
example case 1* case let us try to define we know that mode is an end what is an input receive
message is an input so because can message if we having the dependency right so this one input

the mode is available this 2 this are inputs there some apply some conditions on that input. And



we are going to get the expect this so what will happen id mode is in maintain this input is

satisfied.
When we get receive message are here once occurs do not worry about a what is CRL message it

just an because we are focusing are a empathizes for test this potion not the actual data that
maybe robustness in terms of a different message other than 0101 what will happen that may be
define later but we will start with a normal case saying that. We fated t o inputs and maintenance

mode and the message are 0.
And there under directly as per the requirement we should go to fail mode so this we have tested

here and the next case we can see we are trying to test with us silent message o to CRLF that
cases also fail mode similarly the 3 rd condition when the mode in is INIT mode in the status in

error state that is doing initialization.
If any error occurs it will go for error so this are straight forward test cases that we have seen for

this requirement similarly 4 conditions are there we are going to apply as per that okay, next the

status define.
(Refer Slide Time: 16:13)
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Now these or logic so that means any of this conditions multiple of this occurs so we have

something like a or b or ¢ =d, d means failure.
(Refer Slide Time: 16:32)
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So they go to have the true table are thing were either a can be is a true be set a true c can
be set a true in that condition it should go to fail and next one ab settoacsetatrueabc seta
true in this condition also we go to go for failure likewise we going to have this called enter this
they are the modified condition mission logic based on the conditions different decisions are

there, here.
A becomes true condition will be fail can b is true condition will fail. C is true will be a go for

both are true condition will be failed right both are to fail similarly a b c last case it is becomes to
true b fail that we have what was left everything will left right everything will done so this kind
of things it is a god to have something like a true table we can define that way it will be easier

actually, maybe to have one table fallow a added.
So we can a b ¢ and the output this what is trying to set for different values so we know that

combinations of a b ¢ w try to set 0 10 0 output will be failed similarly 0 1 0 will be fail, became
0 01 next condition 011, typical route table we are going able to have a for all the combinations

the moreover the may not require the we know the result of this.
(Refer Slide Time: 19:01)



Ducammr in Lrisscied Safrenn Turing ESDAIES & Chayts - MrmichWand PradutAciatent.. o & B

«8
oy ——— i
..... = Wi e
Lo b
.
[ T i z
| o -
B.C=T FAL
ABC=T FAL
A B [3 GUTFUT
] ] 1 FAIL
[1] 1 [1] F.
0 1 1
1 ] i
1 1 ]
1 1 1 Al
i i ] ] N AL
1 1 1 FAIL
RS 1 VWit Mode i in il mode, T Staius i 9 dg_Cror state, he CUI shall s Mode o
Clpsraiivnal mods.
RS54 Whin Mod is in O it Marer ¥ becomes
wausl i Enatie, Twe EUI shallzel Mode to Mainance mode
[
SR3.5 When Mode rmode, if Re Is equalfo DACALF the EUI 5
Fagrlor) Lk wontr e | T EETE

' EEIEDEEE |
Why we need why we may not need this independent we need to prove and I will table expand

that, okay here we can see the multiple route table combinations like, ¢ is true output is false and
b is true what will be false similarly both are true will come false and now we are going to set a

as 1 and here.
We are going to very clear this going to be still the last condition is 000 it will became true that

means true means is a failure or not a failure here mis case this, this fail right one more condition
is all should be here, failure f means basically failure, okay, so, so for this of case we need to

develop the test cases adding inputs accordingly okay.
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Now we have tested about this normal cases of the truth table and conditions next within each of

day this we can identify other test case or other group of test case such as we draw that only so



input is mode maintenance mode and receive message is ol here CLRF that we already tested we
should became fail okay, next condition with in this test case input mode is lot of maintenance

that is not a we do not know what mode.
It is so it will became no fail correct because we are heard were in that the next one in put is

maintenance mode there is the received message is not 01 this something else existence whatever
it is so this also became a fail so like this the combination that we need to have that is very
important, so this is the then we run with a test cases and whatever to occur okay the next thing
we need to take care is independent, very important terms we can see the above case abc set here

that occurs for now.
We have proven only b has change for 0 to 1 there are remaining things are constant there also

we need to right because remaining things is not constant here we have seen b has changes along
with ¢ also we do not know because of what the failure would have occurs so better to have
independency such as, that thing is back to 0 we are prove the independence this because of this

only failure has occurred and not.
Because of this or combinations So it a independent were went to similarly for a other cases also

like we have a, 000 of here is has this to basic because of this getting the fail so that so the affect
of inputs we need to that tell it as properly that independence is one of the important thing that
they look for when we are write the test cases that is are we going to have for different set of a

combinations and, inputs for that particular requirements okay, next one
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Next one is SRS3 is talks about a what, in the mode is INIT mode and the status is no error state

that means the error and the INIT is in, and the mode is INIT mode, the instrument shell said into



operational so 2 inputs mode in status init mode no error with the operational mode, mode
received message, this not a right test case maintenance of, okay let started with this, mode status

okay on init mode okay, let put in similar.
It is in init mode, status is error so what we will became it should not be part of operational that

is 1* shown because the requirements is it should be there in operational only when we require so
they going to the operational requirements, is clear for this probably by seeing if it is not of

operational mode what is the mode?
This try to go through the requirement will come to mode requirement is a, this is go for the

requirement because if it is going to be no error state then it will be operational otherwise we can
get as failure that is what it said right, okay so nothing but it is, failure, so likewise we go to add

test cases by looking at the requirement so for 3 we have done, okay.
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For this regarding maintenance status the status live messages and 6 is about.
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A the status of messages is 04 11kew1se we going to added I can see particular SRS and for that
test cases we want to add one more thing we would have notice this interface because tested so
what is happen is some of the signals that has having the dependency or a, particular

requirements suppose for this functional requirement for the signal dependency is there some

describe and that immediate.

The list and why listing that we are also trying to test particular interface requirements that is

also saw it as an input may not be a functional requirements this is a dependent in the message,

okay.
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So next for is performance requirements let try to understand what performance that ports the

entire process of booting up till operational mode.
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Should will not take more than second this upon power of w should not take more than 1 second
to became operational mode so how I going to do there is a 1 inputs that means we need to
measure right, measure the time that is what is says between boot up till or upward this is
something like assert the test case we do not have a negative or were what is called a we are

expecting something which some actions here.
Actions is we need boot up how is going to happen upon power of that is an input, input is power

up and mode and condition is, or entire the sub and boot up how it occurs it is a power up, power
on we can say the action is called as power on, so output is, time difference between operational
mode entry on power on time so, something is called okay this we need to topic points or e do

not need to having points are depending on.
What should occurs processor will be suppose power up have a pin number 20 where we can see

the glitch of the signal pulse that certain level 5 volts if it is we can absorb that with one pin
captured there and operational mode if it is tied up with the LED say LED2 that have fault
something like a GPI port whatever have it is so this 2 we can see it so that we can see the
reference as 1 for a pin other one has a LED port when it is going to became operational mode so

that difference.
We can find out the help of this so that will became a test case inters of visible so input is, power

up or so we needed to give a pulse to for pulse are reset it been 20 input the processor here using
pulse scope, what will happen is expected result is, <1 it is what is a expect we see right so that
we have to measure it with a force apply try to validate the test case, okay next we will take of

requirement we have communication requirements okay,
(Refer Slide Time: 31:22)
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Here we can see 2 requirements are there instruments shell communicate through scan messages

without interface the instrumental communicate alive status, one second atleast 1 second at these
2 things are there we can combine this requirements we have multiple cases and a one group we
saying that proving this also prove that is communicating and this is also communicate which
status one second so it is just a validation of a this basic we know verification is like there is no

input or that we can tree call we can modify.
So what should have test cases we have absorb the output can message check whether it can

message are receive at every 1 second next 1 check whether we can message belongs to alive
status is are the important steps to validate this requirement right okay next negative type for,
when the instrument is powered this is going to happen so switch of EUI what will happen is no
messages or absorb, no messages should be absorb outside. So this is proving that the

instrumental will communicate call outside.
The box and , the related which can messages are coming how we can verify the is based on the

time stand because, we can message will have a time stage taking a longer outside in the host
that longer that make difference between the SH1 and SH2 it should be 1 see it should be may
not be exactly 1 sec something like it depends again to 100 here tolerance of a ,+ or-20 we can
see it can fall anything between a to 1020 so depends on type of system tolerance will be there

that exact here.
So we will specify format accordingly saying that for this tolerance it should work so that way

we need to verify the such requirements any timing and the un log or any of the outputs that
away the tolerance we can verify that so this know communication requirements are the tested

with the test cases us.
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The last one being the project of requirements so there are 2 requirements here the instrumentally
configure the what a generate the reset to make a control with a result to this one so what it
means is it has a configuration saying that we need it is upend operational, we should be
configure for a final set that the watchdog will be satisfied with the pulse of <100 sec that is the

next requirement.
If it is not watchdog is groping to reset. Because it is configure for 5 minutes right okay so, here

a cases we need to verify in since that,
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1* is verify the configuration of the watchdog this is theoretically or facing the code or spacing

the registers we can validate dynamically we can validate such a weather we can capture the



pulse of the watch dog usually watch dog is the circuitry , it has a counter and that counter is

configure 500 and this is the decrement counter.
This when it comes 0 it is going to, it is going to reset or pulse the reset pin of the processor such

that the processor gets resets, how we are going to eliminate this so make sure that you r
configure the watch dog or you make it hang that program is that going to be or capture the pulse
so what is the responsible for pulsing he watch dog let should be <500 sec so that is what the 2™

requirements.
Atleast once in every 500 sec this in should be there so 1 is configuration and other one is that

the pulse is properly able to verify this though we can verify the watchdog certain kind of
requirement okay so likewise we are going to have test cases define test id inputs conditions
expect the results, and, appendices we have study now having seen all these let us try to

understand the review check list.
We have do not it has a testing available or requirements whatever have last the test case and the

requirements and how procedures can be written of this these got we understood now having
done this we need to understand this checklist usually this will be a getting criteria for the test
plan of test cases to measure that the rules of the particular verification of the test cases or adding

to the requirement have as per the name.
That is what we are going to, okay so these are an example template generally we use it is again

specify to the specific process that is been allowed the type of elements so let us go through this
generate to probably, on what we have done so far okay 1* one an templates fallowed the this
case system this we had a document this template which will have prove on right, are the

validated classes are like all inputs of final requirements.
We are seen the equivalence causes in terms of the complete truth table, and set of range in terms

inputs were we consider are limit values used for the cases are here this know the signal can used
so there is a limit in terms of the CRO the values coming down where we have used for inputs
structure in a table are bounce 1 terminate value of the table we used in the class there is no

structured input tables this is not allocate here.
Essentially see the functional analysis do the allocations, are particular test cases created for time

related functions and state missions this put we have here done the machines here, is one term
words test, test case inputs here we have the negative different values of the we try to put it this
what we have this identification format of test cases it we have sent he every test cases of its own

unique this reach high level requirement covered by atleast 1.



Test case and correct 1 which very important this is also so based on the review we need to till
this templates have done for each of the requirements this reach the test case template covered by
scenario and very this, the test cases like we have a test case for correct identify, are values are
inputs and outputs define and reach as this is a qualified as normal mode this probably we are not

the this list have do.
We done revaluation of test cases which will not value thing in a order when we have a different

modes that was test indications should report saying that know what is my action of this basics it
is a test coverage analysis I think we do not have so there is a 2 session guideline and other wise
is proves, proves are mandatory for the elements is know also called as deviation and functional
without which the report will be acceptable this designated and authority as well as guidelines
description of the scenarios what’s it is I would say know we can add on description are the

expected results.
Define for each , or the specification define these test case what we have to use and identify the

test match or the set of the 3 condition is define for each case in the exits so which is test case
check list there we have test cases the object the description that was saying is an that is what we
require of terms of the develop test case of the requirements that is are test case is different, this
will continue the next practical session in terms of upward a traceability as we set the test cases

requirements is called as upward traceability this requirement of test cases, okay.



