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An introduction to linear block codes, I am Adrish Banerjee from IIT, Kanpur. Today we are
going to talk about basic introduction to what coding theory is all about. So we will start our

lecture.
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Lecture #1: Introduction to error control coding-1

So in the introduction as I said we will talk about what is coding theory, we will illustrate with a
very simple example how error correcting codes can be used for error detection and error
correction. Before I start my lecture, I would like to talk about the books that we are going to use

for this course.
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Texthoak

@ "Error Control Coding”, by Shu Lin and Daniel J. Costello, Jr., 2nd
edition, Prentice Hall, 2004

So we are going to follow this book, error control coding by Lin and Costello, the second edition

of this book, we are going to follow this book as our textbook.
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Texthook

@ "Error Control Coding”, by Shu Lin and Daniel J. Costello, Ir., 2nd
edition, Prentice Hall, 2004
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And there are some very nice books which you can use as a reference book, for example this
book by Sloane and MacWilliams is a very nice book on block codes. You could also follow this
book by Blahut on Algebraic Codes for Data Transmission. This book error control coding by
Todd K. Moon, this is also gives a very nice introduction to error correcting codes. Or you could

use this book by Huffman and Pless called fundamentals of Error Control Codes.
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Introduction

All communications invalves three basic steps

@ Encoding a message at its source

So when we talk about communications, communications basically involves three basic steps.
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Introduction

All communications invalves three basic steps

& |:1'1l'.1_'ul:1|r'||||'1 4 message at its source

The first is encoding a message; you have a message source that you want to represent
efficiently. Now we can for example consider a speech signal, now if you want to transmit a
speech signal, you first have to convert your analog signal to digital signal and then you need to

get rid of useless redundancies.

Why, because we want to transmit basically useful information at the — we want — a source
inherently has lot of redundancy, and when we try to represent a source we would like to

represent a source efficiently in be known number of possible bits.
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Introduction

All communications involves three basic steps

# Encoding a message at its source

So first step involved in any communication is basically encoding a message.
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All communications involves three basic steps
@ Encoding a message at its source

& Trani.ll'li'rtlrm_‘ th;ﬂ '“ﬁHEE 'l'hruugh a CoOmmunCation rr'rq:giiur'r\

Second is once you have represented your source you want to transmit that source over a
communication channel. So the second thing is transmission of the message through a

communication channel
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Introduction

All communications involves three basic steps
@ Encoding a message at its source
@ Transmitting that message through a communication medjum

@ Decoding the message at its destination

And finally once the receiver received the message it has to decode to find out what was the
information that was transmitted. So broadly there are three steps involved in communication

encoding, transmission, and then finally decoding.
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Introduction

All communications involves three basic steps
- E|'|C|3d"'|g 4 message at s source
@ Transmitting that message through a communication medjum

@ Decoding the message at its destination

So information theory basically gives us fundamental limits of what is the maximum limit of,
like what is the maximum best compression fundamental limit and compression that we can
achieve. It also gives us fundamental limits on what is the maximum transmission rate possible

over a communication channel.
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Introduction

@ The transmission medium in commumication is known as channel

Binary Symmetric Channel

Binary Erasure Channel

So let us spend some time on what is our transmission medium, so the transmission medium over

which we want to send a packet that is known as channel and here I have illustrated
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Introduction

@ The transmission medium in communication is known as channel

Binary Symmetric Channel

Binary Erasure Channel

To very simple channel models, the first which is binary symmetric channel, now you can see
there are -- it has binary inputs, zeros, and one and similarly it has binary output 0 and 1. Now
with probability 1- € basically whatever you transmitted received correctly at the receiver. So this
is a transmitter and this is the receiver side. So if you transmit 0 with probability 1- & you will

receive it correctly, similarly if you transmit 1 with probability 1- € you will receive it correctly.

And this crossover probability of error is basically given by €. So this is basically a symmetric
channel and this is a binary channel, because the binary input, binary output is known as binary
symmetric channel. Another channel which basically is very commonly used to model packet

data networks is what is known as binary erasure channel.

So they are binary inputs 0’s and 1’s and the outputs are either you receive whatever has been
transmitted you receive it correctly or whatever you have transmitted is basically erased. So this
A that you see basically we are denoting an erased bit using this symbol. So with probability 1-A

you receive the bit correctly and with probability A the bit is erased or lost.
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Introduction

@ In his landmark paper in 1948, A Mathematical Theory of
Communication, in Bell System Techmical Journal, Shannon
introduced the concept of channel capacity

So in his landmark paper in 1948 Shannon introduced this concept of channel capacity, that what
1s the maximum rate at which we can communicate over a communication link. So a channel

capacity is defined as the maximum amount of information that can be conveyed from the input

to the output of a channel
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Introduction

@ |In his landmark paper in 1948, A Mathematical Theory of
Cuttlrrlmm_'.rrrun in ch‘ SVSreJh ref_'hmq_'._'pf Juur.'ulf Shdr\ non
introduced the concept of channel capacity

@ The channel capacity is a measure of the amount of information that
can be conveyed between the input X and the output Y of a channel

@ Shannon in his celebrated noisy channel coding theorem proved the
existence of channel coding schemes that can achieve an arbitrarily
lowe error probability as long as the information can be transmitted
across the channel at a rate less than the channel capacity, C

Shannon in his theorem also proved there exists channel coding schemes that can achieve very
low arbitrarily very low probability of error as long as the transmission rate is below channel
capacity. So Shannon showed that there exists good channel codes as long as the transmission

rate is below channel capacity we can achieve arbitrary low probability of error.



(Refer Slide Time: 06: 20)

Introduction

@ In his landmark paper in 1948, A Mathematical Theory of
Communication, in Bell System Technical Journal, Shannon
introduced the concept of channel capacity

@ The channel capacity is a measure of the amount of information that
can be conveyed between the input X and the output Y of a channel

@ Shannon in his celebrated noisy channe! coﬂ‘mg theorem proved the
existence of channel coding schemes that can achieve an arbitrarily
low error probability as long as the information can be transmitted
across the channel at a rate less than the channel capacity, C

) Ex.@mplﬁ If the channel capacity of a particular communication link
is (say) 2 Gbps. We can communicate over this channel at any
desired rate less than 2 Gbps. and achieve arbitrary low error rates

For example if we talk about channel capacity of a particular link to be 2 Gbps bits per second
then basically we should be able communicate at rate any rate up to 2 Gbps or what this
communication link without basically and I can achieve very low probability of error at the

decoder .
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Introduction

@ He didn't specify particular codes that achieve this limit with
reasonable implementation complexity, however

@ The goal of coding theory 15 to reach this limit

Now in his theorem Shannon did not specify how to design such codes which have rate close to
capacity and that is where basically error control coding comes into picture, so the goal of error
correcting coding theory is to achieve this to design codes which can achieve this limit so
basically Shannon has mentioned that we could transmit, we could design as long as we design
error correcting codes which have rate less than channel capacity we can at achieve arbitrary low

probability of error.

So the goal of the coding theory or error control coding is to design such error correcting codes

with rates as close to capacity which can achieve arbitrary low probability of error.
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Introduction

@ He didn't specify particular codes that achieve this limit with
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@ The goal of coding theory 1s to reach this imit
@ A channel code is designed by properly adding redundant bits (panty

bits) to the source bits. These redundant bits facilitate the detection
and correction of transmission (storage) errors.

et et
And Shannon did not specify how to design such code so basically where coding theory is come
into picture, so how do we design an error correcting code? An error correcting code is designed
by adding some redundant bits to your message bits, the message bits we call them information
bits and those additional redundant bits that we add those are known as parity bits, so error

correcting code is designed by properly adding some redundant bits to your message bit and then

send this coded massage over a communication link, now we use this.

Additional redundant bits to detect error and to correct error.
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Introduction

@ He didn't specify particular codes that achieve this limit with
reasonable implementation complexity, however

@ The goal of coding theory 15 to reach this limit
@ A channel code is designed by properly adding redundant bits {panty

bits) to the source bits. These redundant bits facilitate the detection
éﬂd correcrion Or Lransmission {'_-.T.t.:-ragt] Errors.

@ Channel coding is used in digital communication systems to control
transmission errors caused by channel noise, fading, interference

@ In digital storage systems, channel coding is used to control errors
caused by storage medium defects, dust particles, radiation

Error correcting codes has wide range of applications in digital communication and storage, [
have listed basically a few of the uses for example, when we send a signal over communication
link it is get corrupted by noise, fading, interference so to combat the effect of all these basically
we use error correcting codes to correct the errors. Similarly in digital storage system you want
to correct the error cost due to storage media defects, dust particles, radiations, we use error

correcting codes there.
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Channel Coding

& Example: Repetition codes

So let us take a very simple example of error correcting codes and illustrate.



(Refer Slide Time: 09: 13)

Channel Coding

@ Example: Repetition codes
@ Rate R=1/2 code
0 — 00 I-+11

How we can use error correcting codes to detect and correct errors. So example I am going to
show you right now is of what is known as repetition code, so the rate is defined as the ratio of
number of information bits to number of coded bits, so when I say rate one half code I mean
there is one information bit or one message bit and there are 2 coded bits, for example in a

repetition code
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Channel Coding

@ Example: Repetition codes
@ Rate R=1/2 code

0 —00 1 11

The binary repetition code basically we repeat whatever the information bit is, so a rate half
repetition code would be look like this a binary rate half repetition code would look something
like this, so for zero we would be transmitting zero, zero and for one we would be transmitting

one, one.
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Channel Coding

@ Example: Repetition codes
@ Rate R=1/2 code
0 —= 00 1—11

@ Rate R—1/3 code
0 — 000 1—111

Similarly for a rate one third repetition code, for zero we will be transmitting zero, zero, zero,
and for one we will be transmitting one, one, one. So you can see here in this in rate one half
case we are adding one additional redundant bit and in case of rate one third code basically we
are adding 2 additional redundant bits. Now how we are going to make use of these redundant

bits for error correction error detection, that will be explained in the next line.



(Refer Slide Time: 10: 50)

Channel Coding

& Example (contd.)

Information bits o011 0l
Coded biis using Rate 1/2 Repetition codes D000 1L 1LHoo 1]
Received coded bits (Single Error) (o001l 1100]]

Recerved coded bits { Double Error) LU oMy BT 11 p 11

So let us take this example, let us say I want to transmit these set of bits so I want to transmit
zero, zero, one, one, zero, one. Now if I use a rate one half repetition code what would be my
coded bits? For zero I will be transmitting zero, zero, for zero I will be encoding them as zero,
zero, for one I will be encoding them as one, one, and for one I will be sending them as one, one

for zero I will be sending as zero, zero and for one I will be sending as one, one .

So this will be my coded sequence okay, now here I have illustrated one case where there is a
single error so this was basically the sequence which was transmitted, think of it that this base
sequence has been transmitted over a binary symmetric channel and this is what the receive
sequence I received. So you can see here this a case of single error, the first bit which was
transmitted 0 was received as 1. Now how can I use error correcting codes to detect error? So
since it is a rate 1 2 code for each information bit I am sending two coded bits so at the receiver

I will look at two bits at a time, so I will look at first I will look at this 1 0.

Now since this is a repetition code what do you expect? I expect that both the bits should be

same right? But here in this case first bit is 1 second bit is 0, which means there is a transmission



error so I am able to detect single error, how? Because these bits were encoded using rate half
repetition code I expect these two bits to be same, so I know there is an error in the first bit but I

do not know whether this is bit O or bit 1.

Let us look at other received bits 00 this will be decoded as 0, 11 this will be decoded as 1, 11
this will be decoded as 1 there is no ambiguity, 00 this will be decoded as 0, again there is no
ambiguity and 11 this will be decoded as 1, so we can see that using one additional redundant bit

we are able to detect single error.
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Channel Coding

@ EBxample (contd )

Information bits N O L
Coded bits using Rate 12 Repetition codes GO 1L 1] oDl
Received coded bits (Single Error) DRI NERER IR
Received coded bits (Double Emor) RUIRIRARL I

Now let us look at example for double error, so let us say the first and second bit are received in
error so what we have received is basically 11 00 11, 11 00 11, so the first two received bits are
in error 11, now let us see whether we can detect error using this rate '% repetition code, so again
we will follow the same logic for decoding, we will look at two bits at a time so first two bits are

1.

Now since these bits are same we will decode them as 1, but what was transmitted, it was zero.

So we can see that this is the case of undetected error, even though these two bits were received



in error the decoder is not able to detect this error. So this kind of thing happens when the error
pattern is such that it transforms one code word into some other code word.
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Channel Coding

@ EBExample (contd )

Information bits o011 101
Coded bits using Rate /2 Repetition codes OO0 EEE 1) 10 0l
Received coded bits ( Single Ermor) o0 II 1000l
Received coded bits iDouble Ermor) [ bl Bl oo pl

So since 11 is a valid code word for 1 the decoder is not able to detect this error, so this rate 1 Y%
repetition code is able to detect single error but it is not able to detect double errors, now let us

look at whether it can correct any errors.
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Channel Coding

& Example (contd )

Information bits 0 R O O 6 |
Coded bits using Rate |2 Repetition codes 000 01110
Received coded bits {Single Error) Lorodn L1 11 oa g
Received coded bits (Double Emor) Lo 1] o]

So let us look at this example when we had single error, so note here so what we received was
10, so we were able to detect error that there was an error but can we correct it? No we cannot,

why? It is equally likely
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Channel Coding

@& Example (contd )

Information bits: 0L 10l
Coded bits using Rare 12 Repetition codes O O B0 1000 L
Recerved coded bits (Single Ermor) JOOO LT 100l
Received coded bits (Double Error) [ 0oLl 110011

That this 1 that we received was 0 or this 0 that we received was 1, if we are talking about a
binary symmetric channel right? So we do not know whether the first bit got flipped to 0, first bit
got flipped to 1 instead of 0 or the second bit got flipped to 0 instead of being 1, so this particular

rate > repetition code cannot correct any errors, it can only detect single errors.
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Channel Coding

& Example (contd.)

[nformation bits O 0 1 1 0 1

Coded bits using Rate 1/3 Repetition codes: QU0 000 {11 111 000 111
Reeeived coded bits ( Single Error) OB OG T1L 111 000 111
Recerved coded biis { Double Emmor) CHOO00 LTL 1] 000 1]

Now let us look at another example, this time we are considering a rate 1/3™ repetition code so
what does rate 1/3™ repetition code means? For each and again we are considering binary code
so for each bit we are adding so two parity bits and we are repeating the same bit, so for 0 we
will be transmitting, we will be coding it as 000, for 1 we will be coding it at 111. So again we

consider the same example of transmitting 001101.
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Channel Coding

@ Example (contd )

Information bits 001 1 01
Coded bits using Rate 13 Repeution codes D000 L1 L1 O ] e
Received coded biis (Single Error) 00 D00 LY 11 000 111
Recerved coded bus (Double Emor) [OO00 111 111 000 111

So we are transmitting the same information sequence, this time we are encoding them using rate
1/3" repetition code so this 0 will be encoded as 000, similarly 1 will be encoded as 111 so we
will be transmitting this so this information sequence will be coded in this particular way. Now
we will again look at what happens when there are errors at the receive sequence, like we did for

rate 1 %2 repetition code.
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Channel Coding

@ Example (contd )

[nformation biis 00 1 1 0 1

Coded bits using Rate 13 Repetition codes: 00 EHDE [ 1) 100 oo 1]
Received coded bits (Single Ermor) L0 0 TLE 1T Do
Receved coded biis { Double Ermory | TOEH L] DO O [ 1]

So let us again look at example for single error scenario, so let us say the first bit was received in
errors so instead of 0 we received a 1, now let us see whether our rate 1/3™ repetition code can
detect single error, so since it is the rate 1/3™ code for each information bit we are sending three
coded bits. So we are going at the receiver, we are going to look at three bits at a time. At the
decoder we are going to look at three bits at a time, so we will first look at these three bits 100.
Now what do we expect, we expect since we are using a repetition code we expect all these three

bits to be same.
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Channel Coding

& Example (contd.)

Informatuwon bits. o o 1 1 & 1

Coded bits using Rae 173 Reperition codes: OO Q00 10T TR MMy 111
Recerved coded bits (Sangle Error) | OO GEOM DL 101 000 111
Rivervied coadied bats | Double Ermor) POl RED R0D odmp 111

But here in this case they are not, because what we are received is 100. Now what is that mean
that mean, that means there is a transmission error. So we are able to detect single error using a

rate 1/3 repetition code.
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Channel Coding

# Example (contd.)

Infommuabon bis 0O o 1 I & |

Coded buis usang Rale 13 Repeubon codes. O N 11T DN Oem 1
Recerved coded bits i 3myle Ermord (F MM T1T B0E twr 111
Reverved coded bits { Double Eroe) O LED DLL oo 1]

If we look at other sets of bit 000 there is no error here, 111 no error, again no error here, no
error here, no error here. So rate one half repetition code was able to detect single error, even rate
1/3 code is also able to detect single error. Now let us look at double error. So let us consider
scenario when the first two bits are received in error so we have 11 and rest of the sequence is

this okay. Now can we detect double error?

So let us look at, we again look at three bits at a time, so if you look at three bits at a time the
first three bits are 110. Now we could see that there is an error why, because either this should

have been 000 or 111, but we received 110.
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Channel Coding

@ Example {(contd.)

Informaloi bils. D O3 I O 1

Uindizd bits using Rawe 13 Repetinon codes W00 10T D00 iWmy 11
Recervied coded bats (Single Errorh JOC M T D11 000 1l
Riecervied codid bats { Double Error) FRO OO0 DL DLD avd 1110

So we are able to detect using rate 1/3 repetition code we are able to detect double errors as well
which we were not able to detect using rate one half repetition code. Now let us look at the error

correcting capability of this code.



(Refer Slide Time: 20:22)

Channel Coding

@ Example {(contd.)

Inforimaion bis. Do 1 1 o 1
Uindizd bits using Rawe 13 Repetinon codes W00 10T D00 iWmy 11
Recervied coded bats (Single Errorh JOC M T D11 000 1l
Recerved eodicd bits { Double Ermor) FROO00 LLL DED o 111

So let us go back again and look at single error situation. Now when the single error happens so
something like this let us say one of the bits got flipped, 100. Now can we correct single errors
and the answer in this case is yes, why? Because if you look at these three bits two bits are

already 0 and one bit is 1. So it is and what are the possible
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Channel Coding

@ Example {(contd.)

Inforimaion bis. Do 1 1 o 1
Uindizd bits using Rawe 13 Repetinon codes W00 10T D00 iWmy 11
Recervied coded bats (Single Errorh JOC M T D11 000 1l
Recerved eodicd bits { Double Ermor) FROO00 LLL DED o 111

Outcomes this, this could be either 000 or 111. And it is more likely that one bit got flipped, it is
more likely that 0 got flipped to 1 rather than two zeros, two ones getting flipped to 0.
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Channel Coding

& Example (contd.)

Infornmaion bils. D o | 1 o 1
Codied biis using Rawe 13 Repetinon codes WO OO0 10T 10 iemy 111
Revervied codied bats (Single Error) [N OHMD DED D00 D il
Received codid bats { Double Ermor) PROOD0 LEL DLD ey 111

So it is more likely that this bit got flipped from 0 to 1 instead of these two bits getting flipped
from 1 to 0. So using majority logic this majority of the bits are 0, we will decode this as 0. So
we can see this rate 1/3rd repetition code can correct single error, this was not possible for rate
one half repetition code, now can it correct double errors? Now if you look at this 110 it will
think that this particular bit got flipped from 1 to 0 so it will decode this as 1. So this cannot
correct double errors. So to summarize we saw that rate one half repetition code can detect single
error, but cannot correct single error, it cannot detect double errors. Whereas rate 1/3rd repetition

code
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Channel Coding

& Example (contd.)

Infornmaion bils. D o | 1 o 1
Codied biis using Rawe 13 Repetinon codes WO OO0 10T 10 iemy 111
Revervied codied bats (Single Error) [N OHMD DED D00 D il
Received codid bats { Double Ermor) PROOD0 LEL DLD ey 111

Can correct single error and can detect single error, it can detect double error but it cannot
correct double errors. So why is this code better then the first code, it has certainly has better
error detecting capability then the rate one half code? This we will discuss in subsequent lecture,
it has to do with separation between the distance separation between the code words and you can
see basically in this particular code we are using two redundant bits and in the previous case we

were just using 1 redundant case.

So the error correcting capability and error detecting capability of the code is depending, is
dependent on the distance properties of the code and that we will talk about in subsequent

lectures. So to summarize it
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Channel Coding

A message of content and clanty

has gotten to be quite a ranty.

Ta combat the terror of serious error
use bits of appropriate party

Solomon Golomb

I think this quotation by Solomon Golomb rightly captures what error correcting code is all

about. So I will read it.
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Channel Coding

A message of content and clanty

has gotten to be quite a ranty.

fo combat the terror of serious error
use bits of appropriate party

Solomon Golomb

“A message of content and clarity has gotten to be quite a rarity. To combat the terror of serious

error use bits of appropriate parity”. Thank you.
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