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Welcome back once again! So, we will continue with ‘Internet of Things’ in this session.
In the previous one, we had discussed about, we had spoken about the internet of things
architecture, we had spoken about what sensors are, what actuators are, and we had also

discussed certain examples.
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Classifying IOT devices by application

+ Wearables Health Care

- Entertainment - Remote monitoring

- Fitness - Ambulance telemetry

- Smart watch - Drug tracking

- Location and tracking - Hospital asset tracking

- Access control

Building and Home A i - Predictive maintenance

- Access control

- Light and temperature control Smart Manufacturing

- Energy optimization - Flow optimization

- Predictive maintenance - Real-time inventory

- Connected appliances - Asset tracking

- Employee safety

So, in this session, we will move ahead with the examples, and then we will discuss
about the 10T technology, so, classifying IOT devices by application. Now, in the
previous session, we have seen applications of 10T in health care, in smart cities, in
residential water supply. So, IOT devices have applications in variables we have seen, so
entertainment, fitness, smart watches, hand bands, for location and tracking everywhere,

IOT devices have a very important role.

Similarly, in healthcare we have seen a lot of role of IOT devices. Here again we will

building and home automation, so access control, light and temperature control, energy



optimization predictive maintenance. So, if there are for example, 10T sensors in built in

say devices such as your refrigerator or your lighting system at home.

And, if there you know there is the sensors detect that there is some problem and maybe
your refrigerator will go you know in, there will be some defect in your refrigerator in
say a day or two, some problem with the refrigerator, will automatically give you a
warning, so that you can go ahead and it will predict the problem in advance, so that you

can go ahead and try to repair it before it actually fails.

Similarly, in smart manufacturing also 10T devices have a very important role to play
such as you know in flow optimization, real time inventory tracking, asset tracking,

employee safety very important, and again predictive maintenance.
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Classifying IOT devices by application (contd..)

+ Smart Cities Automotive

- Residential e-meters - Infotainment

- Smart street lights - Wire replacement

- Pipeline leak detection - Predictive Maintenance
- Traffic control - Telemetry

- Surveillance cameras

- Centralized and integrated system control

https://www.youtube.com/watch?v=NjYTzvAVozo

So, moving on other applications of 10T devices we have already you know | we have
discussed about smart cities, so residential e-meters, smart street lights, a pipeline leak
detection, surveillance cameras, centralized and integrated system control traffic control.

So, we have seen some of these examples before.

Again in automotive, infotainment, wire replacement, again predictive maintenance, you
know, before the automobile actually goes, you know, actually breaks down how you
could actually go ahead and do a, you know, it would predict in advance that the

automobile will break down.



So, you can take measures to repair it before it breaks down maybe you know while you
are travelling. So, now, we will see another very interesting video which will talk about
the application of 10T in different aspects in a particular smart home. So, let us go ahead
and watch it.
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Life Simplified

WITH CLOUD-BASED AUTOMATION
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7:00 AM

> OUTLETS ON
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Ready in. 841
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OEA0 Add sensor with
Open Door alerts?
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SHOWER: 106° F
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ROOM OCCUPIED
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+ Tomatoes
+ Orange Juice
. Eggs / OUT OF STOCK

SEND NOTIFICATION
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- Refrigerator Inventory
| + Lettuce
+ Tomatoes

+ Orange Juice
Eggs / OUT OF STOCK
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TOXIC FUMES

GARARE GLOSED
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GARAGE DOOR

~ Mom or Dad Arrives

— Motion detected while closing
= Toxic fumes present in garage
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GARAGE DOOR

— Mom or Dad Arrives

— Motion detected while closing
=+ Toxic fumes present in garage
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GARAGE DOOR
— Mom or Dad Arrives

— Motion detected while closing
- Toxic fumes present in garage

> OPEN GARAGE
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VISITOR IDENTIFIGATION

+ SprinklesRepairMan
+ 1:30 PM Appointment

+ WiFi Access Regyired

SEND NOTIFICATION
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VISITOR IDENTIFICATION

+ SprinklesRepairMan
+ 1:30 PM Appointment

+ WiFi Access Requifed
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Dinner Recipe.

+ Tortillas
+ Avocados
+ Beans

+ Rice / OUT OF STOCK
- SEND NOTIFICATION

Burritog

(Refer Slide Time: 07:39)

Dinner Recipe. Burritog
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+ Avocados
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+ Rice / OUT OF STOCK
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VISITOR IDENTIFICATION

+ Grandpa

APPROVED GUEST e andn:

SEND NOTIFICATION + LIVE FEED

(Refer Slide Time: 08:32)

VISITOR IDENTIFICATION

+ Grandpa

+ Grandma

APPROVED GUEST
UNLOCK THE DOOR
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So, | hope you have watched this video. This is my personal favorite. | wish life you
know could be so organized and that is how IOT would make your life organized and
simple. But of course, there are issues related to privacy. If every aspect of your life is
getting monitored there could be issues related to surveillance and privacy which you

may not like. We will discuss that.

But yes, the arrival of IOT has enabled has you know it gives us the opportunity to make

our lives much more simple and much more streamlined compared to what it was before.



So, you see how in a particular household 10T can determine everything from what is in
stock in your refrigerator. It can also prompt you as to you know things that are out of
stock, so that you can order in advance. If lights are off, it will give you an alert, so that
you can take care of that.

So, every life is streamlined and a lot of bottlenecks are resolved. So, this applies not
only to a household, this applies to any setup where IOT is deployed such as a
manufacturing unit bottlenecks would could be resolved, in supply chain bottlenecks
could be resolved. So, everywhere 10T has the potential to make our lives much

smoother and much more streamlined.
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IoT Ecosystem

The Internet of Things ecosystem includes all the components and players that enable
businesses, governments, and consumers to connect to their loT devices.
The ecosystem includes core, i.e., hardware, software, connectivity, standards, and
application services, supporting services.

Roles include:

Chip manufacturer,
SIM provider,
Module provider,
Network operator,
Network equipment provider

M2M service provider

Integrator

Sensor and actuation service broker
(App) Developer

User

Standard development org. (SDO)
Regulatory body etc.

Now, we have spoken a lot about the applications. Let us talk a little bit about the 10T
ecosystem. The loT ecosystem includes all the components and players that enable
businesses governments and consumers to connect to their 10T devices. The ecosystem
includes core that is hardware, software, connectivity, standards and application services

and supporting services.

So, what are the different roles in the 10T ecosystem? We have chip manufacturers, SIM
providers, module providers, network operator. Of course, network operator lies at the

you know core of I0T because network lies at is the backbone of 10T system.



Network equipment provider has a very important role to play. A machine to machine
service provider has very important role to play, because multiple machines or devices

could interact in an 10T system.

Integrator of all of these has a very important role to play. Sensor and actuation service
broker of course, goes without saying that very very important because sensors and
actuators are the core devices. You know when we say things we actually refer to sensors

and actuators.

App developers as you saw in the case of gnarus solutions they had an app which could
control the entire 10T system. Users have a very important role because they are the you
know they are at the receiving end of the benefits of the loT system. Standard
development organizations because 10T is a very recent development in the world of
technology and there are certain standards related to you know loT home automation,

related to privacy in loT.

So, there are certain standard. So, these standard development organizations are also at
the have a very important role to play in the 10T system because, if these standards are
not there then the 0T service providers would all you know would not adhere to any
standard or any benchmark. So, that could create a lot of discrepancy and a lot of you

know problems. A lot of issues could come crop up related to lack of standardization.

Regulatory bodies, they are also very important. Why? Because since there are issues
related to you know regulatory issues, privacy issues, there could be issues related to
copyright infringement. We will talk about that in a subsequent slide. So, regulatory
bodies also have a very important role, to play to resolve any disputes or issues that may

arise between the parties to the IoT ecosystem

So, these are you know to summarize these are some of the important players or the
important roles in the entire loT system, without them the entire 10T system would fall

apart.
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Key IoT Technologies
* Hardware
* Software & Algorithms
* Network

* Data processing

* Data storage

Now, moving on the key IoT technologies. So, hardware of course, is very important.
Software and algorithms you know how important they are. Network as we said is the
backbone of the entire 10T system. Data processing and data storage. So, all of these 5,

are the 5 key technologies or enablers enabling technologies of an 10T system. Now, let
us discuss these in detail.
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Hardware (Things)

Before 2010 2010-2020 Beyond 2020

Smart sensors;

D e Sone More sensors & Nanotechnology

sensors &
actuators

actuators (tinier & new materials
& cheaper)

loT  >>>>> [oNT

Hardware or things, so hardware or things you know are very important because of you

know the name itself suggests internet of things. So, you cannot undermine the



importance of hardware or things. So, before 2010 this talks about the evolution of
hardware or things. So, before 2010 we had generally radio frequency identification tags

and some sensors and actuators.

But some of these sensors were very large were inefficient were not able to capture data
according to requirements. So, over a period of time there was an evolution 2010 to
2020, we saw more of smart sensors. And smart sensors we have discussed previously.
So, we saw more of smart sensors and we saw tinier and cheaper sensors and actuators
because as the gadgets you know earlier we had big computers super computers. Today

we have small laptops, so we have small tablets.

So, things are becoming smaller by the day right. So, that is why sensors should also
become tinier so, that they can fit into any small device. So, they are becoming tinier at
the same time they are also becoming cheaper. And beyond 2020 we know that it is the
world of nanotechnology. So, nanotechnology and new materials have come up. So,

gradually there is a shift from internet of things to internet of nano things.

So, things have become so small that is these you know sensors and actuators have
actually become so small that we can call them nano things. So, there is a shift from IoT

to IoNT in terms of hardware.
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Software & Algorithms

* Objects rely on software to communicate effectively with each other and to
deliver enhanced functionality and connectivity.

* The focus of software development is shifting to user-oriented, distributed
intelligence and machine-to-machine and machine-to-human collaboration. The
evolution of loT software is as follows:

* |oT oriented Relational DBMS (pre 2010)

* Sensor middleware (2010-2020)

* Goal & User-oriented, easy-to-deploy loT software (beyond 2020)



Now, moving on to software and algorithms. Objects rely on software to communicate
effectively with each other and to deliver enhanced functionality and connectivity which

you have seen when we have discussed the 10T architecture.

The focus of software development is shifting to user oriented distributed intelligence
and machine to machine and machine to human collaboration. So, that is the crux of loT.
There is machine to machine collaboration, there is machine to human collaboration and

that is being facilitated by user oriented and goal oriented software.

So, the evolution of IT’s as follows. Earlier pre 2010 we had IoT oriented relational
databases. So, we have spoken about databases, relational databases in the in module 2
when we had discussed about DBMS in organizations and how data is stored. So, 10T
oriented relational databases were there prior to 2010 and we had discussed that RDBMS
has a lot of limitations.

So, the other you know software and algorithms that came into picture since 2010 to
2020 were sensor middleware. Middleware again has a very important role to play
because they provide the connection between different objects. And finally, beyond 2020
there is a shift towards a goal oriented and user oriented easy to deploy loT software. So,

this is the evolution of software and algorithms in the 10T systems.
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Network Technologies

* Network is the backbone of the loT environment.

* Over the years network technology is moving to unobtrusive wire-free
communication that allows more flexible device-to-device application
deployment. The evolution is as follows:

* Sensor Network (pre 2010)

* Autonomous self- organizing & self-repairing network (2010 onward).



The third technology pertains to network technologies. So, we have been repeatedly
saying from the beginning of this session that network is the backbone of IoT because

everything the entire architecture relies on the network, communication network.

So, over the years, network technology is moving to unobtrusive wire free
communication that allows more flexible device to device application deployment. So, if
there is a lot of complexity and if there is a lot of rigidness with relation to you know
device to device application deployment, it becomes very difficult. Therefore, there is a
gradual shift towards more flexible and unobtrusive device to device application
deployment.

So, the evolution is as follows. Earlier it was sensor network prior to 2010, 2010
onwards you know these networks in order to become flexible there is a shift towards
autonomous, self-organizing and self-repairing networks, which means that if there is
you know the networks are kind of you know adhoc in nature and they can organize

themselves based on the requirement.

And at the same time, if there is if they detect that there is a problem in one of the nodes
of the network it the network can self-repair. It does not need too much of human
intervention. So, the networks that are being deployed from 2010 onwards are gradually
becoming autonomous and of course, they are becoming self-organizing and self-

repairing. So, this is the evolution in the network technologies.
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Data Processing

Before 2010 2010-2020 Beyond 2020

Aognitive

data
processing

Serial &
parallel
data
processing

processing

+ Context-aware data processing enables sensors and devices to deliver relevant
information to a user based on context-specific data such as users current location,
climate and physical conditions (eg: within a home, dept. store, park or museum).

* Cognitive data processing optimizes data processing by using Al & machine learning
to sense, predict, infer and learn tasks and environment based on user feedback.

¢ https://www.youtube.com/watch?v=LVIT4sX6uVs




Now, moving on to data processing. Data processing has undergone a massive shift from
2010 to 2020. Why? Because prior to 2010 generally you know we did not have too
much of data coming in. So, serial and parallel data processing was sufficient. A serial
data processing is where data processing happens one after the other, parallel is where

they can happen simultaneously, but that was not enough.

Because as you know more and more devices began being connected to the internet, so
there came there arose the problem of you know a huge amount of data that has to be
processed So, serial and parallel data processing were not able to cope up therefore,

between 2010 to 2020 there was a shift towards context aware data processing.

Context aware data processing does not process all the data that comes it processes only
selected data. So, it enables sensors and devices to deliver relevant information to a user
based on context specific data. So, all a lot of data that is coming and all lot of noise that

is coming through the sensors need not be processed that is redundant.

So, based on context specific data such as user location, climate, and physical conditions,
the sensors and you know context aware data processing used to deliver relevant
information based on users context. Such as, if the user the location of the user, you
would be taken into consideration to process the data not every data that is coming. Say
if the whether the customer the user is at home in a departmental store, park, or museum,

so the context or the background of the user would be taken into consideration.

So, there would be some sort of you know image processing technology which would
take into consideration the background of the user and that would be taken into
processing consideration into processing. And, but however, it was observed that was

also not enough.

So, beyond 2020, there is a huge shift towards cognitive data processing. Cognitive data
processing optimizes data processing by using artificial intelligence and machine
learning to sense, predict, and infer and learn tasks an environ base environment based

on user feedback.

So, artificial intelligence and machine learning were used to sense predict and infer tasks,
and based on user feedback again the data processing would be improved. So, cognitive

data processing has a very important role of artificial intelligence and machine learning



which would make the processing much more efficient. So, we see that there is a shift
from serial and parallel data processing to context aware data processing and eventually

to cognitive data processing.

So, here I will share would like to share another video which talks about the you know it
again talks about the role of 10T, in an in home automation, and how artificial
intelligence can be used to take into consideration the context that is the home in which

the user is.

And to be able to learn that is you know say the video shows if you carefully observe
that earlier a music was playing, but based on the users you know BP level, blood
pressure level, and other health parameters it was felt by you know the system the loT

system that the user requires a much more soothing music to relax him.

Because he is you know he is tensed. So, this is the system I0T system then switches to a
most soothing music. So, that is where cognitive data processing has a very important

role to play. So, please observe this video.
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What is The Internet of Things? 0

YOUR NEXT
REFRIGERATOR

Your next refrigerator may know more about
 diet than your doctor. §
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Than your doctor, your next refrigerator may know more about your diet than your
doctor.
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How many objects do you have that are connected
to the Internet? About a decade ago you probably
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would have said one or maybe two if you were
an early adopter of smartphone technology.

How many objects do you have that are connected to the internet? About a decade ago
you probably would have said one or maybe two if you were an early adopter of

smartphone technology.
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But today, oh, well I've got a work computer,
I've got a personal computer, |'ve got a tablet,
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I've got a smartphone, I've got a video game
console, I've got a media player, I've got

But today, | have got a well computer, | have got a personal computer, | have got a
tablet, | have got a smartphone, | have got a video game console, | have got a media

player, | have got a smart TV, | even have a smart refrigerator.
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a smart TV, | even have a smart refrigerator.
Now extend this trend outward and what do
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we get? Well it's estimated by 2020 there
will be 50 billion objects connected to the

Now, extend this trend outward and what do we get. Well, it is estimated by 2020 there

will be 50 billion objects connected to the internet.
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Internet. Now that's billion with a "B." It's
also estimated by the US Census Bureau that

Now, that is billion with a “B”.
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that time. So that means that for every person

It is also estimated by the US census bureau that there will be 7.6 billion people alive at
that time. So, that means, that for every person there will be 6.6 objects connected to the

internet.
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there will be 6.6 objects connected to the
Internet. We're talking about a world blanketed
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with billions of sensors. These sensors are
taking information from real physical objects
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Suggested: Is the Internet on the Verge of a Traffic Jam? @

that are in the world, and uploading it to
the Internet. It's a world where your environment

We are talking about a world blanketed with billions of sensors. These sensors are taking

information from real physical objects that are in the world and uploading it to the
internet.
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Suggested: Is the Internet on the Verge of a Traffc Jam? 9

transforms as you walk through it, because
technology that you may not even be aware

It is a world where your environment transforms as you walk through it because
technology that you may not even be aware of is monitoring your every move.
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of is monitoring your every move. It's a world
that's constantly changing all around us due

It is a world that is constantly changing all around us due to these sensors and the

internet and we call it the internet of things.
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to these sensors and the Internet and we call
it the Internet of Things.
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Now immediately this room identifies you and

Let us stroll into the living room of the future.
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Now, immediately this room identifies you and taps into a cloud based profile of

preferences like climate control, music, lighting and decor.
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| decor. Had a long day at work? The room knows
based on the calendar app on your phone and

Had a long day at work? The room knows based on the calendar app on your phone and

biosensors that detect the stress via blood pressure and heart rate.
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pressure and heart rate. So it tums off the
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So, it turns off the rockabilly surf guitar you usually listen to and switches to a more

soothing classical music.
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From environmental sensors outside and maybe
even worn within your clothing itself, it

From environmental sensors outside and maybe even worn within your clothing itself, it

knows it was snowing earlier.
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| knows it was snowing earlier, so the climate
control begins to crank up the heat in anticipation

So, the climate control begins to crank up the heat in anticipation as you walk through
the door.



(Refer Slide Time: 26:31)

as your walk through the door. Now on the
software side we're talking about algorithms

_
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that are so sophisticated, they may be able
to predict what you want before you know you

Now, on the software side we are talking about algorithms that are so sophisticated, they

may be able to predict what you want before you know you even wanted it.
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even wanted it. So when you walk to the refrigerator,
it tells you not only what's in there, it
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tells you what you can make with the stuff
you already have. And it's already telling

So, when you walk to the refrigerator it tells you not only what is in there, it tells you

what you can make with the stuff you already have.
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you what's inside and what's the perfect meal
based upon your mood, your activity level,

And it is already telling you what is inside and what is the perfect meal based upon your

mood, your activity level, and maybe even well your weight loss plan for some of us.
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and maybe even, well, your weight loss plan
for some of us. As for how many objects could

As for how many objects could be connected to the internet? Well consider this.
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be connected to the Internet? Well, consider
this. The latest version of Internet protocol,
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IPV6, creates more potential address than
there are atoms on the surface of the Earth.

The latest version of internet protocol, IPV6, creates more potential addresses than there

are atoms on the surface of the earth.
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So, we are going to live in a world completely filled with sensors, with data reacting to
us, changing every moment dependent upon our needs. | am no longer going to be asking
you; hey, what is your favorite color? What is your favorite music? | am going to ask

you, what is your reality like?
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your reality like?" 1 know what mine is when
| walk into my house, how the world reacts
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to me. But how does it react to you? This
is more than philosophy. It's more than technology.

I know what mine is when | walk into my house how the world reacts to me, but how
does it react to you this is more than philosophy, it is more than technology, it is altering

reality as we know it. And it is all regulated by the internet of things.
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It's altering reality as we know it. And it's
all regulated by the Internet of Things.

So, coming back. You observed that you know by this year that is 2020 and beyond, so
on an average every individual will be connected to 6 point will have 6.6 objects that are

connected to the internet. So, that was predicted earlier.



Now, so if so many devices are connected to the internet there that there are a lot of
advantages, at the same time there could be a lot of issues related to data privacy, data
collection, data storage and data processing and that is why we saw this shift from in data
processing towards cognitive data processing.
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Global Internet of Things (IoT) Market (USS Bn), 2018 and 2026

CAGR of 24.7% in the forecast period

So, moving on you know these we have discussed about the technologies. Now, coming
to loT markets, you would observe that the global internet of this particular graph shows
that the global internet of things market between two; so, 2018 it was 190 US billion
dollars whereas, in 2026 it is predicted to go up to 1102.6 US billion dollars.

So, CAGR of 24.7 percent in the forecast period. You observe here a CAGR of 24.7
which is huge. So, there is a huge potential for 10T in the global markets in the upcoming

years.
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Benefits

* Enhances data collection

* Real-time monitoring and decision-making

* A CMO could view a dashboard that shows real-time traffic flow patterns within a
retail outlet, and have control of in-store elements, such as display monitors,
audio, lighting, and shelf stocking.

* Smart Cities
* Greater access and control of Internet-connected devices

* Increasing efficiency and productivity

* RFID tags on a variety of manufacturing materials to provide real-time information
to assembly workers, supervisors, and managers.Connecting technologies

* Connected technologies

+ Homeowners could have a system where a variety of property-related elemen
such as lighting, locks, televisions, and kitchen appliances—could be tied toge;
into a ‘connected’ home.

So, 10T has a lot of benefits. | think, you know, we have discussed a lot of applications
today; we have discussed the technologies today. The benefits and the challenges of 10T
we will take up in the next session on loT, where we will focus entirely on the benefits of
challenges of this particular new evolution or this new technology.
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Now, | would want to highlight that this in this particular lecture, | have referred to two

very important papers or journal articles, journal papers. One is ‘The Internet of Things:



Applications, investments, and challenges’ that you see here for enterprises which was

published in Business Horizons journal in 2015.

And the other is ‘Internet of Things: Convenience vs. privacy and secrecy’, which was
also published in the same journal in 2015, in the same year. So, these two articles are
very insightful. Please if possible, download them and go through them in detail to

understand about internet of things better.

With that | would like to end this session. Thank you! And see you in the next session,
where we will discuss about the benefits and the challenges related to internet of things!

Thank you once again!



