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Lecture — 43
Human Error Identification

Hello everybody. Welcome to today’s lecture. Today we will discuss Human Error

Identification.
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We will start with what is human error identification? And, then we will give you the
steps first one you require to do task analysis, then there are several ways to identify
human errors. One of the methods is action error mode analysis, then we will discuss
Human HAZOP. Then systematic human error reduction and prediction approach and

one case study will be showing you what we have developed.

And, then I will show you some of the human errors, which were studied and developed

by Kirwan given in his book a practical guide to human reliability analysis in appendix

2.



(Refer Slide Time: 01:18)

Introduction

* Human eror (mode) identification (HEI) refers to identification, description, and analysis of possible
erroneous actions in performing a task.
= HE@s a part of human reliability analysis (HRA).
= There have been many techniques developed for HRA.
= HSE (2009) reviewed 72 potential HRA tools. They made a list of 17 tools for potential use to major
hazards
+ Asystematic procedure is used for HEI

= Task analysis
= Human error analysis
= Human error quantification b

= Human error reduction
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So, if you recall my last class, where we have defined human error. And, we have given
classification of human errors and also we have identified the causes and brain
bottlenecks. So, we discussed about human error in terms of slips, laps, mistakes, in
terms of knowledge base, rule base, and skill based, work and human error. And, a today
we will see more of practical issues means, when you are working in a plant and or even
as an engineer you want to charge the or you want to identify the human errors. So, those

kind of discussions should be made today.

So, human error each well discussed topic. Actually, it is a part of human reliability
analysis. So, you will find out that there are many techniques developed in the area of
human reliability and impaired HSE in 2009 they delivered 72 potential human
reliability analysis tools. And, then finally, they made a list of 17 tools which are
applicable to major hazard condition. In fact, they have given a good review of it the
procedure the tool the advantage, disadvantage and the situation under which it will be

used.

So, now when you talk about human error identification, it is definitely a systematic
procedure and you know the human error is a difficult thing to understand and identify it.
So, systematic procedure is require; the procedure comprises primarily these things more

or less and you will find out some additional steps it all are the varieties only, but



otherwise you must do task analysis, then human error analysis, then human error

quantification and then human error reduction.

(Refer Slide Time: 03:58)
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Let us see so, first we will discuss task analysis. This discussion is made or this PPT is
made based on the book a practical guide to human reliability analysis written by
Kirwan, and this example also taken from his book. And, let us see what is task analysis,
its task analysis means you in order to when you are doing work any either it is a
physical work, cognitive work, whatever may be the type of work or a mixture of
physical and cognitive work. So, ultimately you have certain objectives or goal in mind.
And, you do that work to achieve that objectives and goal. And, in order to achieve the

objectives or goal the work is done in several sequential and or parallel steps.

So, task analysis basically it is basically a systematic method what happened it basically
described how work is organized in order to meet the goal of the specified task. So, what
it does basically it describe task from its top level goals down to various sub tasks, sub-
subtasks, to individual operations. So, for example, you just think of that feel tanker with
CL 2 chlorine that is basically the work or the task that has to be done. Then task analysis
what it will do, it will this is my goal that we want to fill the tanker with CL 2. So, in
order to achieve this, what are the things to be done? And, that mean you do first plan

what is to be done and then the sequence also of execution also you have to identify and



action to be taken or do the task so, that is what is task analysis. So, fill tanker with CL 2.
Now, in order to fill tanker with CL 2 what are the things you have to do?

So, first you are planning, that do in order. In order you have to do first park tanker and
check documents. Then, prepare tanker for filling, then connect CL 2 line and fill up,
then uncoupled tanker, document and depart this is in order you have to do. So, there
mean in order to fill tanker with CL 2 these are the this is the goal these are the task you
have to do. Now, then when you just see that read the second one prepare tanker for

filling, then again you plan that how do you do it.

So, here 2.1 2.2 2.3 2.4 2.5 it is clearly given check test valve for CL 2 to check WT for
tanker, set fill alarm, prepare fill line, connect min CL 2 lines. What is the plan, that 2.1
or 2.2 in either order or 2.3 to 2.5 in order. Means these followed by these or these
followed by these that you can do, but these 3 in order you have to do. So, in the again if
you see that how this can be done, then again there are sub-subtasks. So, in this manner
you will basically decompose or describe re describe the task to sub-task, sub-task, sub-

task for to the operation level and exit operation level.

So, if you see this you are finding out many things. So, one is a plan and then these are
the actions, and then again some plan actions, some plan actions, like this, but ultimately
when you are basically coming down to that level when there is no further
decomposition is required. So, this one if you clearly observe that 3 important aspects.
First one is that goal to the individual operation level, 3 other important aspects is one is

plan, define the ways subordinate tasks are carried out.

So, if I say a fuel tanker with CL 2 is the primary main task, then plan that how the sub
tasks will be subordinate tasks will be carried out to do this main task. Then there is
stopping rule stop re describing when it add no further useful information. So, you
should not like park, tanker and check documents is it required further decomposition it

does not require.

So, you do not do this. Where you find that yes it is really require further and re
describing because it adds value in the operation then you go on doing it and third one is
numbering. So, then what is task analysis? This is our hierarchical task analysis, because
we started with the ultimate goal and then finally, we break down to the individual

operation level.



And, in between what happen when you are interested to do this, whenever when you are
starting with this overall goal, then you are planning that how that overall task will be
completed. And, then again the sub task if it requires to further re describing, then you
have done this in this manner you are you are coming to the bottom level, when no

further description is needed because you are at actual execution and operation level.

So, an HTA usually descends to 4 to 5 levels, when we are in 4 5 levels it will be
covered. This is hierarchical task analysis; there are other task analysis also like tabular
task analysis. So, usually we use hierarchical task analysis and this is what is approach, it
ultimately gives you all the elemental tasks to be completed for the overall goal to
achieve. And, then or at each of the elemental level you will you try to find out what are

the error that can happen ok. So, that is why this task analysis is important.

(Refer Slide Time: 11:21)
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Now, now let us see some of the techniques. So, you have seen earlier failure mode and
effect analysis. The equivalence of failure mode and effect analysis in tasks in human
error analysis is action error mode analysis. So, what happened, then analyse start with

listing of individual actions.

So, he have already seen, when you have done the task analysis. So, task analysis gives
you the bottom level actions. And, then what happened, you just do those things that

identify how each action can conceivably fail; means what way when you are doing that



action. Suppose you are basically parking of looking at the documents preparing the

document. So, what are the errors that you can make.

So, then deter if you make error there what are the causes that lead that led to that error.
Then identify the effect, then describe how the human error modes can be detected, and
then determine how critical this mode, then identify risk reducing actions or features. In
FMEA what you have done you find out the failure modes, find out the effects find out
the detectability, then also the causes of that error failures and consequence of this failure
and, how to reduce the risk of that failure modes. Exactly in the same manner what

happened.

So, action description close manual valve suppose PV 1 you do close action error mode
close wrong valve, then action and error cause maybe procedure error, or maybe
communication error, or maybe valve marking inadequate, maybe laps. And, then action
and error consequences may be lead to explosion risk is very high, then there will be

some risk reduction measure and some comments will be given.

So, that mean dissimilate to failure (Refer Time: 13:43), but please keep in mind that task
analysis is the starting point here. Once, you have broken the overall task to the
elemental actions, then against each actions at the operational level, actual execution
level. So, there can be different kinds of errors. So, what way we are identifying error
here? What way the human can fail to do this elemental task. Ok. And, then rest is like
failure mode and effect analysis. And, also you can add the criticality analysis, now

Human HAZOP.
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You know what is HAZOP? Hazard and operatively studies, what we have seen in
HAZOP, we have we have identified the process parameters, then for every process
parameters, we have chosen effective guide words. And, then using the guide wall to
process parameter you found out the deviations. And, then those deviations are the

important thing, because they talks about the deviation the normal operating conditions.

And, then you want to find out the causes of the deviation and consequences of that
deviation and finally, your this one recommendation for improvement. Now, in Human
HAZQOP the same way you have to you know the elemental task or the elemental task by

means the task which is not required to further re describe.

So, at the bottom level task and then at every bottom level task, you find out that what
way what are the guide words that is applicable for that task. And, then find out the
deviation that can take place. And, find out the causes of those deviation, consequences
of those deviation, and how the deviations can be removed. So, this is what is the work

sheet.
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This is what is the work sheet given here, that action description, guide word, action and
then action what kind of error, and then what are the causes and consequences like this.
In FMEA what you have done there you found out what we what moods and here you are
finding you to the deviation and more or less they are similar, but it d here we are

basically using guide word. So, maybe more scientific way you can develop this ok.

So, I do not want to discuss the objectives and steps further, because these are similar to
HAZOP study what you have done earlier. Now, I will show you some of the guide
words for human nature, because the guide will be different than the process HAZOP.
You see that guide words here. Process HAZOP words when you have discussed we have
more or less discussed these are the things. Now, human HAZOP guide words no means
not done, when a similar analogy less less than, more more than, as well as well as, other
than other than, repeated, sooner than, something like this, reverse later than, misorders

part of as it is part of ok.

So, because it is the human work so, your guide words should match with the human
work the task human is performing elemental task. So, that particular task on close the
valve it is not done ok. So, in case of HAZOP basically when you are talking about valve
who there we go got the process parameters may be that flow so, no flow so, here it is

not done.



So, then these are the basic guide words some more basic guide words given here no
action, more action, less action, wrong action, part of action, extra action other action
more time, less time. So, different guide words are given. So, my request to all of you,
just do one human HAZOP test study, using this guide line, what you have to do, you do
the HTA task analysis, find out the elemental tasks; at every elemental task you see that
what are the guide words applicable, find out the deviations and then follow the normal

HAZOP table.

Now, we will discuss something which is little higher than or more popular in human
reliability analysis, the systematic human error reduction and prediction approach, that is
known as SHERPA. This was developed by Embrey in 1986, Embrey 1986. So, we will
see one case study using this also. So, we will spend some time here. What are the
objectives? Objective: identify all human errors action errors related to the study object,

their causes and consequences.

So; that means, we will. So, SHERPA has given in SHERPA we see that some of the
error types. Actually, what happened during execution of the task? As is the probability
and severity of the error identify possible recovery actions, that may present that may
prevent the error from leading to significant consequences, decide whether actions are
required to control the hazards, and if so, to identify ways in which the problem can be

solved. Make operators ever of the hazard related to various actions.

So, these are the objectives. Now, you will find out the what are the typical walks it will
be like this. First is action description, then what is the error, then what are the causes,
and what are the consequences, whether recovery is possible or not, probability, severity,
actions and then comments. So, we let us see that what are the different arrow types used
in SHERPA and we will we will also show you one case study that we have done using
SHERPA technique, but we will not describe the everything about the case. Whatever

needed to for today’s topic human error identification that part we described now.
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SHERPA taxonomy, error taxonomy has action error, checking error, information
retrieval error, communication error, selection error. So, 5 types, again under action
errors so, this many 10 different errors are given, under checking error 6, under retrieval
error 3, communication error 3, and selection error 2. So, it is more or less sufficient. So,
when you see any tasks people are doing elemental tasks you will find out that the error

will fit to either one or more of the different types.

So, under action error operation too long too short, operation mistimed, operation in
wrong direction, operation too little much too much, misalignment error, right operation
in wrong objects, wrong operation on right object, operation omitted, operation
incomplete, wrong operation on wrong object. Checking error check omitted, check
incomplete, right check on wrong object, wrong check on the right object, check

mistimed, wrong check on wrong object.

Information retrieval information not obtained, wrong information obtained, information
retrieval incomplete. Information not communicated, wrong information communicated,
information communication incomplete these are the communication error; selection
error selection is not done or wrong selection done. So, that is selection omitted and
wrong selection omitted. So, there in 10 plus 6 26 plus 3 29 32 34, 34 different error

modes ok.



So, if you try to do human error analysis for your workplace people who are for the job,
then I think this 34 error modes that really helps you and now we will show you how this

can be used in a real case.
(Refer Slide Time: 23:27)

A case study

Overhead and g.'mlrg cranes are machineries used worldwide for lifting and transfer of heavy loads in industries
and on ports. For the study, operations of two gantry eranes and two EOT eranes are considered. The overall
process of the crane operations can be summarized in three steps namely, pre start-up inspeetion and loading,
movement of load, and unloading of load. Pre start-up inspection consists of checking of the complete crane and
its basic accessonies for finding faulis. Loading mcludes tding of load to a beam through a bell arrangement and
then beam is attached to lifting hook of the crane. Movement of load includes the required vertical and/or
horizontal movement of the load by crane operator. Unloading ineludes proper placing of load at the desired place.
Material lifted and transferred by these cranes is of highly flammable in nature, which nereases the severity of
consequences of some unwanted human errors like unchecked but damaged lifting rope, load exceeding the
strength limit of sling and aceessories which may lead to breaking of lifting rope or failure of sling and accessories
Mandal etal,, 2015
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So, we have done a operation study on overhead and gantry cranes. So, let me read a
read out this overhead and gantry cranes are machineries used worldwide for lifting and
transfer of heavy loads in industries and ports. So, for this study operation of 2 gantry
cranes and EOT cranes are considered and the overall process, how the crane operates
what of the different stages of operation, and what are the ultimate elemental task. We

will discuss in the next slide.

But, you all know that crane basically take the load transfer load from one place to
another and an unloading in some other place are downloading point. And again during
loading there will be lot of cell elemental tasks, transfer time elemental tasks and also
when the unloading time minimal the task will be there. And, these are basically done by
that operator will be there and helper will be idea. And, the facility under which the crane
is operated that is also important, because it is facility design will may lead to safety and
related problems. And, as well as because of this there can be human error or other way

human error also can lead to safety problem.
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So, here load transfer using overridden gantry game, that is what we are showing here
ok. So, first is pre start up inspection, start the crane, load hardware, move on the
hardware to desired position unload hardware. So; that means, what is the overall goal
overall good unload will be transferred from one place to another. So, then immediately

what you are doing you are basically planning.

So, plan then what do you do first is inspection start then load the hardware move
hardware from one place to the desired place and then unload hardware. So, in sequence
you have to do. So, do in order. Then 1 2 3 4 5, now again what are the pre start-up of
inspection by saying system is it clear is not clear, because you have to what to each to
be inspected that is important. Then it is further broken down, inspect lower part, inspect
top part, inspect lifting accessories and load capacity. Now, if you say no inspector lower

part there are many parts.

So, then you have to further bro break into 1.1.1 1.1. 2 like this. So; that means,
ultimately decomposing the overall the task to sub task sub task to elemental task ok. So,
we have done this so; that means, here 1 2 3 here then here 345678910 11 12 13 14.

So, like this putting a elemental task prepare.
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Now, again as I told you that that inspect the let me go back inspect the lower part. This
one further broken down you see how many 12 3 4 5 6. So, if [ if I say this is the main
task, overall task, these are the sub tasks, this is sub task, then this is elemental task. If
we do not further breakdown this to lower level so, the lower level I am telling the
elemental task. So, in this manner what happened, the entire elemental task total

elemental task we are computed.

(Refer Slide Time: 27:49)

Errors obtained from HTA using SHERPA
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So, error number then task type error mode. Now, then what we have done basically. For
every elemental task like 1.1.1, 1.1.1 check tracts for obstacle and or damage. Then
check tracks for obstacle and damage omitted incomplete, this check is omitted or check

is incomplete. So, it is basically checking error either omitted or incomplete.

So, from the SHERPA that taxonomy you know the task sorry you know the error mode
from the SHERPA taxonomy, and from task analysis you know the task you compare the
2. How many that error modes out of the 34 error modes, how many are applicable for
this particular elemental task and then accordingly you write? So, either it will be
checking error, or it will be retrieval error, or it will be inspection error, or it will be

action error or attribute selection arrow.

Then error consequence recovery, whether no recovery possible or not possible we have
written no recovery so, that is what we have understood and then we asked the people,
who were working there and supervisors engineers, and based on group discussions we
have identified all those consequences. First we have done the task analysis and with the
help of them we verified that, then we also shown them train them with the error modes,
SHERPA modes then group meeting and finally, things were developed. So, it is required

for human error identification.

(Refer Slide Time: 29:54)

Errors obtained from HTA using SHERPA

Error Task Eror

mw siep mode Error Consequences Recovery  Error reduction
- a Mayhe
Entanglement of loose objects pminl Seheduled
6 1210 Loose objects are nol inspeeted with load or other crane = DA
during inspection
companents
operalion
7123 e Checking of rails and wheels of trolley and bridge for Failure during operation No recovery Scheduled
wear and cracks is omitted/incomplete checkup
§ 124 L2 Checking of hoisi machinery and rope for damage or e R e TR Scheduled
2t " other fault is omitted incomplete S SERY RO checkup
- L : Schedule
§ L5 d Checking of bridge is omitted Failure during operation No recovery Lhel
checkup
oy Ehecking of sling and all other lifting accessones for i 4 Regular check-
LIRS OS2 damage 1s omitted incomplete R e AR up

Checking of sling and all other lifting accessories for Scheduled

load limit is omitted/incomplete

I 132 aie2 Failure during operation

12 1330 Checking of load limit of hoist rope is not done Failure during operation

NPTEL ONLINE

1T KHARAGPUR CERTIFICATION COURSES

You see that all those errors are it is basically we have given 1.3.3. So, just a minute so,

1.3, the pre start-up of inspection, this one we have shown, but if you see that ultimately



the there are 1 2 3 4 5 sub tasks. So, under lagain 1.1 inspected power 1.2 inspect top
part in, then 1.3 in spirit lifting accessories. This we have that 1.1 1.2 1.3 this we have
further re described and finally, gone to elemental task to represent in this lecture or to
present in this lecture. And, other things also we have done and it is available in this
literature Mandal et al. The detailed analysis up to quantification it is available in this

literature.
(Refer Slide Time: 31:20)

Some Generic Errors (Kirwan, Appendix I1.1)

SL. No. Error description 5L No. Error description
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3 Supervisor docs not recognise the operator's emror | 12 procedure - |
Non-routin operation, with other duties at the same | 13 General error rate for an act performed incorrectly
4 ftime 14 Error in simple routine operalion
Operator fails to act correctly in the first 30 minutes | 15 Selection of the wrong switch (dissimilar in shape)
5 olastressful emergency situation | Selection of a key-operated switch rather than a
[3 Errors in simple arithmetic with self-checking 16 non-key-operated switch (EOC)
7 General error rate for oral communication |17 Human-performance limit: single operator
Failure to return the manually operated test valve to Human-performance limit: team of operators
8 the comrect configuration afier maintenance performing a well-designed task, very good PSFs,
Operator fails 1o act correctly after the first few I8 ete.
9 hours in a high-stress scenario

Kirwan (1994
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Now, I will show you that you can go through this book Kirwan a practical guide to
human error analysis in appendix II, they have given different errors. In appendix II to 1,
they have given the generic error some generic errors like; general rate for errors
involving very high stress level, like your error in simple routine operation. And, their

probability level also they have given.

So, they have not only described the errors they have given what is the probability of
obtaining having that errors. So, you please you may go through; I am not reading out
these things, but I have listed here just to tell you that that there are resources available.

It is a fantastic book a wonderful book for human reliability analysis.
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Some Operational Errors in Plants (Kirwan, Appendix I1.2)

51 No. Error description
1 [invalid address keved into process-contral compute

2 [Invalid-daia eror in proscess-conirol task
i “ontral efmor in process-control task

4 |Precsion ermor: incomect setting of chemical interface pressure
5 [Nuchewr-fuel containers siacked above their limit

6 Welders worked on the wrong line
7 |Alarms disabled on large incoming equipment

8 |Emoneous discharge of contaminants mo the sea
9 [Puel-handling machine moved whilst still attached 1o a static fiiel flask
10 (Critical safety system not properly restored following

11 [Wrong accumulator drained ina US PWR task
12 [Emergency-core-cooling-system valve misaligned

13 [Valves mis-sel dunng calibration task

14 |Operator works on wrong pump
15 [Wrong fuel container moved
16 [Failure manually 1o close a valve at the end of a task

NPTEL ONLINE
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Then, they have given some operational error in plant in appendix II, like your control
error, or like your precision error, like that welder walked in on the wrong line. So, the

several 16 different errors are giving.

(Refer Slide Time: 32:42)

Some errors from ergonomics experiments(Kirwan, Appendix 11.3)

| S1. No. | - Error description
1 Human-recall performance with digital displays
IIn.'spcctmrs' level of accuracy in spotting soldering defects ina
lcomplex system
Typing performance

Keyphone error
:Nclwork problem-solving: a premature diagnosis =
6 Novel fault diagnosis in simulated process-control task

wn | s (b

7 [Fault diagnosis using rules
8  Failure to carry out a 1-step calculation correctly
9 [Failure to carry out a 7-13-step calculation correctly

NPTEL ONLINE
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So, then some ergonomic experiments was were conducted by them and then also there
also they put some of the errors from ergonomic experiments, typing performance,

human-recall performance something like this.
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Errors obtained from simulator (Kirwan, Appendix 11.4)

| SI. No. | Error description

[Emergeney manual trip in a nuclear control reom

Omission of a procedural step i a nuclear control room
\Sulucl'lun of wrong control [_:l'lwﬁlll'ula[iutl by label only)
Selection of wrong control {functionally grouped)

Incorrect setling

6 Equipment tumed in wrong direction |
7 Diagnostic response rates for various scenarios and times %

| —

[ Ny ()

. ! NPTEL ONLINE
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And, then they have also developed some simulator and from there also for a particular
therefore, nuclear control room operations point of view, they identified simulation, they
develop simulator and from there they have identified different kinds of errors. So, 7
different types of errors are given. In fact, in this book I have just the appendix II, I have
shown here not the full appendix II, and just a that only the error types or error modes in
fact error modes not error types error modes. And, he has Kirwan has given example
against each of their own modes there in the appendix II and the probability of happening

such errors also given.

So, it is a much more and the entire book is very lucidly explained. And, you all who are
interested in human reliability analysis may go through this book that will help you. So,

finally, I will show you the references what we have basically gone through.
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In my last 2 lecture I told you that this Reason Human error was main book and today I
think therefore, SHERPA this Embrey this is a very good material, then Kirwan 1994 it is
for overall human reliability analysis and understanding many of the techniques it is very

good book.

Kumamoto and Henley also given one good chapter on human reliability analysis, and
the case study I have shown a part of the this paper, part of this paper this is basically our
paper. So, I hope that you got some information today, which will help you in practically
doing human error analysis particularly in identifying the human errors. So, the analysis
part will come soon and we will show you some of the more techniques and then

quantification of human error.

Thank you very much.



