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Lecture 38 Automatic Data Capture using RFID

Today we are going to start a new topic which is about integration. But it is not about
resolving the information system integration issues or about having a model where you can

use a shared pool of resource. It is about automatic data capture.
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Week 8: Lecturel

AUTOMATIC DATA CAPTURE USING RFID
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So today we are going to cover automatic data capture using RFID.
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We are going to learn

* Need for automatic data capture

* Comparaison of Bar code and RFID solution
* RFID Technology overview

* RFID in supply chain

* Concerns in adopting RFID technology
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So in this lecture we are going to learn what is the need for RFID based data capture? What is
need for automatic data capture? There are basically Technologies one is barcode, another is
RFID. We are going to see a comparison between them then we are going to see RFID
Technology overview. How RFID has become possible in supply chain? What are the

concerns in in adopting RFID Technology?
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Need for automatic data capture

* Collection and dissemination of real-time inventory data
requires integration of automatic data capture and transfer
technologies.

¢ Automated ldentification and Data Capture (AIDC) includes
technology to identify objects, and automatically collect data
about them and update the data into software systems
without human intervention.

* Some examples of AIDC technologies include bar codes, RFID,
smart cards, voice and facial recognition, and so forth.

* RFID: Radio Frequency IDentification
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Now what let us try to understand what is the need for automatic data capture and why and
under what conditions it is only possible? We discussed about transaction systems and we
know that in transaction systems whenever any transactions happen that data need to be
entered. Entered by whom? Entered by some somebody for example in a retail store the sale

is happening.

Now the everywhere at least there is a barcode reader. You go there the operator no more
need to manually enter the data. What here she will be doing? She will simply scan the
barcode pasted on the object that you are purchasing and the data gets entered. So the time
which would have otherwise used in data capture as well as the human beings can mistake

make mistakes?

The mistakes which the store keeper would have done that the person at the counter would
have done is know about it. Now we even we can have some other Technology where this
scanning of barcode that that happens in which requires a person to actually show that reader
taking it close enough to the sticker where the barcode is there. Instead of that is it possible to

have a technology which does not even required this much.



Once the object is is at the counter we are discussing with retailer was the objective is at the
counter counter it is automatically read. So the technology of these types is called RFID
Technology radio frequency identification technology. Okay? So what is this automatic data
capture and why it is done? Now understood so collection and dissemination of real-time

inventory data requires integration of automatic data capture.

And transfer technologies with that of your traditional ERP system. So this auto identification
and data capture Technologies include include the technologies to identify the objects
automatically collect data about them and update the data into a software system without
human intervention. What is important what is the catch here is? The human inter without

human intervention.

Now some example of such technologies includes barcode, RFID, voice and facial
recognition and so on. So today we are going to talk about this radio frequency identification.

It is because it is increasingly used in the supply chain.
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Bar code vis-a-vis RFID solution for automated data capture

Bar Code Deficiency RFID improved solution
Line of Sight Technology Able to scan and read from different

angles and through certain materials
Unable to withstand harsh|Able to function in much harsher
conditions (dust. corrosive). [ condition

must be clean and not deformed

No potential for  further | Technology advancement is possible
technology advancement due to new chip and packaging
technique
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Let us have a comparison between barcode and RFID. Barcode is a line of sight technology
which means you have to physically bring your reader to the to the to the barcode sticker
where the code is written, code is printed. However in case of RFID you are able to scan and

read from a distance and from a different angle and even through certain material.

So even if it is a package good and within that it's a barcode tag item is there it can be

scanned from outside the cartoon. Now this barcode technology cannot with stand harsh



conditions and you must have seen in stores sometimes they will not be able to read it using
the reading device and they have to manually enter the data. Now this RFID can function in a

much harsher condition.

In case of a barcode the technology is not advancing further but here RFID technology is
advancing day by day and the technological problems which whatever is is there currently are

slowly getting elevated.
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Bar code vis-a-vis RFID solution for automated data capture

Bar Code Deficiency RFID improved solution

Can only identify the items|EPC code will enable to identify up to
generally and not as unique | 2% items uniquely

objects
Poor tracking Technology. labor | Potential to track the items in real time
intensive and slow as they move through the supply
chain.
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Now barcode can only identify the items generally and not as unique objects which means if
you are buying if you are buying some item let's say let's say you are buying some television
television will not be a good example here if you are let see if you are buying some kind of
grocery items let's your buying a toothpaste toothpaste then all the toothpaste that has come
in one lot possibly or all the toothpaste of a particular brand available in the store will have

the same barcode.

Because of its capability to handle large number of bits which represent this information.
Whereas EPC code enables to identify up to 2 to the power 96 items uniquely over the world
it is a huge number. Now poor tracking Technology and labour intensiveness is two more

reasons for barcodes deficiency.

Whereas in case of RFID it the item can be potentially CR draught through the supply chain

auto better manner has the potential to track through the supply chain in a automated manner.



It has the potential to track. Whereas in case of barcode every time it goes from 1 supply

chain member to the other it has to be 1 second scan and stored.

(Refer Slide Time: 8:45)

Uses of RFID
* Smart keys * Maintenance
— Access to a facility — Aircraft-Intelligence Tollbox
. Agricu|ture — Equipment-Record
— Livestock Tracking * Supplychain
* Toll roads — Inventory and logistics

— Tracking and charging
* Asset management
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This RFID is used in many ways in many places. In fact RFID Technology if you say this
technology has been in use since World War 2. It is not a new technology at all but what is
new about it is its use in the supply chain. Even in Warehouse management also it is pretty
old but it is comparatively newer in case of supply chain management. What are other uses of

RFID?

Use of Smart keys to access certain facility, agriculture for tracking live stocks, then at toll
gates, even our government has already implemented is started implementing it for tracking
and charging the vehicles, for Asset Management for tracking important assets within the
organisation and maintenance of of costly equipments and all then supply chain for in the

supply chain which is our focus now for inventory and Logistics.
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RFID technology in the supply chain

+ Advanced Shipping Notices (ASN)

* Shrinkage

* Returned Goods

* Anti —counterfeit

* Product traceability in the supply chain
* Improved stock management

* Reduction in labor costs
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Now RFID technology can help the supply chain in many ways. First by sending by helping
to send advanced shipping notices very easily. How? When lets say you have loaded your
truck with the items to go to certain place. Once the truck the with the entire item moves
through a gate enabled with RFID reader all the items in the truck at a time will be read and

the and no human without any human involvement.

So therefore quickly the advanced shipping notices can be made and sent. Shrinkages within
the store even if the items can shrink in many ways first there can be shoplifting and items are
stolen all their misplaced so therefore even if they show up in your inventory record they
cannot be tracked within your they cannot be tracked even if they can sometimes they cannot

be tracked if they are misplaced even if there available within the store.

Then if the items returned in case of Return Goods it is very easy to identify whether you are
returning the right item or not. Then it prevents counterfeiting. Then it helps product visibility

in the supply chain. It improves stock management and it reduces labour cost.
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RFID — Basic Idea

*| code (unique identifier)is stored in a RFID Tag
Tag is attached to a product
Product becomes now uniquely identifiable

Labeling

.

Product transmits code from the embedded tag (active tag)
Reader gets the message (code)

code needs to be processed

— corresponding action(s) to be taken here
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While using RFID the RFID tag Stores the information about the product and this tag is
attached to a product so therefore product now become uniquely identifiable. At the time of
tracking or moving the product the product once it comes in the within the field of the
antenna it transmits a code from the embedded tag. Then reader gets the message then this

code is processed and a corresponding action is to be taken.
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RFID tag

Typlcal E\lu ID reader RFID middleware e
RFID 3 .
\‘ ’ J i @
Setup -~ A—— )
B MM' _

RFID tag (inlay): contains data that uniquely identifies an object;

o

© RFID reader:, when requested, can read this unique identifier

© RFID middleware, which processes the data acquired from the
reader and then updates it to the backend database or ERP
systems.

Three main elements
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This is a typical RFID set up where the tags will be read by a reader reader intern reader
occurs in the diagram we have not shown but reader intern can be connected to many

antennas who in turn read the RFID tag. Then reader will be connected to a middleware



which does some kind of filtering of the data and then the data entered into the backend

database.
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Tags come in different forms. Here itself look even a hand for possible for access getting the
access to certain area the tags are inserted into the finger of somebody. Tags can be behind

your barcode above it the barcode will be there and behind and the tags will be there.
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So tags come in different forms.
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RFID frequencies bands
* Low Frequency (125/134KHz)

* High -Frequency (13.56 MHz)

* Ultra High-Frequency (850 MHzto 950 MHz)
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They can operate in different frequency ranges depending on their ability to store and renew
the data that is stored they can be either active and then there and that and it is also how they
will be able to different with them be able to communicate they can be classified into three

categories.
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Classification of RFID tags based on their ability to perform radio
communication

= Active Tags
— have a battery
— batteries need to be recharged or replaced once they are discharged
— Highestread range
— Most Expensive
* Semi-Active Tags
— also contain a battery but still relies on the reader’s magnetic field

— lar errange because all the energy supplied by the reader can be
reflected back to the reader,

— Medium read range

* Passive Tags
— completelyrely on the energy provided by the reader’s magnetic field
— does not have a battery
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Active tag, semi active tag and passive tag. The active tags first of all let me tell you
throughout the remaining discussion will be talking about the passive tag because passive

tense are the one which are used for supply chain operations. Active tags and semi active tags



first of all they are costly and there are mostly used for Asset tracking and other activities. We

are going to talk about Passive tags only.

But let us try to learn little bit about the active tag. These active tags are differentiated from
passive tags by having some kind of power source of their own which means they have a
battery whereas in passive tag they completely depend on the energy provided by The

Reader’s magnetic field.

Active tags are most expensive and passive tags are least expensive but there is another
category of semi active tags which also contain a battery but still relies on the reader’s
magnetic field. Larger Ranges if if the range is very large then the battery can be used. So
active tags are for higher read range, semi-active for medium read range and passive tags

have a very lower the lowest range.
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Classification of RFID tags based on their memory

* Read-only tags:
* Write-once read-many:
* Read-write tags:
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Now depending on their capability of how to write on them dependability on the memory
they can be either read only tag, right ones and read many times tag or read write tags. And as
the name indicates read only tag once they are printed it is printed forever. Then write once
read many times tags you get the blank tag and you have the corresponding equipment

available with you using which you can actually print.

In the third category is your read write tags in this read write tag you will be capable of
writing the information all the time anytime. For example most of the active tags are read

write only. Why? They are first of all costly. Just think of the situation you are tracking a



doctor in a hospital doctor if somebody who will not be available all the time in the hospital

during his duty hours only he will be coming but he is a very expensive asset of the hospital.

So when the doctor enters possibly this active tag in the form of (())(17:52) like a band or a
pen it can be attached to the doctor. So same tag can be re used and when that doctor is
relieved of his duty he can return the tag and name of the next doctor can be written on that
tag. So such read write tags are expensive and they are mostly used on there for active kind of
tags and they are used for asset tracking operation mostly. Then second entity after the tag

second entity in RFID system is the RFID reader.
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Classification of RFID Readers

* Fixed Readers vs. Handheld Readers

+ Single Frequency vs. Multi-Frequency
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These RFID readers can be either fixed readers or they can be handheld readers. They can
operate in a single frequency range or they can operate in multiple frequency ranges. Now
when we of course this we are not going to discuss further but placing this readers in right

places in your warehouse is extremely important. So that maximum of your tags gets covered.
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RFID Readers

HF Reader UHF EPC Reader
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These are some snapshots of readers and two are fixed kind of readers and the last one is your

handheld reader.
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IN SUpPply Chain

—EPC global Network

+ Based on 5 Main Pillars:

— Electronic Product Code (EPC)

— ID System

— EPC Middleware

— Discovery Services

— EPC Information Services (EPC IS)
* EPC:

— Unique “object” identifier (worldwide)

— 96-bit number

— Extension of the Universal Product Code (UPC)

l header | manufacturer | product

8 bits 28 bits 24 bits
> 268 Million > 16 Million

Now RFID as it is cannot really help in automating the supply chain. The automation of
supply chain through automatic data capture across the supply chain while a good travels
over the m over many over entire chain through many levels can be uniquely identified
because of certain infrastructure which is called EPC global network. There are five

important elements in this EPC global network.



First one is electronic product code which uniquely identifies one item. Second is there is one
ID system for this identifying this uniquely identify keeping the data about the system. Then
you have EPC middleware then you have Discovery services which will be relating the code
with the data then there is one EPC Information Service which this is the one which actually

enables everybody in the supply chain to connect to his data.

And get access to this data. So let us start with this EPC. So EPC which is your electronic
product code is an extension of your UPC which is universal product code. Now this this
EPC can uniquely identify every object worldwide. It is a 96 bit code where first 8 bit is used
for some administrative purpose. Second 28 bit can be used to identify a manufacturer

uniquely in the whole world.

So which means around 268 million manufacturers can participate in EPC Global network
that's a huge number and each manufacturer can use 24 bits for uniquely identifying a product
category which means he can have total 16 million different product category and again it is a

very very huge number.

Then again within each product let say that we were talking about the toothpaste. Toothpaste
will have a product code but each individual tube will have a serial number. So 36 bits are
used for this so total 68 billion toothpaste tubes can be now uniquely identified. So this is

quite a provision.
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EPC Origins

¢ October 1999 the Auto-ID MIT

* October 2003 Auto-ID Center was closed
— Last meeting held in Tokyo, Japan

* The Center completed its work and transferred its
technology to EPCglobal (www.epcglobalinc.org),

which administers and develops EPC standards
going forward.
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So this EPC this without the EPC the data can be collected tag can be made data can be
collected but data will be in your own server. How that data will be shared by everybody in
the store by your supply chain partner? To resolve this issue the auto ID centre at MIT they
work on this EPC standard and around 2003 this technology was transferred to EPC global.

Right now EPC global is taken over by GS1 and EPC global standard you can learn about
EPC global standard by going through this GS1 site.
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EPC global Network
ID System

— EPC Tags
— EPC Readers

L]

*+ EPC Middleware
* Discovery Services

— Object Naming Service (ONS)
* EPC Information Services
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Then you have the ID system. In the ID system you have actually the data capture hardware
you can say is here. You have the tag which contains the that 96 bit code and you have the
EPC reader to read that code. Then you have the EPC middleware which is also called (())
(24:51) as we are going to see. In this EPC global middleware is a kind of filter has many

filters in fact to read the data correctly, to identify the data correctly.

Why such a thing is required? Let us try to understand because when you read the tag after all
it is some electronic signal there it can be you know it can be lost, it can be distorted and so
on. So therefore so therefore you need some kind of mechanism in fact the readers will be

reading this tag continuously.

And every time they may not be reading correctly infact the data can also come from multiple
readers because readers will be installed in many places of your Store where the items are

there and as soon as the tag comes to the magnetic field of the antenna it receives the signal,



it receives the data show data. So data coming from multiple sources data becoming distorted

is a phenomenon which cannot be avoided.

So out of the data that is coming in huge frequency because it will keep reading the data the
antennas will keep reading data and it will enter the middleware they come in the huge
frequency. So its the work of the middleware to see that taking care of the distances, taking
care of the data coming from multiple readers it has to figure out what is the right data. Then

you have the discovery service.

Now let's try to understand what is the role of Discovery service so look when the data is
coming data after all is the tag the in that information content in that 96 bit it is a 96 bit
number some bits are for uniquely identifying manufacturer but what is the name of the

manufacturer? What is the name of the product?

So this tag data conversion or not conversion, connection id somebody some system has to
take the responsibility of that. So your Discovery services for that however if that it has two
passes through the supply chain everybody need to know what is the name of the
corresponding to a particular code what is the name and all those details everybody need to

know.

So that data has to be kept in some Central repository and some facility has to be provided,
service has to be provided to access the data this is the work of this information EPC

information service.
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The PML server holds the complete product o
information corresponding to each item/EPC, which
can be accessed by all the supply chain members —_
) ) once the EPC data is captured by the local reader
Using Electronic = =] ‘
Product Code Local ONS database maps EPC to a URL where the | J A }L 1
product information is stored using PML -y
(EPC) . s _
. - The middleware in a specific location manages . . .
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Send the data to a computer running the middleware e o =
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To understand it better this electronic let us try to have little bit more ideas about this
electronic EPC infrastructure. Let's say we have 3 entities in the supply chain manufacturer,
warehouse and the retailer. The item is generated at the manufacturers end. It is tagged and it
is sent to the warehouse. From warehouse it is going to the retailer and from Retailer possibly

somebody else will be some customer will be taking the item.

So when the product know in the supply chain along with the tag that the information which
is contained within the tag need to be uniquely identified by everybody. Therefore the
information within the tag is read by The Reader, it is filtered by your middleware, it is stored
in a object named server with maps this code to some to the details of the product associated

with the code and this details are stored Somewhere in the Internet.

So this URL which contains the details of the product that mapping that URL with the
product ID is done by this server and once that mapping of ID to detail is made and kept in
the server the ones item put is coming here its tag is red then from that tag which acts as a

Key.

You can find out the colour find out the information corresponding to tell that key and that
information can be fetched back and so also at the retailer level. So with this we stop and will

continue with our discussion on RFID in the next class. Thank you very much.



