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This area of protocols can be very dry if you do not try by yourself. And it is very
exciting if you try things by yourself, okay. So let me take you to an exciting area, an
exciting website, which you can try. And that brings me to this website, okay.
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This is what is known as the website related to ThingSpeak, okay.
(Refer Slide Time: 00:54)
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This thing speak has what are known as public channels from where you can
download data, which was uploaded by different MQTT clients. Several of them
gathered the environment data and put it up on a free cloud based broker, okay. And
now the data is available on the broker, you can connect to that broker and download

the data and build your own application.

Remember what | mentioned about the blinds, window and blinds application, how
new applications can be built. Quite like that, you can build your own applications.
What are those free channels, public channels? You have San Diego some
information, okay. Then you have air sensor data. You have some other, some

channels. Then, you can look up. There is a weather climate node.

Then there is a weather station data and so on and so forth. Air quality data, carbon
dioxide data okay, and so on. So you can download this data and build your own
applications. Live, you can connect to the internet to ThingSpeak.com channels
public, and you can actually download. So you click on this, let us say this website.
(Refer Slide Time: 02:19)
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You can see that live data is actually available to you. Okay, this is in some language,
which perhaps difficult for you to interpret. It must be Spanish. So anyway, so this
information is available, okay. Supposing you want to download this data, you click
on this button.

(Refer Slide Time: 02:39)
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You can get it in CSV, XML, JSON, right? CSV is comma delimited file. XML and
JSON are machine readable formats, which you can directly build. You can take it
into another machine. You can write a program for one machine to suck this data and
consume this data without humans. If you do CSV, you are stuck. You have to
download, you are to open Excel or any one of these spreadsheet applications and you
can plot it.

That is a human consumption. But supposing you want sensors to consume this data,
because you said I0T paradigm is sensor talking to another sensor. Data traffic is
generated not by humans, but from machines for machines, from machines. From
machines to for machines. So how will you do that? You put it either in XML or

JSON. So machine readable formats are available.

So machines will consume this data and whatever application you can build, you can
build it that way. So folks, what is the lesson that you learn? The lesson you learn
here is that if you want to make machines consume data, you must have a particular
format in which you can download and get machines to download data automatically,
and get the data to be consumed automatically. Amazing.

So you can try this on your own. Now what we can do is, see this is something you
can build free. You do not need any account, okay. For example, you want to build,
you can do this. You can also do a few things for free. So you should try that, okay.
For example, you can create some free channels. And you can use those free channels.



So this website actually is supported by MathWorks, which is known for the
MATLAB software. And this whole thing is actually set up by them for academic
purposes, for education purposes. Students, if they have a MathWorks account, can
freely use this account. And know start learning a little bit about 1oT and how
MATLAB simulations can be uploaded to cloud and how as you can build major
applications and so on. Anyway, so it is from MathWorks. | will come to this basics.
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But you can see that you can create ThingSpeak MQTT device.
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In other words, suppose you have a sensor, 10T node sensor okay, which runs MQTT
client and | gave you the name, Paho. You can run on a small embedded node. You



can run MQTT client, Paho and even including nodes like, you know if you are

talking of slightly high computing, you can talk about Raspberry Pi.

Otherwise, you can also talk about small embedded controller boats, which have the
capability to talk to the internet directly, or pass the data to a Wi-Fi Bluetooth router
and that router in turn getting it data to the MQTT broker. So please note ThingSpeak
is a cloud service. And what does it support on the cloud? So I will put it like this

somewhere on the internet.

And here inside this internet somewhere here is this ThingSpeak broker. But we will
start using the word server. So let us call it MQTT server okay, server. So let me put it
properly. And you are sitting here somewhere in your home, office, lab wherever.
And you have your sensor node, which supports IEEE802.15.4 or it can support, this

is one type of wireless protocol.

Another one is Bluetooth Low Energy. The third one is Wi-Fi. Any one of them it
supports. Your lab has a internet router which is connected to the internet, okay. Now
your node is gathering some data, let us say movement data or it is collecting outdoor.
Go back to the same example. Let us say it is collecting the outdoor light data, not
insulation, I would say light, outdoor light.

So we said we will have outdoor light, outdoor, indoor and presence, human presence
okay, these three. So you can keep uploading the outdoor light information to your
wireless router, which in turn, puts it up on the internet and gets uploaded on one
channel which you have created. So | will say custom channel, custom channel. And

on this custom channel you are uploading outdoor, indoor and presence data, okay.

And now this data once it is sitting there your lab, home blind has to consume this
data because it has to open the blind automatically. Remember, we said two
possibilities exist in that application. One is the blind system has a motor actuator,
which has a mechanism to move the blind up and down. It has a sensor node and the

algorithm is running right on the sensor node.



This is one way. That is what we said in the last class. But why should it be that way?
Someone asked in your set of questions you know also that why cannot | do all the
compute on the cloud and keep my sensor systems simple, sense and send, sense and
send? Why not do all the compute on the cloud? Sure. That is another possibility,

okay?

You can resend everything to the cloud and let the cloud compute the amount of
opening of the blind and make it available to the actuator system. That is another
possibility. But there was also another question by one of you, which said, why do |
need internet to enable 10T from my home lab? Someone said that also. Someone, one

of you said, why do I need internet to enable these applications.

That is another possibility. You do not need internet. Get your sensor node to transmit
the data. Let your actuator node do all the computation, both are possible. Anyway,
we are just discussing protocol. So | thought it is important for you to connect
everything that we have done in the previous class. So you can do this. Put it onto

your custom channel and get the other sensor, blind sensor to download this data.

Now you have to follow MQTT, which means there is a certain protocol. There is a
certain way to upload the data. There is a certain way to establish a connection. So
one is establish connection. And there is a certain way to send the data. And there is a
certain way to receive the data. The way to receive the data is you do a subscribe. The

way to send the data is publish.

The way to establish a connection is CONNECT. These are all part of the protocol.
Do | need to know a lot about the protocol? Yes, you must know the protocol in
detail. Where do | find this information? Well, folks, there is information out there,
which is quite easy for you. | will point you to that. Here you are.

(Refer Slide Time: 11:00)
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3 MQTT Control Packets

3.1 CONNECT = Client requests a connection to a Server

After a Network Cennaction i estabiished by a Clent to a Sanver, the first Packet sent from the Client to
the Server MUST be a CONNECT Packet [MQTT-3.10-1]

A Client can only send the CONNECT Packet anca over & Netaork Connection. The Server MUST
process a second CONNECT Packet sent from 8 Client as 8 protocol violation end dsconnecs the Clent
[MOTT-31.0-2). See secticn 4.8 for information about handling enrors.

The payfoad containg one ar mare encoded fislds. They specify @ unique Clent identfier for the Client, 3
Wil topie, Will Message, User Name and Pagsword. Al but Ihe Chent identfier are oplianal and their
presance is delerminad based on Sags in the variabie header.

3.1.1 Fixed header

Figure 3.1 = CONNECT Packet fixed header
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CONNECT. Client requires a connection to a server. It is right there. Read this in

detail, you will understand how to connect. Now where is the demo? We are still

talking about so much of the protocol, where is the demo? Yes, demo will come

provided you understand the protocol well. So let me shift now back to the demo.
(Refer Slide Time: 11:21)

So let me draw your attention to this little box here, which has several components.

Maybe | should tilt a little bit in this direction so that it will help you to look up the

different components. What this has are two identical units on either side and it is

doing air quality check from automobiles. One of them is taking from automobiles

and the other is taking from ambient, right?



This is from the automobile part. I think this is from the ambient and this is from the
automobile part. And this will take it from the exhaust directly. And this will take
from the ambient systems. These sensors here acquire the data by this computer here.
This is a Raspberry Pi, this Raspberry Pi computer here. And this in turn, collects the

data and uploads using a 4G modem, 3G or a 4G modem.

And in order to know where because it is a mobile unit, since you want to know
where this unit and where that measurement was, you need a GPS system. So the GPS
is here. So you can see this is the GPS, this is the 3G/4G modem and these are some
massive batteries for powering this system.

(Refer Slide Time: 12:48)
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The hardware that I showed you essentially has monitoring all these parameters. You
can see that we are monitoring ambient temperature, we are monitoring ambient
humidity, we are monitoring ambient particulate matter 2.5, PM10. Ambient nitrogen
dioxide is also measured here. Ambient nitric oxide to the right. What you see here is
nitric oxide. What you see here is ambient nitrogen dioxide and let us see what else do
you measure.

(Refer Slide Time: 13:22)
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You measure ambient ozone, you measure ambient ammonia, and the location is
indicated here as you can see, nicely it is indicating because we have a GPS module
inside this system. You see that it is now actually being monitored in real time. If |
put my mouse on this, it is actually measuring the value and if | put it on this it is

actually putting the value.

Now that we are showing you a live demonstration, live of this data that is coming in,
can we invoke some way by which we increase the particulate matter and see whether
that corresponding, you do something at the inlet and see if you can increase the

particulate matter whether our sensor is sensitive enough to show a slight rise.

So you can see he has taken some waste, automobile waste, which perhaps has all the
ingredients of increasing the particulate matter and then he just gives it as an input
inside the system, okay. And the air is absorbed because there is a pump here which
will absorb the air. And now let us see what happens. Let us turn our attention to the
screen.

(Refer Slide Time: 14:42)
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You see quickly that there is a rise in the particulate matter. There is a rise in the
particulate matter. So you can see that it has risen quite significantly actually. It has
the particulate matter 2.5 has gone quite high as high even close to 200 micrograms
per meter cube, and the same with PM10, which has gone up to 200 micrograms per
meter cube.
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And why has it come down, because he has stopped. We have stopped feeding
polluted air by adding any pollutants to the air that is being sucked by the system
here. We can do another demonstration for ammonia as well. So let us now try an
ammonia experiment. Look at this live data coming about ammonia.

(Refer Slide Time: 15:34)
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You can see that | brought the bottle close to the device and then it had a shoot. Now
our project staff Abishek has moved away and then the value has come down. I will
request him to come closer, you will see a spike again. So let us keep watching this.
So let us see. Let us put it closer, now it is closer. It should start sensing the ammonia.

Now data you can see that he has brought that bottle.

So there is air mixed with ammonia. You can see that there is a rise, right? The air
sample is taken, measured by the ammonia sensor and then there is a shoot, okay.
Now he has gone away, we have gone away from the system. So it should now drop
back into some value. Again here we are measuring in terms of concentration in parts

per million ppm. This is one way of measuring.

You can see it has come down. And now the sensor says okay the air measuring is
now replaced with fresh air and that fresh air does not have any more ammonia.
Okay?

(Refer Slide Time: 16:48)



Help Center

Doarmweisias Pamiec firesen W § Toltiay

MQTT Bagics

NI BRI 1041070
ST R

...... e 10 and HNH 110320 3t toog s TCR/P

16 ThE OO i ) AERAT IV BN ANN) ) ConMat Y

A0

e

308 1 o R ¥ N DATAWAT 30 S 30 A TFETL | WM, e Lo e S el 1 40 s e )
ceeny iy Eyh oo w: RSO CUBE €85 AT 102 Nty 1 g, 0 At et 1

ek e MY P

This Ay decstes 58 007 E1G0 Th Rt HSnadyin 0Tt RART 1NN W oMk

A Pabinh 0 # chansed fved

2 Pubiish 10 0 ehanosl feld

W1 bcrivm

T, A3y G0ebes 19 Y chctis ThOLCEAE Juipedada, 3 50 (1 ESRUeATAS wipyd i DAY

Now see what is written here. Very simple to read actually. Way to start uploading

data to the cloud is first is to try from an MQTT client like Paho to establish a
CONNECT. I want to know more about CONNECT. You know what to do. Open this
here, you come to CONNECT, right?

(Refer Slide Time: 17:11)
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405 3.1.2.2 Protocol Level
406 Figura 3.3 - Protocol Lavel byte
| Description [7[e]s]a]a2]1]0
Protacol Level
byte 7 [ Lever JoefofJofJoJol1]afo

408 The B bit unsigned value that represents tha ravision level of the protocol used by the Clenl. The valua of
409 tha Protocol Level fieid for the version 3.1.1 of the protocol is 4 (0x04). The Server MUST respond 10 the
410 CONNECT Packet with a CONNACK retum coda 0n0f (unaccepiable nfoloql laval) and than disconnect
411 tha Clent It the Protacol Level ks not supported by the Senver (MOTT-3 4 2-2]

412 3.1.2.3 Connect Flags

413 The Connect Flags byte corsaing 8 numbar of parameters specifying the behavior of the MQTT
414 connection. It alsa Incicates the presence or absence of fiekds i the payoad

415 Figure 3.4 - Connect Flag bits

Bit 7 8 5 K 2 1 0
UserName | Password | WitRetan | WillQoS | WilFlag [ Ciean | Reserves
Flag Flag Sesson
byte & X X X X | X X X 0
418 The Server MUST yaidate that the erersn?g e CONNECT Cantol Pkt et o zec0 and

You want to know more about Connect flags, it is right here, okay?
(Refer Slide Time: 17:15)
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416 The Server MUST vlidate thal the reserved lag in the CONNECT Conlrol Packel is set % 2er0 and
417 disconnect e Client § # s not 2era [MOTT-3.1.2-3).

418 3.1.2.4 Clean Session

419 Position: bit 1 of the Cornect Flags byle

420

421 This bit specifies e handling of the Session slate,
422

423 The Cliert and Server can slore Sassion slate to enable reliabie messaging 1o continue across &
424 sequence of Network Connections. This bit is usad to control the lifetme of the Session state

425

mar v 1.1 emeal! o5 complese 40 Dacember 2015
Standards Trad Woek Produa Copyright & OASS Cpan 2015, Al Rgrts Resened Page 24l &1

How to clean session, how to start with a clean session? How to start resuming from
an existing session?
(Refer Slide Time: 17:23)
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399 If the protocol name s incorract the Sanver MAY disconnect (ha Clent, or it MAY continue processing the
400  CONNECT packet In accordance with soma other specification. In the iatter case, the Sarvar MUST NOT
401 contiue 10 prooass the CONNECT packet in Ine with this spacification [MKITT-3 1 2-1)

402
403 Non normative comment
404 Packal inspactors, such as firewals, could use the Protacel Name to dentfy MQTT traffc
405 3.1.2.2 Protocol Level
406 Flgure 3.3 - Pratocol Level byte L3
[ Description 1lels[a]s]2[1]0
Protocol Level
byte 7 [ Leveiiay ofofJofoJol1Jo]o
407

408 The 8 bt unsigned value that represents tha ravision leved of the protocol usad by the Clenl. The value of
408 the Protocol Lavel fieid for the version 3.1.1 of the protocal is 4 (0x04). The Seever MUST respond o the
410 CONNECT Packel with a CONNACK retum cede D01 (unaccepiabie protocol kavel) and than disconnect
411 the Clent If the Protacol Level i not supponied by the Server (MQTT-312-2)

You make it 0, during Connect. If you make a flag as O, then it will resume. If you
make the flag 1, it will start a new session. That is written here very clearly. Where is
it? Right here, you can see that. There is a nice definition of these two here.

(Refer Slide Time: 17:39)



426 It CleanSession i sat to 0, the Server MUST resume commuanications with the Client based on state from
427 the currant Session (as gentified by the Clent identifier) if thare (s no Sesskn associated with tha Cent
428 ientifier the Server MUST creata a new Session. The Cllert and Server MUST store the Session after
423 the Clent and Server are disconnected [MQT -3 1. 2-4] After the disconnectian of a Sessien that had
430 ChkanSession 28110 0, the Sanver MUST store further QoS 1 and QoS 2 messages thet maich any

431 subscriptions that the cient had at the time dkdisconnaction as pert of the Session state [MATT-3 1 2-5
432 ItMAY also store QoS 0 messages that meet the same criteria

433

434 If CleanSession 18 set to 1, the Clent and Server MUST discard any previous Session and sian 8 new
435 one. This Session kasts & long a8 he Netwark Conneclicn. State dala associaled with this Session
436  MUST NOT be reused in any subsaquent Session (MOTT-3.1.2-6].

437

438 The Session stale n the Client consists of

438« QoS 1ang Qa5 2 messages which have bean sent to the Server, but have not been complately
440 acknowledged

441 « QoS 2 messages which have baen recened from the Server, but have not bean complesaly
442 acnowledged

Line number 426 talks about 0. Line number 434 talks about 1. Very simple, folks.
QoS 1, 2 we have already discussed, it is out there. Okay, we will come to the
remaining flags as we go along. But what is important is this CONNECT and not to
lose track of what this guy is actually telling us. So you know all about CONNECT. If
you send a CONNECT, you will get a CONNACK.

You will get a connection establishment from the broker. Remember, this broker is
sitting on the ThingSpeak Cloud. Remember this is your windows blind client, okay.
You are putting everything onto the cloud here. There is a certain APl support from
the ThingSpeak broker which you should know very well. Only based on that you can

actually write data to the cloud system on the channel that you have created, okay.

Then after you do that, then you start publishing your outdoor light data, indoor light
data so on and so forth, you can start pushing it here.
(Refer Slide Time: 18:47)
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And that is exactly what he has spoken about in MQTT publish. Now how does your

window blind motor controller get the data is the next question. How it does is very
simple. It also connects to the Cloud, CONNECT, CONNACK, then it says | am
subscribing to three pieces of information. One piece is related to outdoor light, other
piece of information is indoor light.

The other piece of information is presence or absence of humans. So it will say | am
going to subscribe like that. Please give me an acknowledgement whether you have
received my subscription, which is SUBACK. And then once it receives a SUBACK,
it starts getting the information as uploaded by the sensors, which was done in this
step. It is as simple as that. And that is described clearly here.

(Refer Slide Time: 19:40)
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Now | mentioned to you that you can create MQTT devices.
(Refer Slide Time: 19:44)
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You can see that this is the way by which it is you can create the device and it will
this website will generate a code which you can copy and paste it into your Paho
client and then start uploading the data. Let us shift to that and then also show you
that specific part of where exactly that this code that is generated actually appears in
your Paho client. So let us see.

(Refer Slide Time: 20:16)
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fbe. truncate (pos)

i =0

arr = []

p ==l

nobl =

count = [

counter _pm = 0 1

counter pm2 = 0

myAPI=' BGAOUERAILOLY 6K |
baseURL = 'httpa://api.thingspeak, te?api key=ta' % myAPI

myAPI2='
baseURL2 = ' 4 o Jspaak, com/ Le? key ' % myAPI2

3 atry:
while True:
try:
if((p % 100)==0):

Pythos tie rh: 20315 w100 (n:437 Caledd Sal:t6)1 Wedowt (CRL)  UI1E ]
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There you are. This is the code. Let us first see, the code that is generated. You see,

the one that is highlighted by Vasanth clearly indicates that this is the code that was
generated by during the time when you added the device, okay. Then there is the

standard API provided by ThingSpeak. One such example can also be shown, which



is related to this particular thing. For example, in what format you should upload is

actually mentioned here.
(Refer Slide Time: 20:45)
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payload = sensordata
try:
{‘ urlopen('hitlp://216,58,192,142", timeoul=l)
, client.publish('wirquality', json.dumps(payload), 1i
Deletelast()
successful = 1
} fprint ("success")
[t except:
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| E :
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Client.publish air quality Json.dumps payload. You write like this, you put it in this

format, URL open, you open the URL, you do a client publish, that means you are

able to upload the data on to the cloud, on the ThingSpeak cloud. So it is as simple as

that. You need to understand the API well and then start using the API. In order to

create your own quick application, please | encourage you to start using this

ThingSpeak as a first step to in order to start using and learning how to use this basic

system.
(Refer Slide Time: 21:24)
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Okay, then there are lots of stuff related to publish and subscribe to a ThingSpeak
channel using secure MQTT. Publish and channel to a channel using desktop MQTT
client. Just click on this, you will get a topic.

(Refer Slide Time: 21:39)
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It will tell you how to do it, okay. This example shows you a desktop and all that. Try
simple things first folks, before you complicate anything else, right? And read this
particular aspect of ThingSpeak well so that you will be able to practice MQTT
protocol extremely well, okay. This is very important. Now the ThingSpeak also

encourages you to look at some standard boards.

And one such standard board appears to be the particle photon board. So you can use
this particle photon board.
(Refer Slide Time: 22:16)
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He gives you some standard code, which you can take and integrate into your system.
So let us read this. This example shows how a particle photon board, how to use a
particle photon board to subscribe to a channel updates from some topic called cheer

lights, okay. I will simply use the word replace channel with the word topic.

The program reads a color from the channel, from the topic and displays it using built
in LED on the photon board. You can subscribe to the channel feed or directly to the
color field on the cheer lights channel as shown in the example. So you download this
code run it, your photon board has LEDs and you can play with the LEDs on the
photon board. Essentially it is, this is the code.

You can put up on the MQTT broker site and you will see your LEDs dancing as and
when the whole system comes up. So | would strongly encourage you to look up this
website and start using them and understand MQTT as much as required and also its
nuances okay, very important.

(Refer Slide Time: 23:30)
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So if you go to MQTT essentials, this website, it will tell you a lot about introducing
the MQTT protocol. Okay. What is it you need to know about MQTT, this is written
very well. And there is so much to learn from this whole system. And of course,
HIVEMQ has published many articles. And they actually tell you why you should
shift to from 3.1.1 to MQTT version 5, okay.

And they will tell you why that is an important thing. A lot of videos are out there.
Please do read up those videos, you will understand the protocol extremely well. |
have to teach you the protocol in a little more detail. This is as far as building
applications are concerned, quick building of the applications. Some little bit you

should know about the theory.

You should know about the protocol, its limitations, what are the things it does from
low power, correct? You can have low, you need low power, is it not? Because you
need 10 year lifetime? How can you use this protocol for 10 year lifetime? What
happens if the battery is draining fast? How can nodes come to know about it? Those

issues will come up as we start putting 10T nodes into real practice. Fine?

Protocol support is there. But how do you exploit that support if you do not use the
hardware properly. That is also an important thing and we will get into that detail
right away now.
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So let me open the best possible resource for MQTT | mentioned to you is the

standard. These are all the possible MQTT control packet types, CONNECT,
CONNACK, PUBLISH, we already know.
(Refer Slide Time: 25:19)
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FUBREC 5 Client to Server | Publah received (assured delivery pert 1)
o
Server o Chent
FUBREL 6 Client %o Server | Pubish rekase (assured delvery pat 2)
o
Server o Clent
S
FUBCOMP 7 Cliant 10 Sener | Fublksh complate {assured calvery part 3)
o
Server ¥ Clenl
SUBSCRIBE 8 Chent 1o Server | Clent subsonibe request
SURACK 9 Server 1o Clent | Subscnbe acknaaiedgmant
UNSUBSCRIBE 10 Client %0 Server | Unsubecribe request
UNSUBACK 1" Server 1o Clent | Unsutscribe acknowlecgment
PINGREQ 12 Client %o Server | PING request
PINGRESP 13 Server 1o Clenl | PING regponse
DISCONNECT 14 Chent 1o Senver | Clent Is gisconnacting
Reserved 16 Forbadden Reserved
2]
241 2.2.2 Flags

PUBACK is there. PUBREC is there. PUBREL is there. PUBCOMP is there and so
on. There are small differences between each one of these and their requirements.
Based on the QoS level, you would be using all these additional control packets, okay.
So if you use the highest level, which is QoS 0, 1, 2 right, the third is the highest level
QoS0, QoS1 and QoS2, which is exactly once, exactly once.

Then PUBCOMP also will come into picture okay, because this is all about assured
delivery as you can see here. Then there is SUBSCRIBE, there is a SUBACK,



UNSUBSCRIBE. I do not want this topic anymore. So UNSUBSCRIBE. You want to
check if your client is alive or not use PING. If you want to disconnect the client from
the server use DISCONNECT and Reserved. These are the main set of commands.
(Refer Slide Time: 26:26)

PINGRESP 13 | Server to Cleat | PING response

|
DISCONNECT 14 | Client o Server | Clent is disconnecting
Resered 15 | Forboden Reseren

240

21 2.2.2Flags

242 The remaning bits [3-0] of byte 1 In the fad hasdar contain fzgs specific to aach MQTT Control Packat
243 typa a5 listed n the Tabie 2 2 - Flag Bits balow. Whara a fag bt &5 marked 35 "Resaned” In Tabia 2.2 -
244 Flag Bis, 1 s resanead for fulure use and MUST be set o the velue lsted in !at tabie [MQTT-2.2.2-1L

245  Invalid fags are recawed, the receiver MUST ciosa the Network Connection [MQTT-2.2 2-2]. See Section
246 4.8 for detads about handling emors
47
248 Table 2.2 - Flag Bits
Control Packet | Fixed hoader flags | Bit3 | Bit2 | Bit1 | Bit0
CONNECT Reserved 0 0 0 0
CONNACK Reservac ‘ 0 0 0 0
PUBLISH UsedinMQTT31.1 | DUe' [ aos’ | aos” [ RETAN'
PUBACK Reserved 0 0 0 0
PUBREC Raeserveo 0 0 0 0
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Then there is | mentioned to you about flags, know them in great detail. They are all
part of the header, which is an important thing, it is part of the fixed header. And
understand how these flags are used. Now let us get into little more detail. It is a little
dry, but you should know, okay? Look at this four bits 3, 2, 1, 0 okay? Here, if you

take PUBLISH message, how you should use these flags is mentioned.

In CONNECT, you do not need this bit, they are all set to 0, but only when you are
publishing. Question is why? Is it not? You are telling the broker to do something, to
accept this message in a particular way. That is why you need it in the PUBLISH. So
what is DUP with a superscript of 1? You can look up that in a little more detail to
understand it is written here.
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PUBCOMP

Reserved
SUBSCRIBE Ragerveo
SUBACK Reservac
UNSUBSCRIEBE | Reserved

UNSUBACK Reservec

PINGREQ Reserved

PINGRESP Reserved

ole|leleleleolele

ole|lel|lele|eslele
ole|e|ol-|eol=lc

DISCONNECT | Reserved

249

250 DUR' = Dupicate dedvery of a PUBLISH Conlrol Packet

251 QoS =PUBLISH Quaity of Senvice

252 RETAIN = PUBLISH Relain flag |

253 Sea Section 3.3.1 for & deacription of the DUP, QoS, and RETAIN flags in the PUBLISH Control Packet

25 2.2.3 Remaining Length

255  Position; staris at oyte 2

258

257 The Remaining Length is the rumber of bytes remaining within the current packet, mouding data in the
258 variable header end Ihe payload. The Remaning Length does not incude Ihe byles used 1o encode the
253 Remaining Lengih
260

25 46 foc

It says duplicate delivery of PUBLISH control packet. QoS to PUBLISH quality of
service. Retain 3, PUBLISH retain flag, okay. You are setting these three flags, these
are one bit flags, you are setting them. See essentially you are saying that I will
support or not support data packet duplicates, okay. You are setting a QoS field in this

systems.

One bit is not sufficient for QoS because you have QoS 0, 1, 2 which means you need
minimum two bits. And you are actually enabling DUP, means you are saying that |
have already sent once | am sending again. That means | have, you put that flag 1,
then the receiver will know oh | see, the packet was sent earlier, but it is being sent
again. And that is why it comes in the PUBLISH message. RETAIN.

RETAIN is interesting. What RETAIN says is if | publish to my broker, either the
ThingSpeak broker or my home lab broker, without using internet, please keep the
message with you, RETAIN the message with you. Then, if you RETAIN it with you,
clients may come with subscriptions later in that time. That time you can PUBLISH to
them when they join. It is not necessary that subscribers and publishers should be on

at the same time.

That is the beauty of MQTT. The sender and the receiver are disconnected, okay. |
can PUBLISH today night and go to sleep and do what I like. You can wake up in the

morning tomorrow, your node can wake up in the morning tomorrow and get the data



provided it was retained on the broker. That is the key point. So such things have to

be thought of. So it is a very important requirement for building MQTT apps.

Now to understand that you should know about it well. So we should spend at least a
little more time on these important flags. So let me go to another important setting and
that setting is related to WII flag. Now where does the WII flag come? WII flag should
also come in somewhere here.

(Refer Slide Time: 30:09)

413 The Connect Flags byte corcains a number of parameters specifying the behavior of the MQTT
414 connechion. It alsa Incicates the prasence of absance of fieids i the payloan

415 Figure 3.4 - Connect Flag bits

Bit 7 8 5 HE 2 1 0
UserName | Password | Wil Retan Will QoS WilFlag | Ciean | Reservad
Flag Flag Sesson
byte X X X X l X X X 0

416 The Server MUST vlidate that the reserved flag i the CONNECT Contral Packet is set % 2er0 and
417 disconnect the Client # # i not 2er0 [MQTT-3.1.2.3
418 3.1.2.4 Clean Sesslon .
419 Position: bit 1 of the Cornect Flags byte
420
421 This bit spacifias ke handling of the Session slate,
422
423 The Client and Server can store Sassion state to enable rellabie messaging 10 confinue 8Cross 8
424 sequenca of Network Connections. This bit is usad to conrol the lifetime of the Session state
425
maryd 11 ematad! ce compiete 10 Decemter 2016
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You see, it is here. It is in the CONNECT. When you are doing a connection, not in
the Publish. Publish we already discussed. It is about the data. What are the flags in
the Publish? We know already. But when you are connecting to the server, you are
using the very first protocol, which is a command is called the CONNECT. There will

is there. Now we will see what is this will? Will Retain is there.

Will Flag is there. And how do you do this Will Retain and what is will at all in the
first place is the question, right? See folks, 10T nodes get the philosophy correct. In
IoT, you are driving it with energy harvesting. You are driving the sensor node with

battery driven systems.

You do not know when the battery goes down, you cannot be planning the protocol
supports that part which says, even if you go down, can you not send that last message

saying that I am going away, this is my last sensor data. And request the broker to say,



| am giving you this last message. Serve it to whoever asks, comes for this topic, the

topic which | published.

There must be subscribers, give them that message. Beauty, right? Think about the
blind example. The outdoor sensor ran out of battery, ran completely out of battery. It
has got the outdoor data last sample it could get. What it did, it just said it did a
CONNECT, ran this flag as 1 and said this is the WIl and please retain this. Now the
broker knows, oh, this guy has put a WII flag, which means this guy may not come

back and give a periodic update.

He is not going to give a periodic update, it put in WII already. Now the applications
which are built around the outdoor light data are asking for the data to the broker. So
give me that data, give me the data. Broker says, look | am giving up because my

sensor node has given up. He has told me this is the last piece of data.

And this is the last piece he has given me. | am giving you this information, date and
time and outdoors light data and pushed it to the application that has requested. So it
does that. So applications which are build in says, Oh, | see. The last update was three
hours back, or two hours back or whatever. And now | have to plan my strategy
because I do not have further updates. | do not have further updates.

So you see now it is all integrated into the protocol. This is the beauty of the protocol.
So you should use that protocol feature. And that feature comes from WII. And that is
what | am trying to show you here.
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¢ QoS 1ang QuS 2 messages which have teen sent to the Cliert, but have not been completely
acknawledged

o CoS 1 and QusS 2 messages pending ansmission to lhe Clenl.

* QoS 2 messanes which have baen recaned from the Clent, but have not been completery
acknowtedged

o Cptionally, QoS 0 messages panding lransmission 1o the Client.

Retaned messages do not farm part of the Session state in the Server, thay MUST NOT be celeted when
tha Session ands (MQTT1-3127]

Sea Secton 4.1 for detals and limtations of stored state
When ClesnSession is set to 1 the Client and Server need nat proosss the deletion of slate stomically.

Non normative comment

To ensure consistent state in the evenl of a failre, the Client should repeal its attempts %
connect aith CleanSession set 1o 1, urtl it connects successhully.

Non normative comment

Typically, a Clent wib always connect using CleanSession set 1o 0 or CleanSessian set 1o 1 and
nat swap between the two values. The cholce will depend on the appicasion, A Client using
CleanSessian set % 1 wil not recene okl Appicatan Messages and has fo subscribe afresh 1o
any tapics tat it s Interested in each ima & connects, A Cliant using CleanSession set to 0 wil
roceive all QS 1 or QoS 2 messages that were published while it was disconnected, Hence. to
ensure that you do nat lose messages whie disconnected, use QoS 1 or QoS 2 with

ol saiton

Retained messages do not form part of the session state in the server and they must

not be deleted when the session ends. See the beauty. Retained messages do not form

part of the session state in the server. They must not be deleted when the session and

do not keep that message, okay. So what is WII?
(Refer Slide Time: 33:53)
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When a Clent connects with CleanSesson set 10 0, if is requesting that the Server maintan #s
MQTT session state afler it discornects. Clients shoud enly connect with CleanSession set 1o 0,
if they intend %o reconnect fo the Server at some &ter port in time. When 2 Client has detesmined
that it has na further use far the sessan it shawld do a findd connect wen CleanSessian set to 1
and men disconnect.

3.1.2.5 Will Flag
Position: bit Z of the Connect Flags.

If the Wikl Flag i 21 1o 1 this indicales that, if the Connect request is accepled, a Will Message MUST be
alored on the Server 8nd assocated with e Network Connection. The Will Message MUST be publshed
when the Netwark Connaction is subsaquently uniess the Will Message has been deletad by the
Server on receipt of a DISCONNECT Packet (MQTT-3.1 28]

Situations in which the Will Message is publisned noude, ot are not limted to:
o An 1O amor or etwork feilure detected by the Server.
o The Client fals to communicate wenin the Keep Alve time
¢ The Client closes the Netwoek Cannectian without first sending a DISCONNECT Packes
o The Server clses the Network Connaclion because of 8 protocol eer

If the Wik Flag & &t 1o 1, the Wil GoS and Wil Retain fedds in Iha Connect Flags will be usad by the
Server, and e Wik Topic and Wik Megsage fields MUST be present in the payioad [MQTT-3.1.2-9]
The Will Message MUST be removed from the slored Session stale in the Server once it has been
published of the Server has recaned 8 DISCONNECT packet from e Chent [MQTT-2.1.2-10)

If the Wik Flag & set to O the Wil QoS and Will Retain Sieids n the Connect Flags MUST be sel to zero
and the Wil Tepc and Wil Message fields MUST NOT be presant in the paylead [MQTT 3.1.2.11),

IF the Wikl Flag & s& to 0, 3 Will Message MUST NOT be published when this Netwark Connection ends
[MQTT.31.2.92]

WII says if the Will Flag is set to 1, this indicates that if the Connect request is

accepted a will message must be stored on the server and associated with the network

connection. The Will message must be published when the network connection is

subsequently closed unless the Will message has been deleted by the server on the

receipt of a disconnect packet.



So clearly he has given. Unless the guy who published made a disconnect you should

not even delete it. You must keep serving. The server has to keep serving it to

whoever connects to it and asks for the data. That is the point, okay. Condition under

which if you have that flag 0, what should follow, what should not follow. If Will

Flag is set to 1 what should follow, and what should not follow is mentioned clearly.

In other words Will Flag equal to 1 something should follow. If Will Flag set to 0,

something should not follow. That is mentioned clearly. How will you learn all this?

You learn all this through the protocol only. You learn all this through this superly

good standard document. So please spend time reading this document.
(Refer Slide Time: 35:21)
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516

The Server SHOULD pubiish Wik Messages prompdly. In the case of a Server shuldown or failure the
server MAY cefer publicstion of Will Messages unbil = subsequent restart. i this happens there might be &
Celay between e Sme $ie wever expenenced failure snd 3 Will Message being puablished

3.1.2.6 Will QoS
Position: bits 4 anc 3 of the Connect Flags

Thesa two bits specify the QoS level to be usert when publishing the Wil Message

If the Wik Flag % set to 0, then the WIF QoS MUST be sef 1o 0 (0x00) (MQT1-3.1.2.13)

If the Wik Flag 5 set to 1, the value of Will QoS can be 0 (0x00), 1 (0x01). or 2 (0x02). # MUST NOT be 2
(0x03) (MQTT-3.1.2-14)

3.1.2.7 Will Retain
Position: ot % of the Connect Flags.

This bt specties if the Will Message is to be Refained when 1t Is pubished

[ LER R B 30 Dacaenbae 2018
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What is the QoS level for the Will? That is also the same 3, 0, 1 and 2 right. So all this
you can specify. Will Retain I mentioned to you already about the Will Retain.
(Refer Slide Time: 35:34)



517
518 I the Wikl Flag = <=1 to 0, then the Wil Retain Flag MUST be sel to 0 (MOT7.3.1 215
619 If the Wik Flag & 2=l 1o 1

520 * W Retain ts setto 0. 1he Server MUST publish the Wil Message a5 a non-retained message
s21 MQTT-3.1.2-16].

522 o Wil Rezain Is set 8 1. 1he Server MUST publish the Wil Message a5 a refained message
523 (MQTT-3.1.2.17]

624 3.1.2.8 User Name Flag

525  Position: bit 7 of the Comnect Flags.

26

527 |fthe User Name Flag s set to O, a user name MUST NOT be present n the pagfoad [MOTT-2.1.2.18)
528  Ifthe User Nama Flag s set to 1, a usef name MUST be present in the payload [MQTT-21.2-19)

529 3.1.2.9 Password Flag
530  Position: bit 6 af the Cornact Flags byte
531

532 Ifthe Password Flag is set 10 0, 8 password MUST NOT be present in the payioad [MQTT-3 1.2-20]
533 Ifthe Password Flag Is set 10 1, & password MUST be presant in the payload (MQTT-3 1 2-21|
534 It the User Name Flag & 2et 10 0, the Password Flag MUST be get 1o 0 [MQTT-31.2-22].

L0 34240 Kooan Allva

If the Will Flag is set to 0 Will Retain must be set to 0. You cannot have something
following it and so on. So please read this in great detail, you will understand the
whole thing.

(Refer Slide Time: 35:47)

tte § Keap Alve MSB
| bte 10 | Keep Alve LSB

638  The Keep Aive ig a ime inlerval maasured in saconds. Expressed as @ 16-bit word, it is the maximum
539 lime interval thal is pamitled 10 elapse between the poinl &t which the Client finishes vansmiting coe
540 Control Packet and the point it starts sanding the naxt. It is the responsibility of the Client 1o ensure that
541 the Interval betwean Control Packets beng sent does not exceed the Keep Alive valua. In the absence of
542 sending any other Control Packets, the Client MUST 2end a PINGREQ Packet [MQTT-3.1.2-23).

544 The Cient can send PINGREQ al any Sme. irespective of the Keep Alive value. and use the PINGRESP
545 lodetermine that the network and the Sanver are warking

847 If the Keep Alve value = nonzero and the Server doss nol recesve a Control Packet from the Client
548 within one and 8 half limes the Keep Alive lime peried, it MUST dsconnect the Network Comsction fo the
540 Clent as f the network had faled [MQTT-3.1.2.24)

551 If a Client coes not recene a INGRESP Packet within a roasanable amaunt of tima after it has sent &
552 PINGREQ, it SHOULD close the Neswork Connection 1o the Server

554 A Keep Allve vale of zaro (0) has tha effect of furning off the keap alve mechanism. Ths means that. n
555 ths case, e Server 15 not requied o disconnect the Cllent on the grounds of Inactity

MR 1-emaadt L6-compee 40 Decenter 2015
Stindarcs Triek 'Werk Proust Cpyright © OASS Cpan 2015, A1 Rt Risseriad Page 27 ol 81

Supposing broker wants to check if the CLIENT is free or not free, alive or not alive,
it can use this PINGREQ and can also get a PINGRESP back, right? It can get this, so
it is also there. So there you are folks, so many nice things about this protocol, which
you can use, right? Please do spend the time reading this protocol in detail which is so
beautifully written. Every command is mentioned so clearly.



What should CONNACK contain okay. And what should be maintained, what should
be present in session, all that is mentioned here so beautifully. So you can see this is
PUBLISH. | mentioned to you about PUBLISH having DUP, okay.

(Refer Slide Time: 36:33)
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T4t
742
743

T44
T45

[ byte 2 | Remaining Length

3.3.1.1DUP
Position: oyle 1, bt 3.

If the DUP fiag Is set ta 0, 2 Indicates that this 1s the first cccasion that the Clent or Server has anempted
to sand this MQTTRPUBLISH Packet. If the DUP fag is set 1 1, it incicates that ths might be re-delvery
of an earker attempt 1o send the Packet

The DUP flag MUST be set to 1 by the Clent ar Server when it attempts to re-deiiver 3 PUBLISH Packet
[MQTT-33.9-1). The DUP fiag MUST ba set 1o 0 for all QoS 0 messages [MQTT-33.1-2)

The value of tha DUP fiag from 8n incoming PUBLISH packet Is not propeqated when the PUBLISH
Packet is sant to subecrbers by the Server. Tha DUF Mg in the outgeing PUBLISH packel is set
incapendently to the incoming PUBLISH packel. s value MUST be celermmnad sokly by whether the
culgong PUBLISH packet & & relrangmission MOTT-3.3.9-3)

Non normative comment

LULER R g R 0 Decxamtser 2018
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DUP is set to 0, it indicates that this is the first occasion the client and the server has
attempted to send the PUBLISH packet. If you have set DUP to 1, what does it mean?

That means it was already sent once. So you have put the flag to 1. Simple as that,

okay.

(Refer Slide Time: 36:52)
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A PUBLISH Packel MUST NOT have bath QoS bits sl to 1. i = Server or Client receives s PUBLISH
Packel which has both QoS bits & 1o 1 it MUST close he Nelwark Conpectian [MOTT-3.2.1-4].

3.3.1.3 RETAIN
Position: byle 1, bt 0,

If the RETAIN fog = set fo 1, n a PUBLISH Packet sent h)}: Cliert to 3 Server, the Secver MUST store
the Application Message and its QoS, so that # can be delivered %o fulure subscribers whose
subscriptions match its lopic rame (MOTT-5.2.1.5]. When 8 new subscrption is established, the last
retanad méssage. if any, on each matching topic name MUST be sant 1o the subscriber [MAQTT-3.3.1-6)
I the Server recaives 8 QoS 0 message with the RETAIN Nlag 21 to 1 it MUST discard any message
preacusly retained foe that topic. It SHOULD store the new CoS 0 message as the new retsined
message for that fopic, but MAY cheoss to discard it 3t sy lime - if this happens there wil be no retsned
message for thal topic [MOTT-3.3.-7). See Section 4.1 for meee information cn sleeng stale.

When sendng & PUBLISH Packet to a Client the Server MUST set the RETAIN flag to 1if a massage &
senl 8% & result of 8 new subscriplian being made by & Client [MOTT-3.5.1.8], #f MUST =&t the RETAIN
fiag to 0 when a PUBLISH Packet is sent ta a Client £ maiches an subscriphon
regardiess of haw the flag was sat in the message it recesved [MOTT.3.3.1.5)

& PUBLISH Packet with a RETAN flag 56t to 1 and a payload containing zerc byles wit be processes as
romal by the Server and sent to Clients with a subscrption matching the fopic name. Acdronally any
existing retained message with the same fopc name MUST be removed anc any future subiscnbers for
the topic will not receive @ retained message [MOTT-2.5.1.10). "As normal” means that the RETAIN flag is

rotadd dacaiand " . 208

RETAIN. RETAIN

is discussed in so great detail. So you can see here. The RETAIN

flag set to 1 in a PUBLISH packet, that means this is about data, right? Remember the
Will is in the CONNECT. Whereas the RETAIN is there in the PUBLISH. So when



you say Will and that retain, there you are saying that Will message should be

retained. That is what you are saying.

Because you have a Will sender and you have also a Will message, which will be
served out. Whereas here this is about data. If the RETAIN flag is set to 1, the
PUBLISH packet sent by the client to the server must store the application message
and its quality of service and it can be delivered to future subscribers whose

subscriptions match this topic.

When a new subscription is established, the last retained message if any on each
matching topic must be sent to the subscriber and so on. So it is all mentioned quite
clearly, right? So folks, that is all 1 wanted to tell you about the protocol. | am just
flipping through this protocol in detail because | think you should spent time

understanding, reading and interpreting this in great detail.

So please spend time and get to practice a little bit with the ThingSpeak as well.

Thank you very much.



