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Cargo monitoring for tamper detection — Part 1

Alright so, let us take one example of a of what IOT can do in terms of logistics, support
for logistics particularly if you are looking at let us say cargo monitoring of a freight

monitoring essentially, it can be you know there.

Now, what has happening is most items are being delivered to your foot step foot your
doorstep right. You do not have to set your foot out and items arrive at your doorstep
itself, which means lot of items are coming over cargo. And cargo shipments has gone

many many fold.

And therefore, airlines particularly I have to take care of what is it that is inside the
package? And if there is any tamper inside this package are there explosive for instance,
or their material which should not be you know exported is it part of it. So, all kinds of
problems with respect to the cargo itself that is what contents of the cargo itself, that is
one part. The other part indeed is the fact that, people who have submitted their cargo,
customers end customers. Are submitted their cargo are interested in keeping track of

where their cargo is.

Today, most often cargo monitoring is limited to you know sticking a barcode on it. And
every time the cargo moves from one point to the other take a small package that you
may have given for you know for sending it over let us say courier ok. Which is also to
be treated more like a cargo, you the courier company keeps the track on where it is it
has come to the airport or it has come to the office, in transit at the moment, as reach the
destination is going to the nearest sorting station and then it is out for delivery, all those

messages you keep seeing at discrete points in time.

But, you really do not know where and how if you are interested in real time monitoring
of your cargo? Supposing, the content inside the cargo is something that you want to

keep an eye on physically you want to keep an eye on there is no simple way.



Now, [0oT can actually solve that problem for you, you can track your cargo in real time
at any in at 24 bar 7 after submitting the cargo. Either, you can do or at least the cargo
company which has accepted your cargo can keep a track on it. Now, what kind of
algorithms would be required to keep tracking of this cargo well that is I think what we

should be worried about when we talk about a advanced IoT course.

But, before we go into that detail let us look at why is this whole issue of cargo
monitoring such a serious issue. I want you to see this report which was published many
a several years ago this was published in 2007 ok and this report is actually called CRS
Report for Congress, it was submitted it is published in the US.
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r Summary

The air cargo system 1s a complex, multi-faceted network that handles a vast
amount of freight, packages, and mail carried aboard passenger and all-cargo aircraft
The air cargo system 1s vulnerable to several security threats including potential plots
to place explosives aboard aircraft; illegal shipments of hazardous materials; criminal
activities such as smuggling and theft; and potential hijackings and sabotage by
persons with access to aircraft. Several procedural and technology initiative to
enhance air cargo security and deter terrorist and criminal threats have been put in
place or are under consideration. Procedural initiatives include industry-wide
consolidation of the “known shipper” program; increased cargo inspections;
increased physical security of air cargo facilities; increased oversight of air cargo
operations; security traiing for cargo workers; and stricter controls over access to
cargo aircraft and air cargo operations areas. Technology being considered to
improve air cargo security includes tamper-resistant and tamper-evident packaging
and containers; explosive detection systems (EDS) and other cargo screening
technologies; blast-resistant cargo containers and aircraft hardening; and biometric
systems for worker identification and access control.

The Aviation and Transportation Security Act (ATSA, P.L. 107-71) contains

And there they talk about the air cargo system, being a very complex and multifaceted
network. And it is vulnerable to several security threats right, they mention about all
kinds of things that can get into the cargo, then there can be smuggling and theft

hijacking of the cargo and so many related things.

However, there is something called known shipper which you see here right. So, this
known shipper is interesting this part here you can see this, I am trying to mark it with
this pen here. This part is the “known shipper” part ok. This known shipper procedural
initiatives include industry white consolidation of the known shipper program, increase

cargo inspections, increase physical security of air cargo facilities, increased over site of



air cargo operations security training for cargo workers, stricter controls over access to

cargo aircraft and air cargo operations area.

So, essentially the cargo shipment becomes very simple for a end user, if we goes
through what is known as this known shipper program, that is the airlines are looking for
those people whom they trust. And known shippers are people whom they trust. And if
they have to be known shippers, they have to follow certain procedures ok, known
shippers have to take the risk of the accepting the cargo. From end users and that they do
it very rigorously. They come to the customers promises and if they find something not

suitable and they inspect it in detail and only then they will accept the cargo.

Once the cargo is accepted by the know shipper, then things are pretty straight forward
the airlines which is carrying the cargo just does not worry too much about it. However,
there are other rules I am glossing many things just to tell you that there is a full area by
itself and you have to get into real detail. If, you have to understand how actually cargo
moves from the warehouse up to the from the air [ am just taking in airplane scenario.
From where house it goes to the cargo loading zone and then goes inside the cargo, at
least 3 different places where you should be able to track the cargo to it is menudo detail

not just from tracking, but also monitoring the cargo package of interest.

So, if the cargo is being loaded into a cargo plane there is some procedure to be
followed. And if the cargo is going along with passengers, then there is another
procedure that has to be followed. All those things you have to understand in detail

before you design any system.

Therefore, in IoT you might have seen all through these different modules that we did in
this course, you have to get into the details of the domain before you design, any module
that you want to design or you want to come up with an algorithm you have to get into

those detailing, that is an absolute important thing.

That is why I am showing you corresponding literature which might help you to you
know start up and have a look at that the documents like this, which might help you to

design your systems.
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passenger and all-cargo aircraft. The air cargo system consists of a large, complex
distribution network linking manufacturers and shippers to freight forwarders to
airportsorting and cargo handling facilities where shipments are loaded and unloaded
from aircraft. Business and consumer demand for fast, efficient shipment of goods
has fueled the rapid growth of the air cargo industry over the past 25 years.

In FY2003, about 143 billion revenue ton miles' (RTMs) of cargo® were
shipped by air within the United States, and another 18.5 billion RTMs of cargo were
shipped by air on international flights to and from the United States. The volume of
air cargo operations since FY1999 and the forecast volume of air cargo through 2016
15 shown in Figure 1.

It 15 estimated that air cargo shipments, expressed i terms of revenue ton
mileage (RTMs), will increase by 50% domestically, and by 110% internationally by
FY2016 compared to FY2003 levels.” In 2002, air cargo comprised about 0.3% by
weight of all freight movement in the United States.* While this percentage may
seem small, it is much greater than the 0.07% percent of freight that traveled by air
in 1965, indicating that not only is the volume of air cargo increasing significantly,
but so is the percent of total freight movements that travel by air. Also, cargo
shipments by air comprise a significant percent of the total value of cargo shipments.
In fact, in 2002, while air freight movements accounted for only about 0.3% of total "

el ] Fabbo

So, our focus in this module this mini module is a with respect to let us say tamper
detection ok. You want to do tamper detection and you want to ensure that your cargo
some how is fully protected ok. Now, if you want to do that you are at least two options
at least two ways we can find more ways, but at least two ways by which you can do
tamper detection. One is you put several sensors for detecting a tamper, they like for
instance if someone is you can even put a microphone for instance right very sensitive

microphone small embedded system.

So, that if there is a noise like a tiring kind of noise or puncturing kind of noise that
comes it picks that signal and then alerts through some network, that this cargo is under
attack ok. You can put a microphone there, if it is not a microphone and you are not
interested in picking up sound, you may want to pick up something with respect to touch

right.

So, you can have let us say a touch detection and then say someone has touch the cargo
and does so, it could be typically like what these capacitive sensors are right. So, you can
have a capacitive sensor and there if your touching that, then it alerts and says that

somebody has touched the cargo.

So, tarring of a cargo one way of doing it the other ways to detect touch an touch
sensitivity is of these systems that is another way of doing it. So, I can think of to maybe

you have other ways third one could be that you wait until the cargo is torn, the cargo is



touched, but a flap is opened. Once, you open a flap maybe some proximity switch goes

off and then quickly you are able to alert people, but that is already too risky right.

Even without opening the lid people may put a slip and then push whatever they want to
and close it. So, that maybe a little bit risky. So, maybe microphone based sensing or
touch based sensing may be applicable. But, of course, all these are subject to let us say
the scenario of interest, it is if it is item that you want to push inside or take out from
that, is pretty large you may making a slit is not going to help you have to open the flap

and you have to replace things.

So, that, obviously, means that, you could use a different type of sensor. So, all this
brings us to a important thing is how do I design this whole [oT system, which will allow
us to sort of you know keep track of monitor the cargo in real time and look at tamper of
this type of cargo. So, you can see that this is the motivation really this paper, this little
survey that report which was submitted is indeed the motivation. And, there are numbers
which tell you how cargo shipments are going to go up. And how they are going to on

revenue for predictions and what kind of revenue you are likely to see.
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] the size and complexity of the air cargo system continues to expand.

Figure 1. Air Cargo Volume — Historic Data and Forecasts
(FY1999 - FY2017)

Revenue Ton Miles (Millions)
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You can see that revenue per revenue ton miles over the year x axis is the year and y axis

is this revenue ton miles and you can see that 2016 17 forecasts or pretty paddy it just

going up.
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Source: Federal Aviation Administration. FA4 Aerospace Forecasts Fiscal Years
2005-2016, and 2006-2017.

Given the sheer volume of cargo that must be expediently processed and loaded
on aircraft, it has been generally argued that full electronic screening of all air cargo,
as is now required of checked passenger baggage, is likely to present significant
logistic and operational challenges. In 2002, it was reported that TSA computer
models estimated that if full physical screening is implemented, only 4% of the daily
volume of freight at airports could be processed due to the time that would be
required to breakdown shipments, inspect them, and reassemble them for transport.’
Since that time, considerable progress has been made to increase the amount of cargo
placed on passenger airliners that is screened and advance screening technologies to
address concerns over the screening of cargo. What has resulted since 1s best
described as a slow evolution of increasing inspections and screening of air cargo
shipments placed on passenger aircraft since 2002. These nspections and screening I
operations are conducted by the airlines and freight shippers under the oversight of

All the time from to from 99 to 2016 has been going up. All cargo, all cargo domestic,
passenger cargo and passenger cargo international everything seem to be rising right.

Passenger cargo has gone up and so, does all other cargo which seems to be going up.

So, this is an interesting statement which I thought i1l bring it to your notice, that in 2002
it was reported that TSA computer models estimated, that if full physical screening is
implemented only 4 percent of daily volume of rate at airports could be processed. Due
to that time that would be required to break down shipments inspect them and
reassemble them for transports. So, if you really go into great nitty gritty details of each
and every piece of cargo it is not going to worth, you can only push 4 percent of the
overall cargo. Say, abysmally small number somewhere you need to put the trusts these

known shipper as I was telling is important right.

So, the known shipper has to take care of several things only then this numbers can scale
up. If, you really want to do it from the TSA com computer systems models perspective,
then it is only going to be just 4 percent of the volume of a freight. So, you can see that
you need solutions right. So, otherwise it is not going to work. So, I would strongly
recommend you to download this document and really motivate yourself on why this is

an important problem.
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Distribution of air cargo revenue ton miles by type of operation is also here. All cargo 32
percent passenger international 22 percent, passenger domestic 12 percent and all cargo
domestic is 34 percent, that is from the year 99 to year 2005 how it has gone up, how

what is the distribution of the complete cargo movement right in during this period.

Figure 2. Distribution of Air Cargo Revenue Ton Miles by Type of
Operation (FY1999 - FY2005)
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So, you can see air cargo security risks are there explosives and other kind of devices,

Air Cargo Security Risks

Potential risks associated with air cargo security mclude mtroduction of
explosive and incendiary devices in cargo placed aboard aircraft; shipment of
undeclared or undetected hazardous materials aboard aircraft; cargo crime ncluding
theftand smuggling: and aircraft hijackings and sabotage by individuals with access
to aircraft.

Explosives and Incendiary Devices. Undetected explosive or incendiary
devices placed in air cargo are potential threats to aircraft. Experts have warned that
air cargo may be a potential target for terrorists because screening and inspection of
air cargo is currently not as extensive as required screening of passengers and
checked baggage. Cargo carried aboard passenger aircraft may be at particular risk
since passenger regarded as highly attractive targets to terrorists

and have been attacked in the past. It has been reported that TSA considers the
likelihood of a terrorist bombing of a passenger airplane to be between 35% and 65%
based on 2002 intelligence reports, and TSA believes that cargo 1s either likely to
become, or already is, the primary aviation target for terrorists in the short term.”
However, other terrorism experts regard placing explosives in air cargo as less

then, there are hazardous materials which can be an issue.
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Hazardous Materials."” Despite increased Federal Aviation Administration
(FAA) and Department of Transportation (DOT) oversight and enforcement efforts,
undeclared and undetected shipments of hazardous materials continues to pose a
significant safety problem for air carriers. Most explosives and gases are prohibited
aboard aircraft, however many properly handled hazardous materials are permitted
aboard passenger and all-cargo aircraft within specified quantity limitations."®

Risks are introduced when hazardous materials are not declared leading to the
potential transport of prohibited materials by air or improper handling of hazardous
goods during loading and while in transit. The dangers of undetected and improperly
handled hazardous materials in air cargo shipments were highlighted by the May 11,
1996 crash of a Valulet DC-9 in the Florida Everglades. The National
Transportation Safety Board (NTSB) determined that improperly carried oxygen
generators ignited an intense fire in one of the airplane’s cargo holds leading to the
crash and 1ssued several safety recommendations for improving the handling and
tracking of hazardous materials to prevent improper carriage aboard passenger
aireraft.”

While safety concerns regarding hazardous cargo shipments aboard passenger
aircraft are of particular concern, preventing unauthorized shipments of hazardous
materials is a challenge for all-cargo aircraft operators as well. About 75% of )
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remaining 25% is shipped on passenger aireraft.® Enhanced air cargo security
measures may also improve air cargo safety by increasing the detection of undeclared
hazardous materials.

Cargo Crime. Cargo crimes include theft of goods transported as cargo, and
shipment and smuggling of contraband, counterfeit, and pirated goods through the
cargo distribution network. It is estimated that direct losses due to cargo theft across
all transportation modes total between $10 and $25 billion annually in the United
States.”” The large range in this estimate reflects the fact that cargo theft has not been
a specific crime category and therefore reliable statistics on cargo theft are
unavailable. A provision in the USA PATRIOT Improvement and Reauthorization
Act (P.L. 109-177), however, required the Department of Justice to establish a
separate category for cargo theft in the Uniform Crime Reporting System. The act
also refines relevant statutes and increases criminal penalties for cargo theft and
stowaways.

The large estimated level of cargo theft and other cargo crimes is indicative of
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into supply chain management systems.”

Addressing these issues specific to cargo crime may also improve overall cargo
security and could deter terrorist threats to cargo shipments. While these
recommendations are directed toward cargo crime issues in all modes of
transportation, they could be particularly applicable to air cargo security where other
security concerns such as explosive and incendiary device detection, hazardous
materials detection, and deterring hijackings and sabotage may also be addressed
through the implementation of tighter controls to deter cargo crime.

Aircraft Hijacking and Sabotage. Individuals with access to aircraft may
pose a risk of potential hijackings and aircraft sabotage. Instances of hijackings by
individuals with access to aircraft have been extremely rare, but mnclude two
examples of particularly violent incidents by disgruntled individuals who had access
to aircraft that facilitated their plots. A particularly dramatic hijacking attempt by an
individual with access to aircraft and cargo operations facilities occurred on April 7,
1994.% Anoff-duty Federal Express flight engineer attempted to hijack a FedEx DC-
10 aircraft and crash it into the company’s Memphis, Tennessee headquarters. The
hijacker boarded the airplane i Memphis under the guise of seeking free
transportation to San Jose, California. His only luggage was a guitar case that
concealed hammers, mallets, a knife, and a spear gun. At the time there was no 2

Cargo crime is a problem, then, you have aircraft Hijacking and Sabotage, which is also

a very important thing.
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Cargo Screening and Inspection

Screening and inspection of air cargo may be an effective means for detecting
explosives, incendiary devices, and hazardous materials n air cargo. The Aviation
and Transportation Security Act (ATSA, P.L. 107-71) requires the screening of all
property, including mail and cargo, carried aboard passenger aircraft in the United
States. In implementing the security procedures for cargo carried aboard passenger
airplanes, TSA has relied extensively on “known shipper” programs to prevent the
shipment of cargo from unknown sources aboard passenger aircraft. ATSA also
specifies that, as soon as practicable, a system must be implemented to screen,
inspect, or otherwise ensure the security of all cargo transported in all-cargo aircraft
using methods such as those outlined in this report. However, the General
Accounting Office (GAO) noted that the TSA lacked specific long-term goals and
performance targets for cargo security. In response, the TSA has developed an air
cargo security strategic plan and has proposed comprehensive regulations designed
to enhance air cargo security. The TSA's strategy centers on risk-based assessments

So, you have to do proper cargo space screening and inspection only then you can

actually let the cargo on to the flight. So, this is the most critical part ok.
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Cargo Inspection. Another issue for air cargo security is the adequacy of
cargo inspection procedures and oversight of cargo inspections at air carrier and
freight forwarder facilities. ATSA established requirements for screening and
inspection of all individuals, goods, property, vehicles, and other equipment entering
a secured area of a passenger airport that assures the same level of protection as
passenger and baggage screening.

ATSA, however, did not establish specific requirements for the physical
screening of air cargo. With regard to air cargo, current regulations specify that
aircraft operators must use the procedures, facilities, and equipment described in their

security program to prevent or deter the carriage of unauthorized explosives or
incendiaries in cargo onboard a passenger aircraft and inspect cargo shipments for L]

So, what is the system, that we have in mind and how do we design this system is the
question really. So, I would want you to go and read this documents I would not going to
the detail. But of course, you it is available for download you can simply download this
and read this document and get you a very good feel of what is the problem on hand and
what is it that we want to solve and what are the new issues that have come up. Because,
this is published was published more than 10 years ago. What are the new issues and
how does one look at this huge market segment of logistics right and how can IoT help in

this logistics area ok.

So, essentially this is the module on logistics essentially ok. Then, I have taken cargo
particularly air cargo as a application case for us to understand in detail alright. So, that
so, I leave it that and leave you with thoughts that there has very strong motivation, why
you want to monitor cargo right. So, at least to that extend the need establishment is in

place.
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Cargo Monitoring 1s a surveillance technique that is meant to monitor cargo through 1ts passage in
airports while enroute its transit from source to destination. Billions of dollars is lost in the
aviations industry due to tampering of freight cargo. A rigorous manual evaluation of freight will
lead to significant loss in time and only 4 % of the cargo as transported today can be transported.
Hence what we need is a semi-automated, non-invasive monitoring technique that has as little
human intervention as possible.

The state of the art technologies for monitoring and tracking [1,2] in Supply chain Management
(SCM) are :

. Barcode

RFID

. Magnetic strip

. Optical Character Recognition

. Biometrics \

. Voice and Video systems

o A W o —

Most of the technologies mentioned in points 1-5 are well suited in tracking a cargo but not so
ideally suited for detecting cargo tampering. Hence, the best-suited among all the above

Now, so, let us go back to this document and look at quickly what are all the possible art
of you know this technologies for monitoring and tacking in any supply chain
management. Barcodes I mentioned to you RFID is another possibility, magnetic strip,
then optical character recognition, biometric, voice and video systems are also something
that can be used for many of these you know monitoring and tracking applications

including cargo systems.
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tamper of cargo.
Generally a cargo that arrives at an airport passes through the following key points.

1. A Warehouse: Where cargo is stationed before it is loaded to the acroplane.

2. A Cargo Loading Zone: All cargos carried in the aeroplane have to be methodically loaded
to the planes for transit.

3. The Aeroplane: The cargo is now stationed inside the plane to reach its appropriate
destination.

ANRC Proprietary 1




So, whenever cargo comes at the airport at I mentioned to you three parts right a
warehouse cargo loading zone and an aeroplane. So, cargo is stationed here before it is
loaded into the plane and then cargo loading zone. Essentially is all cargo carried in the
airplane have to be, methodically loaded to the plains for transit and then inside the

aeroplane you push it you pushed it inside the aeroplane.
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Our Proposed Solution

A video/image analytical solution has to be devised to cater to the needs of two important systems
integrated together to form one cohesive solution

L. The Surveillance system: In this system, we intend to place surveillance cameras and other
necessary sensors (Light, Thermal/PIR) to detect the cargo amidst a varied background,
continuously monitor it and feed the data as monitored by the camera to a surveillance centre where

possibilities of tampering are monitored through an image processing algorithm.
The Main Technologies Involved.

1. Establishing Regions of Interest from the whole frame . The following scpm‘aliron criteria
have been used
1.1 Color (Status : Complete)
The image s first transformed them into HSV plane. Based on a range of hues

decided based on the color to be separated,a mask of the colored region is created
1.2. Depth (Status: In Progress)
When there is no distinct color difference between our object of interest and the

So, our proper solution that thing that I am looking up is that we need to build a
surveillance IoT based surveillance system, which sort of monitors this cargo. Means,
that you need a surveillance camera and this surveillance camera is both day and night
camera. And then you will meet the necessary sensors like light sensors to just a see,

what is the ambient light at the moment.

Then, you need movement right if you want to protect your cargo you have to ensure that
nobody comes close to the cargo. So, you need movement detection, thermal sensors, a
human thermal radiations which I did in the previous design for IoT course, you can look
up some modules there, where thermal sensors can be used very cheap once. You can use
8 cross 8 thermal sensors or you can use even 4 cross 4 thermal sensors and these can

actually detect human being said some close distance.

So, you are interest in protecting your cargo monitoring your cargo and ensuring that

nobody comes close to the cargo. So, you can you PIR as a possible detection, then you



can use thermal sensors and you need to detect light. What is the current lighting

condition that is there around the cargo?

So, that if you have to do I R and you have to move from black and white to colour and
all that you will need to enable based on the light conditions right. Because, in most
cameras in the night when the lucks falls down 0.001 lucks and all that you would not be
able to get colour images right, you will only get black and white images. So, the
cameras are intelligent to switch over to get you night pictures by making it black and
white. So, all these things have to be incorporated into your solution most often high end

cameras actually have these facilities.

But, if you are doing it during the day then you are interested in colour images and then

you have to do the you want to get a you want to look at the separation criteria.
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decided based on the color to be separated,a mask of the colored region is created
1.2, Depth (Status: In Progress)
When there is no distinct color difference between our object of interest and the
surrounding, a special depth sensing camera can be employed. These cameras work
using infrared light and hence are less susceptible to luminosity changes [3]. These
cameras provide information of distance of the object from the camera. Using this
information we can separate spatially displaced objects. The depth sensors available
in the market currently have a range of .5-5m. However industrial sensor are being
developed with a much a larger range.
1.3, Motion (Status: Complete)
When a part of the image is moving then the region of the moving pixels can be
identified by background subtraction techniques[4].
1.4, Shape (Status : In progress)
By establishing the edges of an object by image segmentation, we can identify
certain types shapes of the from the image which can be used to separate them(5].
1.5, Manual (Status: Complete)
There is always the option of manual selection of the interested region by the

A

That you want to use for establishing the region of interest, when you take a camera
picture and then you have a full picture of the system cargo is only perhaps occupying
not all pixels, it is just occupying one part of the image. And therefore, you are interested
in just the region of interest and therefore, you could look at colour for instance use
colour as an important signature. The image is first transformed into some sort of HSV

plane. So, you are already building your system.



To use colour and based on the range of use we decide decided based on the colour to be
separated a mask of the coloured region is created. So, you can do colour as something
that so, this pro you see status complete is something that is internal to us, we have been
working on it. So, we have completed this colour based you know using different
technologies like colour as one of them, depth we are still working on it, but we have

made some good progress on it.

And where there is depth essentially means when there is no distinct colour difference
between our object of interest and the surrounding, a special depth sensing camera can be
implied. These cameras work using IR light and hence are less susceptible to luminosity
changes. These cameras provide information of distance of the object from the camera.
And therefore, you can use these depth sensors and they will tell you how far these
objects are right. So, the problem is if colour merges, if colour cannot be used as a nice
feature for separating out the region of interest then, you may want to use depth as well

alright.

So, then motion when a part of the image is moving, then the region of the moving pixels
can be identified by background subtraction techniques, something that is quite well
known in the image processing world. Shape is another thing you can establish shape of

an object by image segmentation
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Y When a part of the image is moving then the region of the moving pixels can be

identified by background subtraction techniques[4].

1.4, Shape (Status : In progress)
By establishing the edges of an object by image segmentation, we can identify
certain types shapes of the from the image which can be used to separate them([5].

1.5, Manual (Status: Complete)
There is always the option of manual selection of the interested region by the
operator

=)

The following assumption have been made on each of the categories
2.1, Cargo (Status: Complete)

The cargo is brown colored, cuboidal shaped objects placed in the center of the room
2.2, Humans (Status: In Progress)

The full length of the person is visible in the frame
2.3, Miscellaneous objects (Status: In progress)

ANRC Proprietary 2




And then so, many things are possible. So, you have to look at what are all the possible
signatures, that you want extract for if you are cargo, I will show you some pictures
maybe that will help you. So, then what is very important is after the so, you make some
assumptions about the following if you want to design your system you need those

assumptions to be stated upfront correctly.

So, one of the things is that cargo colour is something that we want to fix ok. The cargo
is brown coloured cuboidal shaped objects placed in the centre of a room or somewhere
some place where you know you want to start tracking monitoring from that point. And
then the full length of the person is visible in the frame if there is a human you are not
just looking at part of the human, the camera is far enough to look at the object of
interest which is our cargo, which is brown in colour and humans around can be detected

in full not just a portion of it.

And then there are other objects which can be around the cargo that is not a problem.
Then the cargo region of frame is monitored using several techniques. So, these are the 2
most important techniques that you may want to concentrate on. I want to emphasize this
because you should try ok. I can only tell you what to look for and what kind of

techniques you can apply.

Here there are two techniques and I have pointed you to both of them, which we
completed we are tried out a little bit and we are quite confident that they are good. One
is half transform please recall half transform, you did it in the nod module related to the
automotive world. Now, it is back again half transform first strap detection, you take a
piece of cargo and there are two straps which are used for tying the cargo. Look at angle
deviation of the strap for that you have to do half line and then identify the angle
deviation of the strap. So, the original angle and how much as the angle of the strapped

deviated, that also you should be able to detect. So, these are so, you will need half line.

Then you need surf, this is very important it is called speeded up robust features
detection technique with some sort of some probabilistic analysis these are interest point
essentially of the cargo. So, you have to extract the interest points, which an from an
image of the region of interest from the region of interest which is our cargo. You get the
points of interest please look up open CV description for surf, I cannot get into the detail,

but you can use this technique of surf detection technique for the purposes of cargo



monitoring very very important. Then, you need a network once you detect that there is a
tamper, you need a network and you need certain bandwidth from the network, and then

you have to transmitted and all that.

So, that is not at all very important, but we will just focus on essentially leaving it at the
fact that you do tamper detection right. Communication of a tamper is a another story,
that say something that has been, that is being touched or that has been tone or you put as
I said several sensors you can imagine also in that scenario. So, look at warehouse this is
where all the cargo has been brought and stored. And they are other all stored within a

room you have to do the region of interest exactly there.
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Some assumptions are made on the nature of each of the three locations. The position of the cargo
with respect to the camera and the lighting conditions are the main challenges which are unique to

each location.

Warehouse: Here we assume that the cargo has been already brought and stored. The camera 15
fixed on to the wall. Subsequently both the cargo and the camera are stationary. Cargos are kept
within the room, designing an algorithm is relatively easier compared to other two cases as there
will not be sudden change in light intensity variations without any human interruption.
Observations show that, the lux values inside a warehouse can vary from 0-700 lux approximately
because of change in light from the window. Also this variation becomes negligible in the presence
of indoor lights.

Cargo Loading Zone: This is the tarmac area where the cargo is takenfrom the warehouse and
loaded onto the Aeroplane. The camera is fixed on some elevated platform like a pole. In this case
the camera is stationary, but the cargo is in motion. Coming to the lighting conditions in this area,
since this 15 an outdoor scenarto, there is a huge variance of lux and can go up to 100000 lux. No

solution so proposed has the ability to withstand such high lighting variations and further

And you will have to look at cargos which are kept within the room designing and
algorithm is relatively easier compared to other k other cases as there will not be any
sudden changes in light intensity variations, without any human interruption. The reason
is a warehouse is well lit it is uniform it is indoor therefore; light intensity variations are
not going to bother you so much. And it is going to be quite a been in environment for
you to do any kind of testing. Typically, you will get 0 to 700, if you are looking at the

indoor environment.
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loaded onto the Aeroplane. The camera is fixed on some elevated platform like a pole. In this case
the camera is stationary, but the cargo is in motion. Coming to the lighting conditions in this area,
since this is an outdoor scenario, there is a huge variance of lux and can go up to 100000 lux. No
solution so proposed has the ability to withstand such high lighting variations and further

investigation on this matter is required.

Aeroplane: In this location we assume cargo is loaded onto the aircraft and the camera is located
on the wall of the plane. When the plane is parked, this scenario is quite similar to the warehouse
location. The lighting conditions are the same as warehouse scenario which is indoor lighting
between 0-700 lux. However, when the plane is in flight, both cargo and the camera face significant
jitter and turbulence. Hence both are considered to be in motion. These motion effects are yet to be
accounted for.

Challenges in Network System -

Warehouse: To provide the powerline communication infrastructure, a pop-up powerline setup is
needed where data can be coupled at the transmitter to the receiver. As of now such a pop-up
powerline cable is unavailable. So, the MIMO Wireless technology using USRPs which 15 currently

TRTHE Pabbe K

But, look at cargo loading zone this is where it is an outdoor and the camera is stationary,
but cargo can be in motion and coming to lighting conditions this is outdoor there can be
huge variation variance right of lux. If, it is outdoor during peak summer I mean sun at
noon, during summer it can also be 200000 lux, 100000, 200000 lux and all that. Down

to if there is a small cloud cover it can be down to 25,000 lux ok.

So, it can really very within seconds it can go from 200000s to 25,000 and it can 10,000
and so on and so forth. So, really the variance under lighting conditions is the variance of
these lighting conditions so, quite large. So, it is hard for you have to keep detecting it
carefully, you cannot build systems solutions for this, but indeed that is the hard problem
right. Aeroplane, it is inside the assume though the cargo is loaded inside the plane and
the there is a camera kept very close to the airplane and the plane is parked at the gate.

And the lighting conditions are the same as that of similar to that of a warehouse.



(Refer Slide Time: 25:05)

File Edit View Window Help

Bom [Bee |[EQODPH|E020LEE autonize + | [
D[ [N | =@ 8 Tools | Filasgn | Comment
JIST TS (U IOIIO: LIV wrar U I IVUVIT T IV3% TV TVIT SEIvee ey ot

accounted for.

7 Challenges in Network System

Warehouse: To provide the powerline communication infrastructure, a pop-up powerline setup is
needed where data can be coupled at the transmitter to the receiver. As of now such a pop-up
powerline cable is unavailable. So, the MIMO Wireless technology using USRPs which 15 currently
under development seems like a good alternative solution.

Cargo Loading Zone: There exists a pop-up cable to couple the powerline to the transmitting node
and decouple at the receiving node. So, a solution which uses MIMO Modems to transmit and
receive data works well for this scenario.

Aeroplane: When the cargo is stationed inside the aeroplane, the same set-up used at the cargo
loading zone can be used for the aeroplane for the duration that the plane doesn’t take-off. Once the
plane has taken off, an alternative network solution 15 yet to be devised.

ANRC Proprietary 4

Like inside the plane they would not be much variance in the lucks. So, that should be no
problem at all for you alright. So, there are other things which may not be of interest in

this document.
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Evolution of the Surveillance System

The region where the cargo is placed has to be extracted, and sent to a surveillance centre which
monitors whether a cargo has been tampered or not.

Region of interest

In any surveillance video, there are multiple objects an operator needs to observe such as humans.
The pixels of the image frame containing these object of interest is called Region of interest. To
automate the tamper detection system, these objects must be identified and their behaviour
categorically analyzed to deliver a tamper report[6]. In this project, the objects of prime importance
are the cargo, humans, and the some miscellaneous objects like knives, scissors, fan, lights,
windows etc.

Multiple detection techniques are being used in conjunction to detect each of these objects. The

cargo is being detected by using depth, color and shape information. Then humans are being
identified by motion, depth and body shape information[7]. The miscellaneous objects will be

Now, I will show you a set of slides by which one can actually do this air cargo

monitoring detection ok.
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AIR CARGO MONITORING: %
A ROBUST TAMPER DETECTION AND RELIABLE
COMMINTCATION SESTEN

Rathinamala Vijay, Harshpal Singh, T.V.
Prabhakar, Vinod Hegde, Pavan shigehalli

So, let me show you that this is work done by a few of our colleagues and the students in
the lab. As you can see their names here Ratnamala Vijay, then Harshpal Sing, Vinod

Hegde, Pawan and so, many others have worked on this project.

(Refer Slide Time: 25:47)

PROBLEM STRTEMENT

+ Cargo is stationed 4-12 hours in various places at the
airport terminal. During this time tamper might occur.

+ Rirline industry reports billion dollar loss every year due
to tampering of cargo boxes

Basically a tamper detection system, here is a problem statement you have to post similar
problems, problem statement to yourself if you really want to provide the some sort of
solution. As a cargo is stationed 4 to 12 hours in various places at the airport terminal and

the airline industry reports loss we know this very well.
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APPLICATION SCENARIO
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See this picture ok. You have the storage area and sorry you have the storage area, you
have the pallet built up area, then you have the cargo loading zone and you have inside
the aircraft. Pallet built up is you not take one cargo, but you take a set of cargo boxes
and make it into a pallet. And then you maybe now monitoring just your part of the
cargo, which is part of the pallet or you may be monitoring the full pallet, that is also

possible right. Both you have to again look at what that scenario is?
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107 SOLUTION

+ We have developed a test bed for Air cargo monitoring
with two main functions.

1. Tamper detection :

Dislocation of strap by certain angle

Cargo net removal or displacement

2. Reliable communication
WIFI and PLC network are coexisting

Node associates with particular network with least
signal attenuation.



Now, what is the IOT solution? The IOT solution is to detect dislocation of strap by a
certain angle. And if there is a net round the cargo, you should be able to easily identify
the cargo net removal or displacement ok. And communication has to be very good it has
to be reliable, you can use power line communication if there is sufficient you know
power points plug points for you, you can combined with WIFI. And then use the WIFI,
PLC hybrid network to carry this data alright.
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File Edit View Window Help
Bow Qe BB 00PRGET

OICIRZI R ACICIEZI BN < |

TAMPER DETECTION

» HOG feature
extraction is used for
net removal or
displacement.

* Hough line transform
for strap tamper
detection.

+ Any one tamper is

€Ol ed a short,
video clip is acquired
and sent across using
reliable |
communication
network.

How do you do it? That is an next question, you see here that what they normally do is
they so, we have to do in this way. You get the first video frame do background
subtraction essentially use this mixture of Gaussians, based subtraction, then use this

YOLO framework object detection in real time right, we discuss this last time.

So, use this YOLO object detection, if it is cargo with net you do it in one way, if it is
cargo without net you do it in another way. So, you can see it with the right is cargo
without net, if it is without net detect parallel straps simply do half line transform and
look for strap integrity. And if there is it is the strap integrity is disturbed, then you will

have to flag an alarm and then move on from there right.

Look at that with cargo with net this is that is this part here, you look at net integrity , but
now you do not half trans half line transform, because it is not a cargo without a net it is
with net. So, you now do what are known as HOG. This is called Histogram of Gradients

feature comparison and then you flag an alarm, if the answer is no then there is no



problem at all, if the net integrity feature comparison is you know if it is if it gives you
beyond the threshold, then you have to flag the alarm otherwise, you simply go on

checking in a loop.

So, this essentially means that there is feature comparison is going fine you keep going
back in this loop, but if it is in the feature comparison says that there is a difference then
you are a flag an alarm right. Same thing this alarm would again come back from strap
integrity, if there is a no then you come back here, integrity is gone; that means,
essentially if it is yes there is no problem, but if it is no again it come back to this alarm
flag. And this alarm flag is the one that will actually take and then we have to

communicate soon as there is a tamper.

Thank you.



