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So, you can see if you have to understand this area of counter feting, we definitely have a
module on the automotive part in this right. So, we have a large module on automotive
this one IOT. And, we did discuss about air, fuel, mixture, ratio and all that which
essentially improves the performance of the engine fuel efficiency and so on and so

forth. What happens if you have a counterfeit of that ok?

Suppose you have a throttle body which is a counterfeit of the original one and or throttle
body along with the ECU. Because, ECU is the one that ultimately you know giving
command to the throttle body to do a few things that is opening the no energizing the

motor to open the butterfly valve and all that.

So, ECU if I clone, I will have my own system and I can you know sort of essentially
take control of the complete car right. So, such vulnerabilities have been identified way

back in 2014 on very famous you know in well branded vehicles.
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I will point you to an article here which appeared in the triple e spectrum, you can see
that if I can perhaps even enhance it new more it may be useful. So, let me see I will go
400 percent no that was too much. So, maybe 200 percent or maybe 250 percent let me

try. So, that yes I think this is good right.

(Refer Slide Time: 02:27)

obtained through reverse engineering. Honda w g
the counterfeits exhibited a number of problems, including random

il connect toan (‘.‘I'.IgiTlE Fﬂke hardware

J) present particular safety could open the
concerns; researchers have demonstrated that,  door to malicious

CU access, they could hijack a car’s malware and

! critical failures
brakes and steering.

So, you can download this article anytime which appeared. So, so here is the issue if you
change the air fuel mixture right; this is on hond Honda car this happened in February
2014. And, they were selling a cloned version of Hondata S 300 this is a plugin module
for engine computer essentially and ECU, that reads data from sensors and it is
modifying air fuel mixture idling speed other factors all that it can have access to

moment you have a cloned hardware right

So, this is very close to a genuine product and so, can be leading to very dangerous
situations. And, it could open door to malicious hardware and critical failures of these

complete system.
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1% fl juist car parts that are being
cloned; network routers and parts for
routers are also popalar targets for clon-
ers. That may not sound particularly
seary until you consider that a hacker
whaohas control of acloned router can
then intercept or redirect communica-
tions on the network. Look at the 2010
caseof Saudi citizen Ehab Ashoaor, who

was convicted of purchasing cloned
Cisco Systems gigabit interface con-
verters with the intent (o sell them to
the LS. Department of Defense. The
devices were to be installed in Irag in

Ancdunlike counterfer electronics of

the pat, modern clones are very sophis-

ticated, Previously, counterfeiters would

simply re-mark or repackage old or infe-

rior components and then sell them as
il they were new and top ol the line; the
main problem with these knockoffs was
poor reliabiliey, Cloned electronics these
days are potentially more nefarious: The

counterfeiters make their own compo-

neits, boards, and systems from scratch
and then package theminto superficially
shmilar products. The clones may be less

reliable than the genulne product, hav-

So, one may have to you put it to a little lower. So, that you get a full picture.
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encryption, and end-point authentica-
tion. Software hidden ina router could
allow anattacker to take control of other
systems on Uhe network, rerouting data
toremote servers or even disrupting criti-
cal systems, such as the flow of electric-
ity through a smart grid. A cloner who

So, you see here is picture of one is fake the other is real hardly you can make out if I put
it on screen here, you do not know which is fake and which is real right. So, quite state
forward is just not only about automotive parts that one have to be worried about, it is
also about the IOT devices the data that they generate, and the network to which they

inject they basically communicate to networks. And, the there are network routers which



are there as you know that when we talk about IOT devices they all have end IPV 6
addresses right.

And, they are sensing something and are perhaps they have some actuation also with
their connected to and they are giving out data. And, then there are these routers of
different which are essentially connecting several subnets and these routers are critical to

get the data to the right aggregating point where commands have to be sure.

So, if the router gets compromised again data from the sensors is going in a different
direction is going to is being directed to different spot. So, it is also about network
routers, which essentially are can be popular targets for cloning. And, see the point really
is that if you want to clone, it should make sense to the person who is trying to clone. If,
we invest a very small amount of time and has a huge impact on cloning it, it is worth
cloning. But, if you are to do a lot of sophistication to clone it I think most people will
just give it up right. You want to do all that sophistication in cloning you know reading
layer by layer of chip and all that, only if it is going to give you billions and billions of

dollars much more than your high investments.

So, that is the point return on investment in time in money is what cloners also will
examine very carefully and only then they will trend. So, it is not for fun or for anything
that people want to do, but really they want to disrupt the proper working of the system

because there is some gain in the in the in the process. So, this is another thing.
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then intercept or redirect communica-
tions on the network. Look at the 2010
caseof Saudi citizen Ehab Ashoor, who
was convicted of purchasing cloned
Cisco Systems gigabit interface con-
verters with the intent 1o sell them to
the U.S. Department of Defense. The
devices were 1o be installed in Irag in
Marine Corps networks used for secu-
ity systemsand for transmitting troop
movements and relaying intelligence
from remote field operations to com-
mand centers.

While Ashoar appears 1o have been
mativated by greed rather than any
desireto do harm, the impact ofersatz
equipment in critical electronic systems
like a secure rowter of a cars engine can
still be catastrophic, regardless of the
supplier's intent,

main probem with these knockolfs was
poor reliability. Cloned electronics these
daysare potentially more nefarious: The
counterfeiters make Ihe'iru\\'lu‘lunw-
nents, boards, and systems from scratch
and then package them into superficially
similar products, The clones may be less
reliable than the genuine product, hav-
ing never undergone rigorous 11'nlinp.
But they mayalso host unwanted oreven
malicious software, firmware, or hard
ware—and the bayer may not know the
difference, or even know what to keok for,

Installing cloned hardware into net-
works, for instance, could openthe door
1o hackers: They could launch man-in
the-middle attacks or secretly alter a
SECUMe communication |‘;|I|| between
W0 syElems inonder to |\.\'|na~m'urill\'
mechanisms, like integrity verification,
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encryption, and end-point authentica
tion. Software hidden ina router could
allow anantacker to take control of other
systems on the network, rerouting data
to remote servers of even disrupting crit
cal systems, such s the flow of electric-
Ity through a smart grid. A cloner who
succeeds in embedding malicious soff-
ware of hardware into a combat drone
could shut it down or retarget it when it
reached preset CFS coordinates.
Already, entire lines of consumer elec-
rronics have been cloned. Back in 2004,
the Japanese electronics giant NEC Corp,
received reports from Beijing and Hong
Kong that pirateswere sellingkevboards,
CDs, and DVDs bearing the company’s
Jogo, When NEC investigated further, i
discovered the problem was fir worse:
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So, you really do not know whether you are buying a cloned hardware or an unclone or a
genuine one. This is also with respect to very famous networking companies like Cisco
systems where gigabit converters, cloned once we were trying to be sold to defense
departments. So, it is more sometimes there are also people who may want to do it for
greed rather than to do any harm just because they can make a fast buck by selling of a
cloned hardware at, which they buy at some throw way price. They are basically middle
people they are not the ones who actually clone they are people who buy and they want

to sell this knowing fully well that is a cloned hardware that is point.

So, those people are only after it is only grid. So, the whole echo system of cloning and
counterfeiting is quite large different players doing different things. So, this particular
cisco systems gigabit interface, which was sold to us department of defense is was more

from greed rather than to do any harm particularly by this person.

So, unlike counterfeit electronics of the past is the (Refer Time: 07:13) today’s attacks
are much more much more sophisticated. So, this is really the point of this further things
that you are talk about. Those include you know you are essentially looking at just not
going beyond you know re marking and repackaging of inferior components, you go into
to manufacture of their own components, you manufacture components, you
manufacturer boards, you manufacture systems from scratch, and then package them into

superficially similar product.

So, it is just not simple game of just making something, but in fact, going into much
more sophistication. So, this clone may be less reliable than the genuine product and they
under go some rigorous because they do not undergo any rigorous testing, but they are

all, but they may also host unwanted or even malicious software firmware and all that.

So, buyer who knows nothing about what is actually happening simply takes it and does
not know, whether it is really a clone product or something else. Now, once you install
the cloned hardware you can do a lot of interesting things right. You can do man in the
middle attacks and you can secretly establish you know secure communication between
2 systems, bypass security mechanism, integrity verification, all of that you can do and
you can you know you can bypass all of them. And so, the software that is hidden in a
router could allow any attacker to take control of other systems on the network re rooting

as [ mentioned.



So, many things once you get access to the ones you have your own hardware installed
there which looks exactly like the original one and sold it off to and un suspecting
customer several things happen. So, cloner who succeed in embedded malicious software

or hardware into a combat drone for instance can shut down or re target it when it

reaches it 1s GPS locations.
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The eloners had developed a hostof con-
sumer electronic products-including
home entertainment systems, MIF3 play
ers, batteries, microphones, and DVD
plavers-and then sold them under the
NEL Libel, The eloners even provided
offciallooking warranty documents
10 CUSIHTIEES.

While there appear o be no publiched
reports of injury of hacking related to
this choning, the risks ane bigger today
beecause more of the systems we interact
withdally are connected o the Internet
of Things. Cloned hardware may lack
(hee security modules imended w pro-
tect such devices, and so it opens up
the unsuspecting user to cyberattack

Cloning spans all levals of electronics,
(¥ prifted eircitit board (PG ean
bt relatively straightforward, particu
larly if the cloner 14 able to use off-the-
shelf components. By contrast, choning

All kinds of issues can happen ok.
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the unsuspecting user to cyberattack

Cloning spans all levels of electronics,
Cloninga printed circuit board (PCH can
be relatively straightforward, particu-
larly if the cloner ks able to use off-the-
shelf components. By contrast, choning
anintegrated package of edectronics such
asa network router requines ohtaining
the details of all the parts as well as any
embedded firmware, manufacturing or
purchasing each part, and then assen-
Ilirg them into a functional product.
And cloning microchips, especially
today's billion-transistor versions, is
even morechallenging. A chip becomes
anattractive target for cloners only ifthe
market demand is high enough to guke it
worth the effort, That can happen when
a manufacturer stops producing a par-
ticular hip, thus forcing anyone who
wants o use the discontinued chip o buy
itthrougha distributor that still has stock,
As time goes on, the chip will become

hobwal saupply ehain. But wecan infer the
size ofthe market by extrapolating from
the cloned productsil vseiped cach
vear by police and customs authorithes.
Using this kind of extrapolation, the
International Chamber of Commerce
estimated that trade in counterfeit and
cloned products-including nonelec-
tronie products such as designer hand
tags-amoumted o $630 bllion gholwally
in 2011 The ICC projected that the fig
wre woulkd nearly triphe, to $1.7 trillion,
by the end of 2005, (The org tion
does not track electronics separately,)
Estimates duexist for certain typfesof
ehectronics, In 2005, for example, the
FBI, U.5. Immigration and Customs
Enforcement, and U8, Customs and
Torder Protection kKicked olf Operation
Nerwork Raider, an international initia-
tise tocontrod the illegal distribution of
fake network hardware. Between 2005
and 2000, the campatgn led to 30 felony

Tosh

FBI, U.5. Immigration and Customs
Enforcement, and U.$. Customs and
Border Protection kicked of Operation

Network Raider, an international initia-

tive tocontrol the illegal distribution of
fake network hardware. Between 2005
and 2010, the campalgn led to 30 felony
convietions and the seizure of nearly
$H3million worth of fake network hard-
ware; similar efforts leading to arrests
and equipment setzures continued after
thatcampaign ended, but the mmbers
Thaven't been aggregated.
Whatever the true size of the cloned
electronics market, we are sure that it
s growing, based on our work withSMT
Corp,, whose labs speci
fying cloned and counterfeited compo-
nents in global supply chains, Among
the trends contributing 1o the growth of
¢ ore-saphisticated imaging
and analysisoole-we'll discuss these in
amement-and the spread of contract
manufacturing, a business model in

ize in identi-




Cloning is not just limited to very low levels; it can be at you can do it at different levels.
This article further says you can do cloning a PCB which is pretty straight forward and
essentially it is an integrated package of electronics and obtaining details of embedded
firmware manufacturing and all that. So, it essentially means that while if you look at lot
of things that are available in open source right. You have schematics in open source you
have Gerber files, of PCB is in open source you can just take them by your own
components put them together and hardware cloning is pretty straight forward
particularly open source has given you that ability to replicate hardware. Even very
sophisticated systems are out there in open source. For example, if you want a open
source radio platform, that schematic is available components are available. And, they
give you some location where you can get the boot software and you can install it and

make your own system and all that.

All in good faith all in time terms of trying to support open frees of open source software
and getting things free cheap and to for the betterment of humanity. But, there is just 1 or
2 percent even lesser percent of people who actually take this into account and then they
turn it around and say, let me do something bad by all that is available freely out on the

internet this is really the issue here.

So, you do not only look at PCB, but you can also go to the chip level ok. So, you can
also clone chip suppose there is an IP on a chip and chip that does lot of wonders ah. For
instance in today’s world I can imagine that if you are designing a for an automotive
application you are designing a radar chip radar on chip. So, the whole chip is very and
that is working at a very high frequency right. So, you are looking at the ism band in the
millimeter wave frequencies. Particularly automotive you talk about I think it is in the 60

to 77 mega gigahertz range.

So, that frequency at that frequency you have a nice electronic chip and if you are able to
clone it, you can make billions and billions, because every car today every vehicle today
will have radar onboard right, because you are looking at safety measures and so on. So,
it is worth it if you want to try looking at those high value and billions of components

which are made.

So, people by want to look at those issues. So, today you are looking a billion transistor

versions chip become attractive for cloner’s right. And, that can happen when a



manufacturer stop producing a particular chip and thus forcing everyone who wants to
use the discount chip by through some distribute some lower version of the chip is
available. And, then there is a case here which says about as time goes on the chip will
becomes cares ok. Because, the manufacturer stop producing it and there is a discounted

chip which is available at 72 dolor and still manufactured one is at 52 dollars ok.

So, essentially as the price of the discounted chip continuous to client this, the cloners
may be willing to make the investment in reverse engineering and then start producing

that because it is in high demand. So, they may want to continue producing it.

(Refer Slide Time: 13:20)
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wants 1o e the discontinued chip o buy and analysis tools-we'll d

itthrougha distritwtor thatstill has stock,
As time goes on, the chip will become

Texas Instruments
ially the

NDMAP3S2SRCEB lists for US $72, and
the still-manufactured OMAP3SSECBRA
lists for $52, As the price of the discon-
tined chipeontinues toclimb, at some
paint cloners may bewilling to make the
investment in reverse engineering the
original chip. Or, ifthey get thelr hands
o a pirated design file, they can pro-
duee achone without a big investment.
Nobody really knows the true scake of
electronics cloning, thanks to the clan-
destine nature of the activity and the lack
of adequate detection measures in the

a moment-and the sprea niract
manufacturing, a by model in
which the companies that design chips
.1r|r.|.\)\".n'nm|||I:\||||:|\'|'I!]wa| [abrication.

Asdesign files are passed back and forth
betweenthe designerand thecontractor,
cloners will exploltany erackinsecuriy

toget those files. Once a cloner succeeds
in fabricating cred pies, the ubig
uity of online sale: 3y fo

selbersto hide their identities and attract
bargain-minded customers.

So who exactly are the cloners? They
could bejusta couple of guysina garage
or a big state-funded organization, or
something in between. State-sponsored
clomirg is thoght 1o be commaon. Chon-
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So, all kinds of issues can happen from a market perspective. Nobody really knows the
true scale of electronics cloning, because these are all done by less than 1 percent arrived
not when 1 percent. I think it is a very small 0.1 0.2 percent of people who really look at

the you know this kind of clan destine nature of activity.

So, that is what this paper is actually saying, now let us move soon. So, I am sure you are

getting a feel of where the cloners are coming from.
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ers in some countries argue that they

dor't trust U5, manufacturers, so they
} I

to understand how it's made. Using
chemical etching, for instance, acloner

Tes | PEASg | Comment

ers use theirown production lines, but
that'sanexperse few clonerscanafford.

Fighting back against the cloners isn't
easy, given the wide variety of electronic
products that can be copled and the

clone 1.5, chip i chips  can rem hlayerofachipor PCB, - multitude of ways choners use to get the
are free of deliberately implanted mali- - Unlike the technique using high-end  job done, Todate, the main defense has
clous elreu metimes called hard-  microscopes and X-ray machines men-  involved supply-chain security-essen

ware Trojans. A side benefit is that the
farkee chips come with no licensing fees,
These clones can and do get onto the
international market,

Regardless of who's doing the cloning,
they generally followa tworstep process:
Firat, they copy a design, and second,
they fabricate the product. The clon-
ers may secretly buy the design from
an employes at the target company, or
they may hack into acomputer contain-

tioned above, this process requires only
alow-power optical microscope 1o view
the result, But the eloner might have o
gothrough 50 or more chipsor PCBsto
get the design right.

Insystem-evel eloning, such asthat
needed o reproduce routers and other
IIl'r\“\ll ||.|f1!\k'.'||"" l'lﬂ[li'[\ may use

some form of reverse engineering, or
they may buy the design details from
a friendly source at the manufacturer,

tially, giving eac] p, PCH, and prod-
uet 2 unbgue identification number to
allow it to be tracked throughout the
supplychain, from the manufacturer o
the end user. That tactic, however, has
proven of little value. The 1D numbers
are maintained in open databases so
thiat companies can verify theim, Cloners
can simply access the databases, copy
the 10 mumibers, and then place them on
their counterfeit goods. Supply chains

ing that information. along with stray partsor productsthat  are socomplicated that it's impossible
Aslightly more sophisticated approach  failed testing. But to complete the clone 1o distinguish betweena legitimate com-
s 10 reverse engineer the intended prod- - design, they also need to install firm-  pany making a database query and a

tct. This kind of work has gotten much

ware-the baslc programs used to tell

cloner stealing 10s.

And you will also see that they do all kinds of things the copy a design and fabricate the
product that is simple to do, they may do sophisticated things like they may do imaging
of the chip, they do they use imaging instruments and analysis tools and so on. They use
optical microscopes and they can produce 3 D images and they may do chemical etching
which by which they can do layer by layer and so on. So, you can use techniques like
high and microscopes and X-ray machines and go and actually get to you know get a

picture of the chip that is of interest alright.

(Refer Slide Time: 14:50)
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along with stray parts or products that it's impassible
Aslightly more sophisticated approach  failed testing. But to complete the clone 1o distinguish betweena legitimate com-
s o reverse engineer the intended prod- ~ design, they also need to install firm-  pany making a database query and a

tict. This kind of work has gotten much
easier inthe past twodecades. The advent
of better and cheaper imaging instru-
ments and analysis tools have enabled
reverse engineering of even the maost
complex microchips. Today's optical
micrascopes can produce 3D images of
a chipwith superfine resolution, Scan-
ningelectron microscopes and mansmis-
shon edectron microsoopes can image the
avers; high-resolution
o the same for
compa-
les like Techinsights (which recently
acquired Chipworks) use this kind of
imaging legit y Bor the purposes of
competitive analysis and patent research,

The other type of reverse engineer-
Ing involves taking the product apart

ware-the baskc programs used to tell
the syslem how Lo pw
Tor a Fouter might ing

stich as what frequency the router com-
municates over or what type of secu-
rity protocols it uses. On most PCBs,
the system firmware is stored in non-
volatile memory-ROM, EEFROM, or
flash. A cloner can copy it during the
power-up cycle, by tapplng a data bus
when the processing unit loads system
instructions from nonvolatile storage
intoactive memory. Alternatively, the
cloner can look directly at the mem-
ory Itself, using a scanning electron
microscope or infrared backside imag-
ing; the latter takes advantage of the
fact that semiconductor materials are
transparent to certain wavelengths of

Firmware
deinformation

cloner stealing 1Ds.
S researchers ir

ademia, govern-

ing on other appreaches. One tactic
involves tagging chips and circuit
boards withspecial materials, such as
plant DNA. Clone fighters take botani-
cal DNA sequences and scramble them,
creating unigue patterns that can be
used as a signature for a batch of elec-
tronle parts. They then mix this DNA
with selected luorophores, which are
chemicals that glow under specific
wavelengths of light, and tag the elec-
tronics with this DNA Ink.
Purchasers trying to confirmwhether
achip is authentic will scan it for the
fluorescent signature; ifit’s missing, it's a
sure indication that hiingg i Wrong.
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So, as I mentioned chemical etching and all that is another possibility. So, the cloner can
copy it during so on most so, let me just read the sentence on most PCBs the system
software is stored in non-volatile memory. You can the cloner can simply copy the
software by tapping into the data bus and when the processing unit load system
instructions from the non-volatile storage interactive memory. Or the cloner can directly
look into the memories see these very sophisticated techniques, you can read off the
memory locations, and you can get to the key ok. You can use microscope or infrared
backside imaging the large the infra the infrared backside imaging has an advantage that

semiconductor materials are transparent to certain wavelengths right.

(Refer Slide Time: 15:49)
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e LT s light. Under a powerful microscope, the
cloner canactually see the stored 15and
Osand reconstrict the code.

Finally, to abricate the fake, the cloner

typically turnsto an independent man-
facturing facility, whish may be similar

fewoar evers e same as that used 1o make
the genuine product, Occasionally, clon
ers use theirown production lines, but
thar's anexpense few cloners can afford.

Fighting back against the clofiers isn'

And, under powerful microscope the closer can actually see the stored ones and zeros
and reconstruct the court. So, you can see that. So, much of sophistication is applied if it
really makes financial sense to the cloner to get to that point, how do you fight back? ok.
So, that is really the issue. So, one thing that you can do is you know it is not easy that is

for sure ah.

So, you can say fighting back against the cloners is not easy given that the wide variety
of electronic products that are there. The make today the main defense has been supply
chain security ok. Essentially you do something giving each chip PCB product unique
some ID you put and you start tracking that ID, but the problem with this id based
system is and see all this things that is each a PCB or product identification ID and all



that is part of the supply chain and it is in some database right, it is stored in some

database cloner has very easy access to the database.

So, you can simply go to the database and pull out this information and start using it on
whatever he has cloned. So, cloners can simply access databases copy ID numbers and
then place them on their counterfeit goods. So, it is very simple this is not this is what is

currently happening, it is not going to work really ok.

Now, here is a nice solution to this problem pretty expensive solution though, but I
would say it is a novel taught that how do you get all get out of this counterfeit issue. So,
you can it is just an introduction because we do not have, I do not have any lab setups to
show you, what the solution is, but am also excited to say that this is what you should be
doing if you want to move forward with the 2 problems which I mention to you related to
device hardware device part which essentially is pans the device identification I mention

to you.
So, if we open that back so that.

(Refer Slide Time: 18:09)
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So, the 2 problems I mention to you which are of interest to us is related to identity and
of course, tamper open install close as we said. And, you look at all these things get back
nice possible what can you do if you have such a very rich amount of hardware sitting on

a small embedded device. So, let us move on to see what you can do? What this article is



saying is that, you can tag chips and circuit boards with special materials. So, materials

engineering has become a taken fore-front essentially you look at plant DNA.

So, I would urge you look at plant DNA and then you start fighting the cloners by take
clone fighters take botanical DNA sequences and scramble them, creating a unique
pattern that can be used as a signature for a batch of electronic parts. They then mix this
DNA with selected fluorophores, which are chemicals that glow under specific
wavelengths of light. And, tag the electronics with the with this DNA ink. Now,
purchases trying to confirm whether the chip is authentic will scan it for the fluorescent

signature, if it is missing it is a sure indication that something is wrong.

(Refer Slide Time: 19:39)

1T the Muorescent mark exists, the pir-
chaser will swab the spot o pulla sam
ple of the DNAand then send it to a lab.
Standard forensic DNA techniques are

useed to identily the plant sequences,

which get checked against the product’s
database to confirm whether the label
and the part matches.

According to Janice Meraglia at
Applied DNA Sciences, one of the com-

panies that offer DNA authentication,

DINA tagging is pretty much chone proof,
‘The DNA sequence data s held ina data-
base that is accessible only o laboratory
stafl, unlike the open databases used for
traditional parts 10, Cloners also don't
have access to an essential element of
the DNA tagging process: the primer
required o start the chain of DNA for-
mation. Primers are small, custom-buil
sequences of DNA towhich other specific

The behavior most often explolted by
PUF designers is the variation among
switching speeds of different transis-
tors, When many transistors are com
bined into a circult, the differences in
their switching speds alfect the signal
propagation alonga specilic path, which
can be measured and compared with
the signal propagation of another, sup-
posedly identical path on the same chip.
From the two paths, the manufacturer
can create.a 1-hit signature for the chip.
For eXample, if the switching speeds are
faster along the first path than the sec-
ond one, the manufacturer can assign
the bit 2 *17 To ereate a longer signa-
ture=say, iGor 64 hits=it typically com
pares more paths.

Thie PUF paths must be designed into
the chip, either making use of exisi-
ing features on the chip, such as test

mobsocdy hias yet figured out a way to aveld
unstable sigmatures altogether.

Anather problem with PUFs is their
cost, which results from the addi
tional design time, any new circuitry
that needs to be included, and the
signature-gathering lrom the finished
chip. PUF technologies that rely on exist-
ingchip components-suchasembedded
MEMOry or [est sSructures (o generate
the signatures-will add little or no cost
1o the design.

A final problem is that cloners could
use statistical modeling to predict the
behavior of some PUFs. Researchers
e demonstrated that signatures from

some PUF technologies aren't as ran-
dom as initially thought, and therefore
chips with those types of PUFs aren't
protected from being cloned.

Despite these concerns, some com-

If the fluorescent mark exists the purchaser that will swab this part to pull out pull a
sample of the DNA. And, then send it to a lab standard forensic DNA techniques are
used to identify the plant sequences which is checked which get checked again the

products database to confirm whether the label and part.

So, important so, important that you got to do it at multiple levels in order to know that
yes this is what I got and this is indeed the genuine part that I have. Imagine important
parts ok, landing gear for instance of a plane. If, it gets you get a cloned landing gear you
are you are in serious trouble right. The aircraft manufacturers is in serious trouble in the;
if he uses these kind most often they are manufactured locally they are manufactured

within the company, but critical parts may also sometimes be manufactured not



necessarily in the same factory. There could be an integration place where is there is a
assembly of all the parts. And, the part itself could be manufactured by the company in a

different location.

During transit something can happen ok, when it is been brought to the place of
assembly something can get swapped. So, these issues will have to be born in mind and

it is possible that you will have this you will have to somehow solve this.

So, this d n a methods are appearing to be very very attractive. So, let us move on
because it is indeed something that I want you to urge and look up as we go along to

solve this major problem.

So, in summary if the fluorescent mark exists the purchaser will swab the spot to pull a
sample of the DNA. And, then send it to a lab then you do some DNA techniques
forensic DNA techniques, you identify the plant sequences you can check it against the

products database. And confirm whether the label and part matches this is how you

would exactly say that it is genuine.

(Refer Slide Time: 21:55)
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traditional parts 0%, Cloners also don't
have acoess 1o an essential element of
the DNA tagging process: the primer
required 1o start the chain of DNA for-
mation. Primers are small, custom-buil
sequences of INA towhich other specific
sequencesof DNA attach; they basically
help DNA sequencing tooks find the start
of the DNA chain.

The downsides of DNA tagging are its
expenseand how long it takes for authen-
tication. Right now, the list price of a sin-
ghe test is $250, accon
this eost drops when an orgs
signs on for a regular supply-chain test-
g program. And, she says, the company
s workingon test equipment that could
beused ata parts purchaser'slocation to
reduce thetime lag, turning tests around
inunder an hour,

These issues have kept the technique
Trom hecoming widely adopted, but

alion

o U5, government agencies have

O e, The FRanuTAcTurer can assign
the bit as *1” To ereate a longer signa-
ture-gay, 6or 64 bits-it typically com-
pares more paths.

Thee PUF paths must be designed into
the chip, either making use of exist-
ing features on the chip, such as test
circuits or embedded memory, or by
building in dedicated cireuitry. Once
a batch of chips s manufactured, the
chipmaker checks how the PUF struc-
tures on each chip respond to specific
inputs generated by external or inter-

chip's unique signature in a database.
A CUSTOMIET Can query the database 1o
see ifa chipatany phase in the supply
chain is authentic or fake, in much the
ay a database containing blo-
metric fingerprints can be checked 1o
identi

Because PUF fingerprints are deter-
mined during the manufacturing pro-
cess, they are extremely diflicult to

TETAVITE 0T SOMTE PUFS. RESEareTiers
hawve demonstrated that signatures from

some PUF technologies aren't as ran-

dom as initially thought, and therefore
chips with these types of PUFs aren't
protected from being cloned.

Disspite thete concerns, some com-
panies, inchuding Microsemi Corp, and
Xilinx, have started to use PUFs for chip
identification. And researchers have been
extendingthe concept toprinted circuit
boards. In this case, they use random
variations inside the chips that go onto
the PCB as well as variations in the metal
traces that connect them. This approach
s particularly exciting becaise, unlike
chip fingerprints, PCB fingerprints
can be checked remotely to verify the
authenticity ofa plece ofequipment. So

the technique could be used, for exam-

e, toensure that eritical infrastructure
components, once installed, aren't later
replaced with clones,

One of the companies that it is not far off right, so, this is already there in practice. DNA
authentication DNA tagging is pretty much clone proof that is what they say because the
DNA sequence data is held in a database, that is accessible only to laboratory staff unlike

the open database is used for traditional parts ids. Still I would say this is a you know



sort of a risky affair, if this database which is held in the lab get compromised then you
are again in little bit of a trouble., But, what can you do this the best that you can think of
today, cloners also do not have access to essential element of DNA tagging process, the

primer required to start the chain of DNA formations.

So, primers are small custom built sequences DNA to which other specific sequence of
DNA attach they basically help DNA sequencing tools find the start of the DNA chain.
So, this tagging process is not available with cloners. So, therefore, cloners to do
something with DNA tagging is not going to be easy, but there are problems with DNA
tagging as well it is very expensive, it is something around the range of 200 and 50
dollars, but they expect that it will come down and see that the latest equipment that

could at a parts purchases location can be there right there.

So, you do not have to take it to labs and do all the testing and all that. So, these issues

are still there, but I think it is making good progress.

This is one part of the story. The other part of the story is if you do not have DNA
matching and all that sophistication built in is there anything, which can trigger from this
picture is the question ok, from this picture what can be triggered? It turns out that you
can do a lot, already if you have a system like this and generate what is known as a

physically unclonable function. It is called PUF and PUFs are well known.

They are not taken off, but they are a cheap good replacement for solving this problem of
device identity at least. For sure you if you do any replacement of any subsystem of this
you should be able to do an identity tampering that is another thing you can do it
differently, but directly PUF may not you know try to tell you anything with respect to
tamper, because that is essentially opening a product, installing something and closing if
the installation is a hardware installation, then PUF can directly pitch in right hardware

installation.

But, it is a software installation what you can only do this you must be able to detect that
the system was being opened. And, then you could perhaps you know only flag that part.
So, I would say identity is something for sure; you will be able to avoid. And therefore,
counterfeiting is something that can come very strongly into this product. So, let us see
what is article father says about physically unclonable functions. Now, so, we looked at

that alright.
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s sslve keptthetechnique  Because PUF ingerprints are defer-  components, once installed, aren't later

’ from becoming widely : mined during the manufacturing pro-  replaced with clones.

some U5, government ag
already begun to tag critical e
prarts. Meraglia thinks the technology
will soon move into the nancial ser
vices industry to verify eritical partsof
Its infrastructure, such as the routers
that move data.

The latest premising countermeasure
against electronics cloning is some-
thing called the physical unclonable
function (PUF), which can potentially
protect chips, PUBs, and even high-kevel
products like routers. PUFs give each
chip a unicque "fingerprint.” They rely

on the physical variations among tran-
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Iike the width of metal traces, whichin
tumcausesubtle differences in behavior,

cess, they are extremely difficult to
replicate, But they suffer from several
problems that have prevented their
widesp
bility. Thetiny v:
that underlie thechip's digital signature

ations in ransistors

can {luctuate along with the supply volt-

agge of the amblent temperature. And as
atransistor ages, its switching speed
can slow down.

These problems can be addressed to
someextent by Increasing the mmber of

shgnaturesused foreach chip. In this way,

achip can be recognized based on a less-
than-perfect match over a lange number
of signatures; when it comes to detecting
clones, a0 percent match for 100 signa-
tures may be as fisod as or better than a

perbect match for just one signature, But

1 adogtion. The fiest is insta-

Resoarch

d matheds for
clone detection is just beginning. Gov
ernment and industry will need 1o pay
nofe ante

o b ks s, as powerful
reverse-engineering ook become cheaper
and more acoessible o would be cloners.

And as the number of Internet of
Things devices grows, everyone should
Isecome more W the dangers that
cloned products pose, Some industry
projections estimate the [T papalation
cottld reach 30 billion by 2020, Imagine if

just | percent of those conmected devices

weere clomes harboring malicious hard-
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waiting for the opportunity to launchan
attack ol the clones. @
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So, the latest promising countermeasure against electronic cloning is something called
the PUF. Now, what is essentially means is potentially PUF physically unclonable
function, it can protect chips, it can protect the PCB, even high level products like
routers and all that, essentially PUF will give each chip a unique fingerprint. So, it is
essentially about fingerprinting and they relay on the physical variation among transistor
or other component on a chip. Like the width of metal traces which in turn cause subtle

differences in behavior ok.

So, what this means is it is very profound statement to make, that if you buy a chip
silicon chip. The process variation from chip to chip is so high, that you should be able to
pull out some sort of a signature, some sort of fingerprinting from that chip. This is in a
sense what the physically unclonable function is trying to say. That is I should be able to

identify uniquely between 2 controllers, that this controller is different from that.

Although they look identical they manufacture in the same assembly line, in the same
manufacturing process, because of the process variation you can have you can have
different signatures, you can generate signatures, you can generate a fingerprint of the

chip, just because of process variation in the process manufacturing process variation ok.

So, let me read it again they relay on the physical variations among transistors or other
components on a chip, like the width of metal traces which in turn causes subtle

differences in behavior, small differences are there in behavior and this is essentially



what you may want to use. So, PUF designers will look for this variation right. And, it
could be in terms of switching speed of different transistors manifesting itself in

switching speed right.

So, when many transistors are combined into a circuit, because a chip compresses of
billions of transistors like, the differences in their switching speed affect the signal
propagation along a specific path which can be measured and compared with the signal
propagation of another supposedly identical path on the same chip rights. So, this is the
key. From the 2 parts the manufacturer can create a one bit signature for the chip ok.
Now, he gives an example if the switching speeds are faster along first path than the

second one the manufacturer can assign the bit as 1.

So, then you create a longer signature say 16 or 64 bits, it typically compares more parts.
So, essentially you are looking at this sentence, when many transistors are combined into
a circuit the differences in the switching speed affect the signal propagation along a
specific path, which can be measured and compared with the signal propagation of
another. Supposedly identical path on the same chip, supposedly the identical path, you
make a comparison you will get someone bit signature, you compare with many parts,

then you will get you can get a longer signature 16 or 64 bits.

So, essentially the this whole module on security is related to PUFs and I took this long
to arrive at this point ok. So, please concentrate on this hot topic and try to look up as
much literature as possible on the area of physically unclonable functions, which are
essentially generated due to process variations, which manifest itself in terms of what
just read about a signal parts timing related, delays that are there between different parts,
all that is happening because of the process variation which is indeed the cause of the

problem.

Now PUFs parts was be designed into the chip either making use of existing features and
you must have a way of measuring it right. So, you must have test circuits or embedded
memory or you should build some embedded circuitry which make makes a

measurement of this you know path delays right.

So, you must you need circuitry. So, you essentially should make one more chip, which
again can have it is own variation, but it has the ability to measure this variations in the

existing chip and then. Either you make it chip or you make an additional circuitry and



you have to embed that circuitry, that is the penalty you pay, you build something, you
want make it secure, you want to extract something in terms of hardware signature from
the actual device because you want to uniquely identify it then this circuitry will be
required. That is perhaps a problem, you may say that oh how will I put that additional

circuitry, but that indeed has a lot of value in making in to get into to PUF.

Right once a batch of chips is manufactured the chipmakers checks how the PUF
structures on each chip respond to specific inputs are generated by external or internal
test circuitry. And, then registers the chips unique signature in a database. Manufacturer
can also do this test and put it into a data base. Now, a customer can query the database
to see if a chip at any phase in the supply chain is authentic or fake, in much the same

way a database containing biometric fingerprints can be checked alright.

So, this is still taking help from the manufacturer, because PUF fingerprints are
determined during manufacturing process there extremely difficult to replicate, but the
question really is why would the manufacturer want to maintain such a database. For
every chip that he or she manufacturers in the assembly line it is not going to be a

scalable solution right, it is not going to work.

So, I think whoever is trying to use those chips into their systems, they will have to take
up the responsibility of adding that additional circuitry externally perhaps. And, then
make a measurement themselves and create a private database of all the you know this
modules electronic embedded module that they are likely to use in their installation. So,
that I think would be better approach, than perhaps asking the manufacture because you
going to manufacture billions to cut cause and to put down price of each components it is

not going to work, if you have to ask the manufacturer to generate this alright.

So, because PUF fingerprints are determined during manufacturing, they all difficult and
all that. The first is in is you know that the tiny variations in transistors that underlie the
chips digital signature can fluctuate along with voltage or the ambient temperature. And
as the transistor ages it is switching speed can slow down. See, now problems are coming
slowly from manufacturing there is some way by which you can perhaps the

manufacturer can generate put it into a database right.



But, that is not going to be the final one because what happens is the end use end
application of that chip could be in high temperature. End application of the chip could

be in some other harsh condition very low temperatures for instance.

Now, will the signature be the same across variations in temperature that is one aspect
will the signature remain what it is for all possible voltages that are applied to the chip,
because chips essentially if you take controllers they can work from 1.8 volts to 3.6 volts
right or even lower also sometimes. So, what is the nature of the signature when the
voltages is varied will this delay, you know increase or decrease or. So, will that

signature actually vary at all.

So, how does the process essentially we are asking, how does the process variation affect
get affected by change in voltages and change in variation in voltages and variation in
temperatures. This is the reason perhaps that manufacturers may not want to really keep
a database, because it is going to be very fluidic. Also as the time progresses age

progresses this can also change.

So, that is another problem of switching speed getting slower as the system goes down.
So, that is a problem with PUFs. There is another problem which I already mentioned to

you that manufacturers have to include a circuitry or even another chip perhaps.

So, adding this additional circuitry is another problem, which essential says PUF
technologies that rely on existing chip components such as embedded memory or test
structures to generate the signatures will add little or low cost to the design right. A final
problem is that cloners could use some form of modeling. So, it is not that once you
generate let us a unique signature across temperature variations, across voltage variation,
and store it in your private database, and putting that complicated circuitry to do a
measurement, all that or even embed that circuitry on the embedded system itself. Put

that circuitry on the chip all that is fine.

But, then you can apply hackers cloners and you know they go any distance right. We
also said they do chemical etching to see layer by layer what is happening, looking at
microscopes to look at bits in the memory, all that we have seen in this article. So, they

can go any length any distance to clone the hardware.



So, the cloner can also use I would say reasonably sophisticated statistical techniques to
generate back the behavior of these PUFs. So, you can see behavior of PUFs through
some statistical modeling is another possibility. And, researchers have demonstrated that

signatures from some PUFs technologies are not as random as initially thought.

So, really possible that several signatures that appeared at the time when the chip was
manufactured under room conditions, under certain voltage conditions, just vanished
moment temperature changed and where the moment the voltages change. So, you may

not have too much too many invariant kind of signatures that you can extract from.

So, that is a one major issue with PUF, but never the less it is still attractive for you to try
ok. But, what people researchers have tried is ok, you have some problem with respect to
the chip itself and the signature the PUF signature that you can extract from the cheap,
but what if this chip is sitting on a PCB and you extend the variability of whatever is
happening within the chip to the board level, here is what people have said? Researchers

have been extending the concept of concept to PCB.

In this case they use random variations inside the chips, that go on to the PCB as well as
variation in the metal traces that connect them. So, if you can extend that it becomes a
very exciting possibility, which is unlike chip fingerprints which manufacturers may not
want to do. PCB fingerprints can be checked remotely to verify the authenticity of a

piece of equipment.

So, this technique could be used for example, to ensure that critical infrastructure
components once installed are not later replaced with clones. So, this is really what could
be the way out, when you go away from chip based fingerprinting to a system level

fingerprinting where PCB fingerprints can be used.

And, also companies like micro semi Xilinx they have started using PUFs for chip
identification. Although they have been using it this would be a much more practical

manner to look at it from a PCB fingerprint perspective.

Now, research on advanced methods so, government and industry will have to do a lot
more and this last sentence is absolutely critical. You see that the number of devices are
growing everyone sees the dangers of cloned products, estimates are that IOT population

could reach 30 billion by 20 just imagine that 1 percent of this connected devices, where



clones harboring malicious hardware or software. That would be in potential army, that

300 millions strong waiting for the opportunity to launch an attack of the clones ok.

So, so, it is really a exciting area at the same time you may want to consider security
from the PUF perspective. And, we can see that this article is not very old it is appeared
in 2017. And, I urge you to read this article and contemplate on the invention of
hardware, as possible way to extract signatures which goes beyond the well known CPS

techniques.

Now, let us move on to take one use case of how a sort of a gateway device was hacked
into because certain things were open and how the step by step process with which one
could get access to if you leave an embedded system open to certain vulnerabilities.
Again, I am telling you this is not a CPS vulnerability we are not looking at that we are

looking at devices, gateway devices that you can physically see.

And, you may want to do some sort of reversing on the reverse engineering on the
existing not so, much from a product reverse engineering, but access to the device ok.
And, then essentially tampering the device that is the second part which is essentially

doing a open and then you do as replace and then you close something back right.
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Let me take your attention to this paper which essentially is talking about security

analysis on consumer and industrial [OT devices, this is also recently published article.
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And this initial part is all about the IOT devices being introduced to the market you will
roughly you have 2 devices per human, that demonstrates staggering conclusion. That
there are more connected systems than people living today so, it is going to be a large 25

30 billion devices which are going to appear right.
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So primarily this work of the IOT device is to collect process and relay data through
communication channel and sometimes control a much larger unit. So, will see what

exactly this security analysis of this device is all about, you can do it as | mentioned the



software way right. If, you do it the software way, you want to bring in certain
protection, you can do it using a firmware signing for instance, you can do it through
execution of and the execution of signed binaries, and these are methods which are very

popular you can see this so, much of literature around that part.
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surroundings. processing it and re

locations for further an The wide deployment Iy malware, ential for harmful

of 10T devices and the pressure of time to market of The few devices that do dwose to add any protee-

ity and privacy oo usug iploy software Jevel solutions, such as

In order to help better understand the s firmwarg

ibilities of existing loT dev

uing and the exeeution of sigmed binaries,
methods which resemble the 1in regular compati

J5.6,7.8,9, 10, 11, 12). T

miote the development of low-cost loT saluthons, how

ods, in this + pattern that ToT deviees

iper; wie use both comme

products,

tudies, Given that Io] devic

L. INTRODUCTION i ol inedustrial applic

Within the past decade, the mmber of Internct of |

These solutions do not considered the different usage pattern that IOT devices have when
compared to traditional embedded systems. So, that is really a problem and if you have
this software solutions you actually do a bypass you can do bypass, but software level
protections often leave the hardware unintentionally venerable. So, again the axis is
about is all about hardware and it is vulnerability that you allow new attack vectors to

coming in and vandalize tamper the device.

So, let us see so, so let us see step by step how a product a gateway equivalent product,
when [ say gateway [ mean slightly bigger device right. I will not talking about small
embedded sensing devices, but slightly bigger product and how that can be exploited and

tampered with.



(Refer Slide Time: 44:29)

Flie Ed View Window Help
Do | o & & LA NN Y-]
t s |-

alion syTC Is =eRTod s casd sV 10 system
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A. High Level Overvien in Figure 2,

The Haler SmartCare s a smart deviee designed 1o
control and read Information from variows sensors placed

tlronglont & wser's home which inclide a smoke detector,

e protio
allow thee weser to het-
ter maonitor their homes when they are away and to get

alerts hased on sensor nformation.

Fig. 2. SmartCaro Hordware Platform

So, the device that we are looking at is this one. So, I will show you a picture this is that
higher smart care device. So, you can see this is the size of the device. And, it is design it
is like a gateway it takes data from several sensors ok. And, you talking about smoke is
talking about water leakage, and it is like a hub which essentially gets data from several

system including power related that is energy consumption in the home.

So, idea is if you have such hub device at home you will get alerts based on different

information.
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added in an sd-hoe B Hardvware Analysis

treated as the wiain Tl first step in our vilwerability analvsis was to ana-

At loT deviees often suffer  lyze the components on the SartCare’s bt lit-
from hard I s [14] which may be re- form. The main processing unit is a TT AM33
notely exp In order to demonstrat o0l whicl s o part of T1's § w of processors, The pro

s 15 hetter

v
%, the Haier SmartCie

an ARM Cortex A8 with NEON exten

o sl supports the wse of of

hiome antomation system is sebcted as o case sty I gystoms sl as Ling and Android, Upon ag

thiis paper. dhintar st for thie processor, we were alille to o
P for UART on the deviee, The SmartCare PCB is shown
A, High Level Overvien in Figure 2,

The Haber SmartCare s o smart device designad to




Now, the question is how does one hack into the system. You can see this is the hardware
it runs linux ok. And, it is based on arm cortex a 8 and it is it is a neon extension
processor and all that and it has the UART interface ok. So, upon analyzing the data
sheet for the processor by looking at the see processor you know that it has a UART

interface.
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Fig. 1. Hawr SeiartCase Diviee (cpodit; Hadet)

In order for users to connect to the device, they st
first downlond o mobile application from the mamiac
turer's website, Next, they must connect the SmartCare

o their network wsing an Ethernet counection, Follow

interface and do a few things there alright.
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Fig. 1. Haier SmartCare Doviee (it Hador)

In order for users to connect to the device, they nnst
first download o mohile application from the mamfac
turer’s wehsite, Net, they must conect the SmartCare
tor their network using an Ethernet connection, Follow
ing, they must connect their mobile device to the same
Joeal network as their SmartCare, Onee it is connected,
they st open the mobile application and create an ac
count through the mannfucturer's cloud service, which al
Jows apsers toe view their sensor data outside of their loeal
wetwork, Cnee this has been established, the users will

b able interact with the sensors from their SmartCare

tlrongh the mobile application

Fig. 2. SmartCare Hardware Platorn

By leveraging the UART eonnection, we dre able to read
serfal data from the device, By setting the correct parane-
eters i the terminal emulator amd connecting a serfal-to-
USE deviee to the SmartCare, we were able o view its
start up sequence, Dn the beginning of the boot process,
the deviee prompted us as to whether we would like to

matic oot sequence. Upon stopping the
ere dropped into a U-Boot shell, Tt is here

stop the a
rocess we

where the we were able to modify specific hoot parame-
ters for the device, such as where to start reading from
ry, andd what the initial shell will be, By modifying
shell among other varinbles, attackers will be

the initial
able to gain low-level aceess to the deviee. After modify-
ing the parameters we initisted the hoot process, Onee
the deviee had finished booting up. we were dropped into
a mdimentary shell.

USD deviee to the SmartCare, we were able to view its

start up sequence, In th the boot proces,

the deviee prompted us wee would like to

stop the automatic hoot sequence, Upon stopping the
droppes] into n U-Boat shell, Tt is hen

roCeEs W wer

heere the we were able to mod

ters for the device, such as where
v, il whiat thee initial shell will be,

able to gain low-level secess to the device, After modify-
ing the parameters we initinted the hoot s, O
thee ehivice hid finished booting up, we were dropped into
a midimentary shell,

C, Into the Shell

After resding the oot output of the deviee, it was ap-
parent that this deviee was running Linux. Deing on a
Linux device, it is necessary to kiow what Kind of per-
missions we have, running id showed us that we were
on the root account of the deviee. Looking through the
BusyBox utility showed ws that the deviee s capable of

[T




So, that is the first step. In order for the users to connect to the device they must first
download some mobile app that is all from an applications perspective ok. Next, they
must connect the smart care to the network using Ethernet connection and they must
follow some procedure and all that right, but for the person who wants to you know
tamper with it, he is leveraging he or she is leveraging UART connection ok, to read the
serial data alright. Once you connect that you are able to go to the u boot shell ok, we are

dropped into the u boot shell.

So, you see the first step is your able to view it is startup sequence and then you know
that it is going to U-Boot shell. It is here that you modify the boot parameters and you
modify the initial shell among other variables attackers will modify gain low level access
to the device. After, modifying the parameters you again initiate the boot process, once

the device is finished booting up you are dropped into a rudimentary shell.

So, you make some changes to U-Boot shell make the initial changes you get into this
rudimentary shell. Once, you have this rudimentary shell you look at permissions, the

running id that he showed to us and looking through the busy box utility.
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b thirougl wget

i deviee also gave s the  Figure 4

o et o toot shiell, which is shown in

o prsznre] Daslies on the deviee,

slwwn in Figore 3

rcot@an3isy-evn:/etc# cat fetc/shadow
root :REOtOmdUnFglo: 16674:0:99999:7:

ing a salt. This means that the password s truneated

o i il of cight o

Wt it
work, the next step was to s what kind of traffic this
. In order to analyze its network traf

wemicklle attack, This

So, that the device is capable of running some telnet and all that and referencing the
document you will see that we are able to reduce that, the device is running des
encryption ok. On the password while also not using not using a sort of you know it is

basically is using a des encryption.



So, now the question is this means that the password is truncated to maximum 8

characters.
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kol The first attempt at
attack. Tn a dicti

| in the dictionary is

1 sl had £ 1 work, the next step wax o soe what kind of teaffic this
password hash had to be o

deviee generates, In order 1o analvae its network traf-

ilized]  diction Iy il

bl and sl fie, wee had o perform a man-in-the-middle attack, This
i andd sub

involved us using our computer as the gatewny for the

t the hash - . -
etwork the SmartCare was on. Through the gateway we

hishes mateh, then the passwon] lis been found, other
i it will contine to check and hash each passwond in

e list until it ool thee el In this attack, a large

wne of them matehed the oot passwond of this deviee.

The next option was a brate foree attack, where every

pussibile combination of clareters is checked and hashd

were able to provide internet acoess, Using a packet suiff-
ing progeam we were able to see what kimd of traffic the
deviee generates,

Onee the network was op amd mnning, we started the
packet sniffer and Ie at the network teaffic, While
mast of the traffic ng from the server

» il e

WiE m.\ul at the beginning, the deviee liter fetchiad
a firmware upidate over a plaintext HTTP connection,
whicl i shown in Figure 5

in onder to find the root peswond. The total kevspace
for a DES

rid wsing, printahle ASCH cracters is

5
395", This is & somewhat large keyspace, and may take

i=0
Bours or even days to go throngh every ingation on high
at this method of attack

performance hardware. Given

s mnch more compitatior trfed for aipti-

mize the eracking procedure performance

Tunrcdware with parallel process
study, we nsed two AMD R 250 graphics cands to speed

ITTERTEY

up thee process

You need to obtain the root password for the device and the root password hash you have
to crack into it. So, what you do if you want the root password, you do a dictionary
attack. So, you will have 32 million passwords you run through 32 million passwords
and checked. And, you see if you can get to the password or you have another option,
you can do a brute force attack as well and all though this is a large key space and may

take hours to get it into that.
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stualy, we nsed two AMD R wphics cards to specd

up thee proves

In our run, it took around five hours to get the root

prsword.  Sinee the root 1 for th

%t colrse

leaurned froan the deviee,

D SmartCare Network Analvsis

Tl new attack we tried to perform was o network- Az we can see in Fi
The firs oy .

I

artCare  firm

m any of them.  tog
v

this

By performing a network scan we were able identify that — the met b st to receive the package, whi

the device may liave had o telnet server ronning. Con- cose is wget. The blue seetion following shows the manu-

necting to the device over teluet, we encomdersd a login — facturer's server’s response 1o e fromare update fetel

So, what you can do is you can optimize the cracking procedure leveraging high
performance hardware with parallel processing and all that do that then within 5 hours

you will get to the root password.

So, it is some effort, but it is really worth it. So, it is only 5 hours you can see, you put 5
and half hours to get to the root password. Now, you can start the attacks you can
perform network based attacks you can do remote attacks and all that, simplest is to see
what are the to use scan the ports of the smart device to see, if it is listening or
transmitting in any one of them. And, then you know that you can then perform you so,
you (Refer Time: 48:53) have since you have access to the root shell, you can analyze
and you can do man in the middle man in the middle attack right. And, you can then start
packet sniffing program to see what kind of traffic is actually flowing and then you know
that it is using. So, it is essentially using a sort of HTTP connection to get firmware

updates and that uses plaintext HTTP.

So, that part was also easily traceable ok.
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wget and performing u file
o find thiat the firmwage -

tion, el the SmartCape vses & st

it wa
Unzipplig the arelive allowed ns 10 see the Smart-

Care's main Dinary along with bash seripts for updating

e ddevice and one of the SimanCare’s mali nitklize

Hho seripls, il on e foitialization script, the de
viee will st itsell up, aned then pan the deviee's mali
Dbinary, Kiwwing this information, the next sty fn our
atnalysis was 1o s low the deviee handhs frnware up-
dlates, which nvolves reverse engloeering the SmanCare's

hinary,

E. Siart€are Binsry Analvsiz
Using by sunbysis software, we wens ahble o s
om’ it Tl npeites. The

lirongly thee by sl s
dhevice utilizes the MOTT protocel in onder o commne

Fig. 6. lron Comtron CLA0 Smurt Meter (eredit: tron

utation throngly an RF ehannel to o nearby meter reader
o toa lecal substation, This information bs then wsel 1o
charge the costoner for thelr energy wsage, aml may also

Toee s b et stanistics on comuuiny Sucrgy usge.

So, any firmware update uses http and it uses simple plain text ah. So, if you know that

much why not go and get the update ourselves right, you can since you all know that. So,

you can get the update yourself and put it there. So, this is one form of attack that you are

bypassed the complete system and you are able to get it yourself.
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E. SmartCare Binary Analvsis

Using hinary analysis software, we were able to search
through the binary and see low it handles updates, The

device utilizes the MQTT protocel in order to commu-

protocol, where there is a broker which ta
mation from publishers, and pushes the information to
sutbscribers, The subseribers subscribe to topics, which
are posted by the publishers, In our ease, the SmartCare
is & subseriber which communicates to the manufacturer’s
sepver to fetch the names of firmeare updates, the cormect
Tashies for the updates, commands from the user, and the
current time, 1t also acts as o publisher, sending sensor
information back to the manufacturer's server,

In terms of actually performing the Arnware update,
the device will fetch the package using the nformation
gathered over MOTT. Onee received, the device will rn
an MD5 checksuin on the package and compare this hash
tor the hash provided by the manfactures over MOTT. If
both hashes mateh, the deviee will go through with the

Fig. . Itron Comtron CL200 Smant Meter {crodit: Tiron)

mation through an RF chamel to 4 nearly meter reader
o to i local substation. This information is then wsal o
charge the customer for thelr energy wsage, aml may also

bie wsed b0 et statistics on community eergy usage.

B. Hurdware Analvsis

Similar to our work on the home antomation diviee,
the first step in our analysis » the hard-
ware platforms of thie smart meter e
Wl 5 i hiesvy-duty plasti
the main hardware platform,. When ool
ware platform, we identified that it measures line voltage,
mensires peference voltages, checks the energy How di-
ilsie dlats, and chiecks the line frequency.
Attached to the main lardware platform &= a dangliter-
board, which is used when & company wants to implement

rectiol

functionality on the meter without having to replace the

eitire device,

A | e

Then, you come to know from binary analysis that it uses MQTT, which uses publish

subscribe there are brokers, there are publishers, and there are subscribers, perhaps the

nodes the sensor nodes are publishing the data and this gateway device is subscribing



towards more like a broker and come also the subscribers. So, it has access to all the data

right.
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hoth hashes mateh, the deviee will go throngh with the

uipsdatie. 1 the hashes do miateh, the deviee will reboot,

ol start the entire again. The whole verifieation
mechinnian i still under investigation for pessible seourdty

vuluerabilities.

11 INprsTRIAL 10T DEVICE SECURITY ANALYSIS

Similar to commercinl ToT devices, smart divies ae

also widely wsed in industrinl applica Tluse deviees,

dhiviees, we selecti] the Teron Centron smart meter as the

othaer e stucy, Figure 6 shows te snrt meter

A. High Level Overview

Tl primary finctionality of this deviee i to measine

o cistonier’s energy wsage and eport the colleeted infor- T this case, the danglterboard s ised to colleet energy

5n

So, the since it is a broker, it can also have access, you can also do it all can also act as a
publisher right sending sensor information back to the manufacturers server, it can also

do that hm.

So, you can now that you can actually do a firmware update, the device will fetch the
package using information gathered MQTT and the device will run some MD 5
checksum on the package compared to the hash and all that. If, the hash matches the
device will go through with the update. The hashes do not match the device will reboot
and start the entire process again the whole verification mechanism is still under

investigation for possible security vulnerabilities right.

So, this is what you could do further damage. High level you can since this is collecting
data from several census which are giving you information on energy data, you can play

havoc on the energy data on that part.
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And you can also modify the device ID right and you know where it is being stored you

know that it is in e square prom, and you can go and analyze e square prom dump you

wsige information along with tamper dats and the 1D of
thie haouril itself see
terhoard is an ATM
ad o 1 KIEEPROM. Through the microcontroller we
wiere shle to ecnnble JTAG, aul re-cusble write fooms

Loeated an the dougl-

microcontroller, & tamper s,

fior on-chiip memorics

€. Deviee 1D Mexdification
For our analysis, onr objective was to modify the smart
to resl the incormect

meter [ i order for o meter 1
10 for thee deviee. Upon furthe vsis, the 10 wiss bidug
stores] in the external EEPROM. In order to figure sut the
100 o the eter, we Juwl g0 vesd the 1D on the meter sl

which i found sn the front of the deviee wderneath the
grey cover, By analvzing the EEPROM dump, we were
able to find where the 1D was stored aml change the 1D

to any arhitrary value,

I Demsoristration

Now that we had modified the 1D of the meter, we

deviee, For
anitoniation

\-:H|||<, A |\>||||>||>|1|i\u| Haier SmrtCrpe
[Tty i
s an attacker can remotely hijack the finetionality of the
Furthermore, consklering
18 of thie SanetCare base unit,

i ol lesad to

.||||.|i.|||u-u||iu m b e il

thee lspdwane Ak ifieit

an attacker conkd als

nject malicions code iito the unit
ik of other podis

achlicad or bridge

witli the obijective
iin the sane local network, acting as a
Lo uther devices.

As it provides a rieh operating system environment, a

dheviee such as the Haler SmanCare can be vsed 1o de-

ploy evices in a loca) network, dismpting the op-

efation of

Thie deviee coll also
| [ARP) bl
attacks, masguerading as the wonter, allowing the capture
of a targetesd compiter’s network traffic.

Tndwstrial devices pose an even | thireat if compro-

wised, s critical infrastructure may be damaged, Tn our

e network nodes,

participate in Addiess Resolition Prote

prouf of coneept, we were abile to change te identification
of a st meter, thus broadeasting energy consumption

while msquerading ax a different deviee, In doing this

will be able to get the ID and you can change the ID.
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1D for the divice. Upon further analyvsis, the 10 wis bidig
storeed i the exterial EEPROM. I order to figure ot the
100 of thie wseter, we b to resd the 1D on the meter fself,
wlibel b found an the front of the deviee nudereath the
grey cover. By analyzing the EEPROM duwp, we were
alile o find where the 1D was stored and chonge the 1D

o any arbitrary value,

I, Dewotisteation

Now that we had modified the 1D of the meter, we
needed to pead the 10 of the weter emotely to demon-
strate that o smart meter ceader will pick ap the wrong 1D
fronn a malifiedd dlevice, Utilizing a softwaresdefined rulio
{SDR), we were able ta run o TCP server on the SDR and
comneet it to another program which parses winchess -
foormntion and displays the 10, the tamper bit status, ad
the energy nsage for the meter. Thongh the experimen-
tal platform, we were able to demoustrate that due to the
lack of proper protection. ene compromisel smart meter
can “represent” itself s any ot ber sman weter. Figane 8

shiaws the SDHY output in which two sumari

sl

e s 1D Dt hiffurent power consmmption valies. At
j | ke

A it provides w eieh operating system environient, o

dheviee such as e Haler SmanCane can be s to e
Lier g
The deviee coubl also
Resodtion Protocol {ART) b
U roatter, allowing U captiiee
otk tralfie.

Tncdustrind devices posa an even bigger theeat if compre

pliay Foggiie services i local network, disrptin

eration of oller network nodes,

partictpate in Addre

attack

se]iierind ing

1ol conmpuiter’s netwy

utised], s critical infrstructure may be damagel, To our
proof of coneept, we were able to change the identification
of & smart meter, this broadeasting cuergy consumption
T dloing this
operation, an attacker ix capable of altering how billing

while mesquerading as a different devies

is performed for their power consumption, Furthermore,

s Ehe meter exposes programn nel ddebig, interfaces,

it ean b modified to report reduend rends, further exae-
erbating the probdem.  This bas o detrimental effeet on

U eeotmy, w the ene

v spplier is wo longer able to
Bill cosfraners as it shoubd: the power grid, as exprected
capacity conputations basel on eoonded valies are s
ievamevt:s aml (e environment, & energy cin mow be

userd without proger recording,

B. Safoty Concerns

[T T —

So, all of this means that using this modified ID, you can demonstrate that a smart reader
will pick up the wrong ID from a modified device is nothing you can do, because you are

modified it and you can manipulate all of that.
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IV, Discussion
A. Security Tnpact
As demonstrated, improperly seeured loT deviees may
enstly b comprombsed during transport and deployment
by remote attackers. The effects of these attacks conld

range from simple backdoors to a total compromise of the
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i extreme cases, equipment failure,

C. Privacy Concerns
As al

offers & motion

be Hader SmartCare

r which can b
usarl to determin wor i heen opened and a remote
switch to turn o
SmartCare

of it 1eser, be

wand off. A compromized Haier
b an attacker to build & profile
o7 the user is at
lrome and pre

of this information canses privaey concerns for users,

D. Doviee Security Enhanecnent
Blocking acevss from a UART console would be a step
fowards device security. Thie Haler SmartCare allows un-

F——

523

6S-2

So, what is the way, that is the question really; one is you should actually block UART
completely you should never allow. Because the whole root of the problem started

because you had UART axes.
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restricted necess to UART, which was used to change the REFERENCES
hoot parameters of the unit and extract the login infor-
mation. Furthermore, utilizing hetter hashing algorithms
for the passwords in the deviee would increase security if
a pssword login was desired, The current security mech-
anism in the Haier SmartCare is capable g only
up o 0 bits of CHtrpy, niking the W trivial to

brute force,  Encrypting the fiksystem i another step
toward securing the unit, as this woukd allow direct mod-
ifications of the filesystem. An attacker could be able to
intercept the device i transport and dirsctly modify the
contents of NAND fash. injecting their own payload.

Py 753,

1) . Roman, I uring the inter-

et of things,

Extra protection st be added to deviees that Joad bi-

narles foto a wserland. Tlere are two main appr

thiis matter. One is to only bl aml execite I s 1.
6 A Williams, “How ihe intemet of things helps
2000, [Omlin

reacwrite.com (2001 /04 /0] fow-te-internet-

ries. This resptires the kerel to hive a cistom loader that

verifies binaries hefore they are exeouted,  Another ap s upderstand  adiation  Jovels”

provch i to enerypt the Blesystem, Through this method, it

So, that is a first step towards ensuring that you do not allow UART to be restricted
access to UART. And, once you do that all this boot parameter modifications can be
avoided, then you can also use better hashing algorithm for passwords, then you can

encrypt the file system that is sitting on the embedded device this gateway device. So,



the attacker could be able to intercept the device in transport and directly modify the
contents of the nand flash. So, if you could be encrypted that is also good.
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So, all of this means you will have to ensure that the system the device is whose
architectural self-contained, that is microcontroller based system it becomes necessary to
secure all update channels. Do not do all this plaintext updating and all that. So, you

should avoid doing them.

So, you can see that this paper essentially spoke about step by step way by which one
can do you know get into the device, you can essentially, you can open, you can install,
and you can close. And therefore, you can tamper the device. And, there are simple ways

by which you can avoid doing that.

So, in summary all of this means that this area is open and rich in problems and I will
explain to you what you can do with all these signatures which are available scattered

round an embedded device.



