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This is our piece of hardware that we have. We mentioned about the OBD Il and so on.
And, these are the several sensors which are available as part of the engine ECU. Now,
where does IoT come in here? That is your immediate question: where do we fit in our loT
related part into this course? To explain that, it is useful to know that these 5 sensors give
you 5 different outputs. You should make some sense out of those outputs which are given,
and you should be able to say something is malfunctioning, something is incorrect or

everything is ok.

Even it can also be that when everything is fine you do not have to do anything. So, even
to get to a point where everything is normal or something is anomalous you must be able
to process all these signals, combine them in some way, interpret them in some way, and
then arrive at something useful. All of that essentially means that you need a framework
under which such anomaly detections or event processing actually happens.
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For that what they normally do is they use what is known as a Complex Event Processor
it is called CEP. Complex event processing is a method of tracking and analysing streams
of data or streams of information. In other words, it is mostly data which is coming from
the sensors about things that happen and deriving a conclusion from them. So, you need a

CEP system, a framework under which CEP is possible.

(Refer Slide Time: 02:50)
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Abstract - We present a cloud-based vehicular data acquisition adapter where the data which are read from the port are
and analytics system for real-time driver behavior monitoring, transmitted via Bluetooth upon pairing.
trip analysis, and vehicle diagnostic. Our system consists of an On _ N

I will go through this paper for you and this is a nice paper which sort of summarises where
10T can be a big driver. So, this is a paper on “Cloud based driver monitoring and vehicle



diagnostic with OBD 11 telematics”. As you know the title is quite obvious, you know

everything about OBD I now.

(Refer Slide Time: 03:12)
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Abstract - We present a cloud-based vehicular data acquisition
and analytics system for real-time driver behavior monitoring,
trip analysis, and vehicle diagnostic. Our system consists of an On
Board Diagnostics (OBD) port to Bluetooth dongle, a mobile app
running on a smart phone, and a cloud-based backend. We use a
Complex Event Processor (CEP) at both the smart phone and the
backend to detect and notify unsafe and anomalous events. For
example, CEP engine at the smart phone can alert the driver
about rising coolant temperature and rapid fuel drops. It also
provides a trip log and filter out what messages to be send to the
backend, saving both the bandwidth and power. CEP on the cloud
detects reckless driving in real time based on the sensor data
provided through OBD. Historical data is also used by the
backend CEP engine to detect driving anomalies and impeding
sensor failure prediction. The mobile app visualize both real time
data from sensors and alerts. A web-based interface is provided
to access the backend information. We have tested the system on
actual vehicles and shown that the computing, bandwidth, and
power consumption of the smart phone is reasonable. App is
currently available in Google Play.

Index Terms - Driver Monitoring, Internet of Things, OBD2,
Vehicle Diagnostics

adapter where the data which are read from the port are
transmitted via Bluetooth upon pairing.

Given the potential benefits of vehicular data analysis and
the availability of technologies such as OBD, several vehicle
monitoring and intelligent transport systems have been
proposed. The vehicle diagnosis program proposed by Kim et
al. [3] provides diagnosis of different kinds of vehicle
malfunctions within the navigation system. It displays the
information collected through the OBD port in a human
readable way. To see this information the driver has to select
the “vehicle information” menu of the navigation pane. Much
of this information is displayed on the dashboard by default.
Besides, a driver cannot be staring into the navigation pane
while driving since it distracts the driver. A lot of research work
has been carried out in the area of vehicle monitoring through a
server. The main focus of most of the rescarches is on tracking
vehicles [4, 5, 6] whereas fault detection has also been a concem
many times [4, 6]. But there has not been a single system which
considers all the aspects that would be of concemn to people who
are dealing with vehicles. Also, in almost all the systems
proposed, there has been either simple or no processing of the

data gathered from the Engine Control Unit (ECU) prior to

So, let us look up this paper. They present a cloud based vehicular data acquisition and
analytics for real time driver behaviour monitoring trip analysis. What is important here is
which you must note, you have a vehicle (quickly) this is the vehicle connecting to the

cloud and there is a server which is in the backend.

Whatever decisions that have to be taken quickly are taken in what is known as fast loop.
For example, the fact that you want to check an anomaly of a sensor which can be done
over a longer time period, that you can push it to the backend if you want to do something
there. But, if you have to take a decision with respect to some driver behaviour. Driver
behaviour, which can be disastrous to the vehicle and occupants who was sitting in the
vehicle at that point in time, that cannot happen over a backend system, that would not

work.

So, what should be taken into fast loop and what should be taken into slow loop is the
question. Data is being generated inside this vehicle and what should be processed right
then and there, and what can be pushed to the cloud for processing and the backend is
really a question. And, this slow loop - fast loop partitioning is very critical. And, you must

learn the trick of thinking of what should be done in fast loop or slow loop.



So, please note algorithms that you design, the systems that you put in place, will all be
with respect to the fast loop and the slow loop algorithms, which will have to be done. Fast
loop means indeed real time and if you say slow loop it can be offline. So, it need not be
real time. So, you can say real time and near real time. It is something that you can take an
action when the bus or the vehicle reaches the nearest service station you may have to
show it up, it is not urgent at the moment, but it is required to be done immediately on

arriving at a particular spot.

Think of what a pilot and the first officer would have to do when there is smoke inside a
plane: that data that is gathered by the set of sensors inside a plane. They cannot be waiting
for a command from the backend what should be done after analysing the data from the
sensors. The pilots have to take an action, they have to either land somewhere in nearest
airport get the passengers out from the plane.

So, that is a fast action and a fast loop action which humans have to themselves have to
perform. But if you look at autonomous vehicles, there are not going to be any more
humans in the loop, which means data and sensors and the processors and the intelligence
and the CPUs have to take this decision as though they were like humans taking the

decision at high speed and in real time. So, therefore, real timeliness is an important thing.

So, this paper is actually focusing on that aspect of doing something in real time and
putting something back in slow loop. So, CEP is split into 2 parts: there is a CEP running
on the vehicle like for instance, you see CEP engine at the smart phone like it is inside the
vehicle. And, then there is a CEP on the cloud as well. CEP on the cloud detects reckless
driving in real time, based on sensor data provided through OBD. And, CEP engine at the
smart phone can alert the driver about rising coolant temperature and rapid fuel drops,
which is something that has to be done right then and there.

If a driver is reckless, you can report about a driver’s bad behaviour to the owner of your
taxi, after you get off. But this is something that you cannot afford right: rising coolant
temperature and rapid fuel drop. So, you can see it is all about fast loops and slow loops.
Also the fact that sensors failure prediction is an important aspect of this whole paper and
they talk about IOT sensors failing and therefore; predicting that there is a failure is also

an important thing.



But, you know failure prediction is typically done through take data and do some form of
regression analysis and that is what this paper is also talking about. And, interestingly this

there is an app which you can download from Google play and I did play with it.
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A car 15 no more a fuxurious belonging of a person. It has
rather become an integral part of a modern family. The usage of
vehicles all over the worlds has drastically increased during the
last decade. Over 60 mullion passenger cars have been
manufactured in the year of 2012[1]. This rapid increase of
vehicles has led to many concemns for a range of people and
organizations where most of these concerns are common to all
parties. For example, all parties (ic., drivers, insurance
companies, fleet vehicle and low enforc

such as an accident or a failure of sensor since they require real
time and long-term analysis of data regarding the driving habits
and the vehicle condition.

The proposed system is similar to the above described
systems from the aspect that it uses OBD-II protocol and an
Android app as the device of mediation. In addition, it comes
with a set of complex analyses to perform reckless driving
detection, driving anomaly detection, vehicle sensor failure

authorities) are concerned about reckless driving and driver
anomalies whereas drivers as individuals and people who are
willing to purchase and sell cars are concerned also about the
condition of the vehicle.

OBD, which stands for On Board diagnostics could simply
be described as a standard which allows accessing the status of
sensors of a vehicle via a port referred to as the OBD port where
a few of those sensors can be stated as speed, engine rpm.
coolant temperature, fiiel rate and oxygen. OBD-II [2], s latest
version of OBD and is implemented in most of the vehicles
which are manufactured lately. Several adapters are
commercially available to read data from the OBD-II port.
ELM-327, which is used in the proposed system is one such

high fuel and high coolant temp
alert generation and trip detail summarization. The analyses are
performed both real time as well throughout a long period of
time. While some of these analyses are performed within the
app. more complex and resource consuming ones are performed
in the back end. The results of these are made visible
through two interfaces. The drivers themselves are able to get
the results through the Android app in the form of notifications.
Alerts generated both in the back end as well as the app due to
undesirable situations are sent to the drivers. Also results of
long term analyses are displayed through a web interface. The
web interface enables stake holders such as organizations
insurance companies and fleet vehicle management systems
and authorities to view results of a desired set of people.

So, now let us look at what this paper is saying in detail. OBD Il is giving you ECU related
parameters. This whole paper is about ECU related. So, it is all about speed, engine RPM,
coolant temperature, fuel rate, and oxygen sensor. Almost the same set of sensors that we
have with us in our lab here, the ECU Sim hardware that we have. And, we can skip this
part because this is talking about OBD I protocol and all that. So, we can leave that.

(Refer Slide Time: 09:43)
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trip analysis, and vehicle diagnostic. Our system consists of an On
Board Diagnostics (OBD) port to Bluetooth dongle, a mobile app
running on a smart phone, and a cloud-based backend. We use a
Complex Event Processor (CEP) at both the smart phone and the
backend to detect and notify unsafe and anomalous events. For
example, CEP engine at the smart phone can alert the driver
about rising coolant temperature and rapid fuel drops. It also
provides a trip log and filter out what messages to be send to the
backend, saving both the bandwidth and power. CEP on the cloud
detects reckless driving in real time based on the sensor data
provided through OBD. Historical data is also used by the
backend CEP engine to detect driving anomalies and impeding
sensor failure prediction. The mobile app visualize both real time
data from sensors and alerts. A web-based interface is provided
to access the backend information. We have tested the system on
actual vehicles and shown that the computing, bandwidth, and
power consumption of the smart phone is reasonable. App is
currently available in Google Play.

Index Terms - Driver Monitoring, Internet of Things, OBD2,
Vehicle Diagnostics

L. INTRODUCTION

A car is no more a fuxurious belonging of a person. It has
rather become an integral part of a modern family. The usage of
vehicles all over the worlds has drastically increased during the
last decade. Over 60 million passenger cars have been

Given the potential benefits of vehicular data analysis and
the availability of technologies such as OBD, several vehicle
monitoring and intelligent transport systems have been
proposed. The vehicle diagnosis program proposed by Kim et
al. [3] provides diagnosis of different kinds of vehicle
malfunctions within the navigation system. It displays the
information collected through the OBD port in a human
readable way. To see this information the driver has to select
the “vehicle information” menu of the navigation pane. Much
of this information is displayed on the dashboard by default.
Besides, a driver cannot be staring into the navigation pane
while driving since it distracts the driver. A lot of research work
has been carried out in the area of vehicle monitoring through a
server. The main focus of most of the rescarches is on tracking
vehicles [4, 5, 6] whereas fault detection has also been a concern
many times [4, 6]. But there has not been a single system which
considers all the aspects that would be of concern to people who
are dealing with vehicles. Also, in almost all the systems
proposed, there has been either simple or no processing of the
data gathered from the Engine Control Unit (ECU) prior to
displaying. Hence. it is hard to predict any undesired outcome,
such as an accident or a failure of sensor since they require real
time and long-term analysis of data regarding the driving habits
and the vehicle condition.

Took | Fll&Sgn | Commmt

So, now let us go down to the actual part. This paper is actually trying to say that there is
a gap in existing literature and this is a gap that they are actually trying to fill. Where there
is information about vehicle, there is some scattered information about several aspects.
Research is being carried out in the area of vehicle monitoring, but fault detection is
something that people have not really looked at. So, this is a single system which not only

does vehicle monitoring, but also can do fault detection.

Apart from that, this is also talking about reckless driving; driving anomaly, vehicle sensor
failure prediction, high fuel consumption, high coolant temperature alert generation and
trip detail and so on. So, if you read this paper you will see that these are handled separately
each one has a section by itself. And, alerts are generated both in the back end as well as

in the app which is held by the driver or some occupant inside the vehicle.
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The proposed system is capable of collecting, storing and
analyzing vehicular data for a long period of time. Vehicular
data are collected using an OBD-II to Bluetooth interface and
are sent to backend cloud servers using a smartphone via 3G/4G
connection as shown in Fig. 1.

Bluctooth

.

Mk

Central Servers

(CEP/BAM)

B2 Adaptor

Fig. 1. Overview of the system.

Fig. 2 shows the solution architecture which is designed in
a scalable and an extensible manner so that the system can be
extended to have a rich set of functionalities supporting
numerous vehicles and servers as needed.

~ NOMTOTINg e Vemnicre

The app consists of a real time data processor which is based
on WS02 Siddhi [7) which has a capability to act according
to a predefined set of queries and has been ultimately used
to monitor the vehicle using OBD-II data. For example.
queries are added to alert the driver if the vehicle is running
with a high fuel consumption rate or a high coolant
temperature for a considerably long period of time and to
summarize trip details in real time. Siddhi supports adding
queries dynamically hence giving extensibility to support
future monitoring task as well. Alerts are generated when
unusual behaviors are detected and the results are shown in
the app to the driver.

. Selective Transmission of Data to the Backend

“

A user has to pay for each megabyte that is consumed.
Therefore, the network bandwidth usage of the app is an
important fact to consider. Hence, the app is implemented
in such a way that only useful data are transmitted over a
3G4G network where irrelevant data are dropped. Also data
streaming is reduced where possible in order to minimize
battery consumption. The Siddhi module assists the app for
both these tasks.

Complex event processing can be regarded as a service that
receives and matches lower-level events and generates higher-

¥ o

So, that is the key thing and they have an architectural here. This is nice, is simple to
understand: your data coming in from OBD Il and then you upload it to use this as a sort

of a gateway system, where also the CEP algorithms are running.

CEP can run here on this phone, right. And, whatever your partition does something that
should go to the back end, user a 3G link from the phone and then put it to the CEP BAM
servers; Business Activity Monitor as it is called so. This is a nice framework under which

the authors have put this framework in place, alright.

(Refer Slide Time: 11:16)
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ﬁ' Communication (HTTP) processing engine of WSO2 CEP is used in the processing done
in within the android app. Here, data from the engine, are

@ Mobile Phone Event received as event streams (¢.g.. speed stream consisting of time
stamp and speed, fuel stream, coolant temperature stream, etc.).

z The Siddhi engine decides the importance of the received

SN L) streams and depending on the information they provide, it

decides two things. For simple use cases such as coolant

temperature monitoring it makes the app generate an alert. For
complex use cases, it transmits the filtered Streams to the
backend servers. WSO2 CEP, the other portion of CEP, is run

Fig. 2. Architecture of the system.

The android app is one of the key elements of the system
since it does the duty of a data transmitter between the vehicle
and the backend servers while being performing the task of the

view layer as well. The app plays three major roles throughout

the process.
1. Receiving Data from the OBD2 Adapter

The app is capable of conneeting to the ELM-327 adaptor
via Bluetooth and communicating with the vehicle using

on the backend since it has the freedom to work with a large
database performing complex processing. The CEP at the
backend is responsible for detecting unusual patterns and
generating alerts in real time.

The system is capable of performing long term analyses too.
By identifying patterns, it should be able to predict undesirable
outcomes such as failures of sensors in advance. This is allowed
by using WSO2 BAM as the long term analyzer at the backend
which is capable of collecting, storing and analyzing data. It
receives events published by the app and stores them in a




So, how do you receive data from the OBD II: this is mentioned here, parameter id is we
already know, you want to monitor the vehicle now. So, what you do is the app consists
of real time data processor, which is based on some framework called Siddhi, WSO2
Siddhi, which has the capability to act according to predefined set of queries and has been

ultimately used to monitor the vehicle using OBD 1.

You can give queries which are added to alert the driver if the vehicle is running with high
fuel consumption or high coolant temperature for a considerably long period of time. |
mentioned to you many times that getting this information in isolation is not going to help,
but if you really feed this information to the cloud along with the location information of
the vehicle, then it is a lot more valuable. Time, date, and location information along with

this high fuel consumption, and high coolant temperature adds a lot more value.

You actually know where the vehicle is, what the terrain is and what the condition is under
which the system has this problem. In the airplanes also it is a same: a bunch of sensors

which are connected inside the plane are all recorded on a flight data recorder.

This is called the FDR system. Then, you have another system which is called the cockpit
voice recorder. This is just capturing the conversations between the captain and the first
officer, or any announcements. | mean whatever is happening in the cockpit: if the pilot is

making an announcement to the cab inside that part is also captured.

So, there is conversations part and then there is actual sensor data part, both are separately
recorded on separate systems and you can have redundant boxes. So, that even if you know
for some reason the some part of the plane, you cannot get it from the wreckage, the
wreckage at least from the other part of the plane may be somewhere it is kept and then

you can pull it out.

So, it simultaneously recorded on more than one system. So, that it is easy for recovery
and for diagnosis and so on. Same the thing here you will have to add that part of the

system of location information. So, that it adds value to whatever is being said.
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a scalable and an cxtensible manner so that the system can b~ Dattery consumption. The Siddhi module assists the app for
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! mumerous vehicles and servers as needed. Complex event processing can be regarded as a service that

receives and matches lower-level events and generates higher-
level events inreal time. Simply. it is a component that responds

Web Portal ) 3 i 3 3 £
5 o event streams in an event driven manner. Complex event
] processing is required to happen at two stages within system
% Event Processing & Analytics g depending on the weight of the processing. A portion of the
i Complex Event Business Activity : processing is handled by the android app before transmitting
; Processor Monitor si data to the backend server allowing less consumption of the
g 2 bandwidth. The library, WSO2 Siddhi [7] which is the core
E Communication (HTTP) E processing engine of WSO2 CEP is used in the processing done
H S in within the android app. Here, data from the engine, are
a Mobile Phone Event received as event streams (e.g., speed stream consisting of time
Processor stamp and speed, fuel stream, coolant temperature stream, etc.).
Commurication (Bhioalh) The Siddhi engine flecidc.\ the ‘in?pnnar‘lcr: of the rccei\egi
streams and depending on the information they provide, it
08D2 Bluetooth Adepter decides two things. For simple use cases such as coolant

temperature monitoring it makes the app generate an alert. For
complex use cases, it transmits the filtered streams to the
backend servers. WSO2 CEP, the other portion of CEP. is run
Fig 2. Architecture of the system on the backend since it has the freedom to work with a large
database performing complex processing. The CEP at the

So, complex event processing can be regarded as a service and you can see that the portion
of processing is handled by the Android app. And, before transmitting data; that means,
fast looping is done first and then the backend server allowing less consumption of
bandwidth. There is a library WSO2 Siddhi which is the core processing engine and used
for processing this. The Siddhi engine decides the importance of the received streams and
depending on the information they provide it decides two things. So, simple cases: coolant
temperature monitoring, it generates an alert right on the app, and for complex cases it
seems that there are many more events happening, then you transmit the filter streams to
the backend servers. And, let the backend figure out, because it does not appear to be based
on just one single isolated sensor measurement, which is just coolant temperature; as
remaining parameters are all fine then you have no way of concluding what the problem
is. So, it has to give it to the backend.

So, the other portion of the CEP running on the backend has the freedom to work with
large database. Performing complex processing may be a simple. Analysis that is
happening on the phone is insufficient, it look at some unusual patterns and then generate
alerts. So, all of that is captured in the backend part. So, this is one thing, then the whole
framework also has the ability to do this very critical thing of performing long term
analysis. It should be able to predict undesirable outcome such as failures of sensors well

in advance and so, this paper goes into those details.
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; : ; s = eriodically as two separate streams for acceleration and
in the vehicle condition and other organizations could monitor Stcclcmlio'n o
their customers” behaviors and conditions of the vehicles that 2
are owned. 2. Processing at the Backend
I DRIVER MONITORING At the backend, data received from the app are summarized

by WSO; BAM as hourly, weekly, monthly and every three
months and stored in an SQL database ready to be read by the
web portal.

Driver monitoring was basically done in two forms.
Reckless driving monitoring, which is mostly wanted by most
of the organizations such as Insurance companies and low
enforcement authorities is one of the displays the recklessness  B. Detection of Driving Anomalies
of the drivers driving pattem within a certain period of time  [densifying driver patters has become a principal research
such as 20 hours, one weekimonth and three months. The  yre due to the high concem about fuel efficiency and safe
second, is driving anomaly detection which is important  grivino Liaw [IOT proposed a solution o the p}oblem of
somewhat for the above organizations but more important 0 jgenyifiing driving patterns by using fuzzy logic as the base
drivers themselves to get alerted when he's deviated duc 10 technique, There, the main focus has been on classifying the
stressed, drunk, distractions, ete. The two use cases are region a driver usually drives in, where regions are considered
deseribed in the following subsections. tobe of five main categories such as stop-n-go, urban, suburban,
A Reckless Driving rural, and highway. A research carried out by Wahab et al. [11]
suggests that the driving pattern can uniquely define a driver,
thus enabling us to use it as a biometric. There, it is explained
that, what is unique for each driver is the pressure distribution
with time on the acceleratorbrake pedals. Also, after
performing some research, it was found out that it is not the
speed pattern but the acceleration pattem that is unique for each
person.

Reckless driving causes a serious danger to the driver as
well as general public. If a reckless driving detection
methodology can be implemented, it will be beneficial for
drivers, general public, insurance companies and many other
stakeholders who would not want to risk time and money for
the consequences of reckless driving.

Bhoyar et al. [8] proposed a system for reckless driving : RO Py
I~ v

It does something about driver monitoring which is an important thing.
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stakeholders who would not want to risk time and money for
the consequences of reckless driving.

speed pattern but the acceleration patter that is unique for each
person.

Bhoyar et al. [8] proposed a system for reckless driving
detection which is a mobile phone based rash driving detection
system. There, reckless driving behavior was detected using the
lateral accelerati longitudinal acceleration. Also, since
many of the literature stated that the sudden variation of the
longitudinal acceleration is a good to detect 1. Pre Processing
reckless driving, it was decided to be used in this use case. The
proposed solution for detecting reckless can be broken down to
[Wo steps.

A Markov Model was used to determine the difference
between the current pattern and the existing pattem of a driver
vehicle combi Identifying driving lies happens in
three stages.

As in the use case of reckless driving detection, since it is
the acceleration that is of concern, the Siddhi engine
transforms the speed streams into acceleration streams.
1. Processing within app Then, these acceleration streams are a converted to
acceleration transition streams which consist of the
timestamp, previous acceleration and the current

1 These acceleration streams are itted to
the backend twice: once to the CEP in real time for
calculating whether the readings are in accordance with the
normal pattern, and next to the BAM daily for updating the
model.

The speed of the vehicle can be read in real time from the
OBD2 adapter. Since it is the acceleration/deceleration that
is in concern, the Siddhi engine transforms speed streams
into leration/deceleration streams by considering
consecutive speed readings using the following Siddhi
query. A sample Siddhi query is shown below.

from a=obd_speed,b=cbd_speed

select b.speed-a,speed as spesdDifference,
b.tine - a.tine as val, btine as timeStanp The Markov Model as shown in Fig. 3 is stored in an SQL
calculaci database in the form of a transition table of accelerations.
The BAM processes the events (acceleration transition
streams) received from the app, and updates its transition

M o

. Creating the Model

insert into obd acce!

Calculated acceleration/deceleration is compared with a

And, it captures reckless driving by using lateral acceleration and longitudinal
acceleration. Any sudden variation of the longitudinal acceleration is a good measurement
to detect reckless driving and it was decided to use in this case.

How to set it up processing with within the app? This is mentioned here. How do you get
acceleration lateral acceleration and longitudinal acceleration? This you can get from the

speed itself, you see Siddhi engine transform speed streams into acceleration deceleration



streams, by considering consecutive speed readings using the following Siddhi query. So,

you actually generate reckless driving behaviour from the speed measurement itself.

(Refer Slide Time: 16:18)
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1. Processing within app

The speed of the vehicle can be read in real time from the
OBD?2 adapter. Since it is the acceleration deceleration that
is in concern, the Siddhi engine transforms speed streams
into acceleration/deceleration streams by considering
consecutive speed readings using the following Siddhi
query. A sample Siddhi query is shown below.

from a=obd speed, b=obd_speed

Calculated acceleration/deceleration is compared with a
threshold and detected whether it is reckless or not. The
threshold used in the system, which is 4.5m's® is
recommended by the American Associatioh of State

transforms the speed streams into acceleration streams.
Then, these acceleration streams are a converted 1o
acceleration transition streams which consist of the
timestamp,  previous  acceleration and the current
aces 1 streams are transmitted to
the backend twice: once to the CEP in real time for
caleulating whether the readings are in accordance with the
normal pattern, and next to the BAM daily for updating the
model

These accelera

2. Creating the Model

The Markov Model as shown in Fig. 3 is stored in an SQL
database in the form of a transition table of accelerations
The BAM processes the events (acceleration transition
streams) received from the app, and updates its transition
table consisting the transition probabilities daily. Therefore,
the more accelerations the BAM receives, the more accurate
the model becomes.

Highway and Transportation Officials [9]. The binary
number | and 0 are assigned to the points which have an
acceleration/deceleration higher than the threshold and to
normal points respectively. And the total number of 1's are

: Wl
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What should be the acceleration, deceleration and what should be the threshold? Where
should you set it? When the threshold should be set it 4.5 m/s? and this is the standard, you

cannot accelerate greater than this.

So, if you do that, you have actually violated the safety norm. So, what is a clear indicator,
that the driver is really reckless and he is going higher than this. So, what you do is you
get it over a period of time and you count the number of 1 and 0 assigned to the points,
which have an acceleration or deceleration. And, apply the threshold and have acceleration
higher than the normal threshold and to normal points respectively and total number of 1°s

are counted over a predefined time period.
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Cassandra database where analyses are performed regularly to
identify gradual changes in them.

Where some of the result of analyses are notified to the user
in the form of alerts, all the results of the analyses performed in
the backend are displayed in a web portal. This way, drivers
themselves could monitor their driving behaviors and changes
in the vehicle condition and other organizations could monitor
their customers” behaviors and conditions of the vehicles that
are owned.

Il DRIVER MONITORING

Driver monitoring was basically done in two forms
Reckless driving monitoring, which is mostly wanted by most
of the organizations such as Insurance companies and low
enforcement authorities is one of the displays the recKlessness
of the drivers driving pattern within a certain period of time
such as 20 hours, one week/'month and three months. The
second, is driving anomaly detection which is important
somewhat for the above organizations but more important to
drivers themselves to get alerted when he’s deviated due to
stressed, drunk, distractions, ete. The two use cases are
described in the following subsections.

counted over a predefined period of time (e.g., 2 minutes)
The calculated number of counts are then classified
according to the driving cyele (ie., traffic, normal and
highway) of the trip. The driving cycle is determined by the
average speed of the vehicle throughout 10 minutes. The
count, together with the class is sent to the backend server
periodically as two separate streams for acceleration and
deceleration.

2. Processing at the Backend

At the backend, data received from the app are summarized
by WSO, BAM as hourly, weekly, monthly and every three
months and stored in an SQL database ready to be read by the
web portal.

B. Detection of Driving Anomalies

Identifyifig driver patterns has become a principal research
area due to the high concern about fuel efficiency and safe
driving. Liaw [10] proposed a solution to the problem of
identifying driving patterns by using fuzzy logic as the base
technique. There, the main focus has been on classifying the
region a driver usually drives in, Where regions are considered
to be of five main categories such as stop-n-go, urban, suburban,

And, by this count you classify according to the driving cycle, whether it is traffic or
normal highway. The driving cycle is determined by the average speed of the vehicle
throughout 10 minutes: the count together with the class is sent to the backend server
periodically to separate streams for acceleration and deceleration.

So, you can see lot of information is being already generated from just the speed related
information. And so, very useful data is actually got directly from the speed itself, ok. This
is the nice take away from this part of the discussion. Now, what does the backend do: you
have to do some processing on the backend. So, backend does get the data and it is
summarised. You have the business activity monitor which can be set to hourly, weekly,

or monthly.

And there is an SQL database ready to be read by the web portal, it just takes the data and
puts it there, alright. Next is a detection of driving anomalies. This is again referred to by
another paper, and they give reference of that paper. It is a research area and you can
investigate this all by yourselves by looking at several papers in that. The paper here is
actually talking about creating a Markov model, which was used to determine the
difference between the current pattern and the existing pattern of a driver.

So, you start identifying driving anomalies and put them into 3 different stages, there is a
pre-processing stage. So, speed to acceleration streams: from acceleration streams you put

it as acceleration transitions streams. So, that essentially means you get the timestamps of



previous acceleration and the current acceleration. These streams are then communicated
to the backend twice actually. Once to the CEP in real time for calculating whether the
readings are in accordance with the normal pattern and next to the BAM daily for updating

the model.
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a extended to have a rich set of functionalities supporting both these fasks.
r numerous vehicles and servers as needed. Complex event processing can be regarded as a service that
receives and matches lower-level events and generates higher-
s Wb Portal level events in real time. Simply. itisa component that responds
5 o event streams in an event driven manner. Complex event
] processing is required to happen at two stages within system
. Event Processing & Analytics g depending on the weight of the processing. A portion of the
H Complex Event Business Activity : processing is handled by the andymd app before transmitting
; Processor Monitor § data to the backend server allowing less consumption of the
g 2 bandwidth. The library. WSO2 Siddhi [7] which is the core
g’g’ Communication (HTTP) ] processing engine of WSO2 CEP is used in the processing done
H § in within the android app. Here, data from the engine, are
H Mobile Phone Event received as event streams (e.g., speed stream consisting of time
Processor stamp and speed, fuel stream, coolant temperature stream, etc.).
Communication (Bhetoath) The Siddhi engine decides the importance of the received
streams and depending on the information they provide, it
decides two things. For simple use cases such as coolant
Rt temperature monitoring it makes the app generate an alert. For
complex use cases, it transmits the filtered streams to the
backend servers, WSO2 CEP, the other portion of CEP, is run
Fig. 2. Architecture of the system on the backend since it has the freedom to work with a large
. R . database performing complex processing. The CEP at the
The android app is one of the key elements of the System  packend s responsible for detecting unusual patterns and
sinee it does the duty of a dgm transmitier bcvl\\ een the \cl{lclc cenerating alerts in eal fime.
and the backend servers while being performing the task of the = -
view laver as well. The app plays three major roles throughout The system is capable of performing long term analyses too.

So, you can see that one is to the CEP and there. So, you can see here that you may have
to send it twice. For this model for this block and to that block as well. So, you from there

you find out the driving anomaly you do twice transmission.

Once to the CEP in real time for calculating whether the readings are in accordance with
the normal pattern, because it is the CEP that captures any anomalies and BAM for
updating the model. Creating the Model: what is the model here? The model indeed is a
Markov model and that model is stored in some sequential database. The BAM essentially
processes the events: acceleration transition streams received from the app and update its
transition table consisting of transition probabilities daily. Therefore, more accelerations

of the BAM receives, the model becomes much more accurate.
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3. Determining Anomalies B. Mass Air Flow Sensor Failure

This is a task that happens almost real time. Anomaly is Mass Air Flow Meter (MAF) is an air flow sensor, which
detected by calculating the probability of the Markov Chain - measures the mass flow rate of air entering the engine which in
tesulted by the recent accelerations. But a single transition fum is used to calculate fuel delivery and spark timing. OBD-I
that has zero probability results in zero probability of the ~ system givesa MAF value in g's (grams per second) depending
chain. Also there is a need to multiply each probability. The ~ on the engine model and the capacity, hence MAF value cannot
above problem is avoided and the calculation is simplified ~ be directly used to detect a failure.

by considering property emphasized by (1).

02 sensor voltage(V)
Ig0) +1gb) +1g(c) (1) :

y=Vavbrc =lgly) =

“
. o o
Whenever the CEP receives an event stream (acceleration \

transition stream), it calculates the average transition o AY
probability for 5 minutes using a sliding window on the o5 L Mnvotage
timestamp with the aid of the transition table stored in the ot Y > * M Votage

database by BAM. The averaged probability of each chain ~ ©*
of accelerations is calculated using the property of -
highlighted in (1), and once it drops down a predefined ~ ° wld || possiie ikwe

- - ° e Time{ms )
threshold, an alert is sent to the driver. YT T oy Laen

Fig 4. Regression of max and min values of the 02 sensor

MAF(y's)

You do the anomaly detection by calculating the probability of Markov chain, resulted by

the recent accelerations appears to be quite straight forward.

And, then CEP: after it receives an event that is the acceleration transition stream, it
calculates the average transition probability for 5 minutes using a sliding window on the
timestamp, with the aid of transition probabilities table stored in the database by BAM.
The average probability of each chain of accelerations is calculated using the property
highlighted in this expression here. And, once it drops down to a predefined threshold an
alert is sent.
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Fig. 4. Regression of max and min values of the O2 seasor

MAF(g's)

Fig. 3. Acceleration transition diagram. RPM
IV.  VEHICLE DIAGNOSTIC

Modem computerized engine control systems rely on inputs Fig. 5. Flow rate vs. s in higher rpms for a normal sensor

from a variety of sensors. Among the sensors which are preser?
in modern computerized vehicles, Mass Air Flow sensor and
Oxygen sensor are two most important sensors that crucially
determine the engine performance, emissions and other .
important functions. OBD-II system may take some time to
identify malfunctions so in the meantime lots of wastage of fuel

MAR)s) MAF Failure

can result. Sensors do not fail suddenly but gradually. We came ok
up with a solution to detect impending failures so that they can :
be identified early. i
~ o

So, you can see this is the acceleration transition diagram. Similarly, vehicle diagnostic: if
you run through you will see that, you can look at oxygen sensor, which is important

aspect, which is more like an output from the whole engine manifold system.

Because, you know what is the amount of oxygen that is coming out. If it is a large
quantity, then you know that it is unburnt, it is just efficiency problem. And, there is you

need to do something about the air to fuel ratio mixing, right.

(Refer Slide Time: 22:21)

FhEEE s+ |

oo e ESS

Tools | FI&Sgn | Comment |

TRFGAT WIAF Faure

Oxygen sensor are two most important sensors that crucially
determine the engine performance, emissions and other .
important functions. OBD-I system may take some time to
identify malfunctions so in the meantime lots of wastage of fucl
can result. Sensors do not fail suddenly but gradually. We came
up with a solution to detect impending falures so that they can
be identified carly.

A. Oxygen Sensor Failure

The Oxygen Sensor measures the amount of Oxygen left in
the exhaust, which in tum is used to balance the air/fuel ratio. A
typical oxygen sensor’s operation range should be between
0.1V and 09V in lean and rich conditions of the vehicle
respectively. It will deviate when the sensor is failing. When
any of the bounds reaches 0.435V there will be a failure [12].

Fig. 6. Flow rate vs. tpm for a faulty sensor.

As illustrated in Fig. 5, higher MAF values have a linear
relationship with the corresponding RPM values. When the
MAF sensor is failing, the gradient will be gradually reduced as
shown in Fig. 6.

In our solution, the maximum and minimum voltages are

read by the app for 15 minutes at the start of each trip and
transmitted to the BAM by which the data are stored in the
database. BAM performs two regression analyses periodically
for both minimum and maximum values w.r. the time as shown
in Fig. 4. Once regression is done, the system preditts date of
the failure of the sensor and the driver will be wamned if the date
is closer to the current date.

A regression analysis is done periodically and
corresponding gradients are stored in the database. Another
regression analysis is done in a lesser frequency for the gradient
values. The prediction is done by calculating the time it takes
for the gradient to acquires a certain threshold. When the
expected time to fail is lesser than one month, an alert is




So, you can do some sort of regression analysis of this oxygen sensor failure. And, you
can see that this picture is actually capturing that. It shows what should be the threshold
and where exactly the problem comes by simple thresholding. Similarly, you could do with
mass air flow sensor as | mentioned to you the MAF sensor is placed between the air filter
and the throttle body, and is typically measured in grams per second, and you can see that

there is also the MAF: flow rate versus RPM.

In higher RPMs for a normal sensor, this is a normal value and then there is an anomaly,
then you should also be able to say what is the faulty sensor :flow rate versus RPM for a
faulty sensor. You would get like this pictures are pretty different as you can see. And
regression analysis is done periodically and corresponding gradients are stored in the
database. So, you can do some very simple things to get to understanding whether there is
a problem with respect to the MAF sensor, whether there is a faulty MAF sensor. And, |
mentioned to you all big companies have to do something very simple like to predict there

is a problem with the MAF sensor.
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generated. As the time gets closer and closer, alerts are
gencrated in a higher frequency.

C. Engine Coolant Temperature Monitoring

Coolant temperature, is queried from the adapter and is
forwarded to the app Siddhi engine periodically. Received
temperature data are averaged over two minutes using a time
window. If the averaged value is greater than the high
temperature threshold which is 104°C, the driver is alerted
immediately about the possible overheating

D. Fuel Economy Monitoring

The fuel rate, along with the speed can be used to calculate
the fuel economy. Using two separate time windows for the fuel
rate and the speed, the average fuel rate and the average speed
are calculated for a certain length of time. Then the average fuel
economy can be caleulated using (2).

Avg. fuel consumption )

Fuel Economy = Avg speed

If the average fuel economy becomes lower than a certain
threshold, an alert is generated by the mobile phone.

E. Engine Oil Temperature Monitoring

IV. RESULTS

The main deliverables of the project are the Android based
app and the web interface which displays monitored data and
analyzed results. The app was built in such a way that it would
display monitored data in real time using dashboards as shown
in Fig. 7 and would show notifications (alerts) as shown.

In the use case of reckless driving detection, Speed classes
were categorized as 20 km'h or below (Class A), 20-80 kmh
(Class B), 80+ kmh (Cla fion of data
happens in the backend, 1 m Fig.
8. Rapid acceleration coumts oM var Trme Trzure) and rapid
deceleration counts (vellow bar) were displaved in the same
graph. A user could have an idea of the recklessness of a driver
just by seeing that the height of the bars being great. Especially,
if the deceleration count is too high, it indicates a higher
recklessness.

ClassB

Then you will go on to read this you will find that engine coolant is also something you
can put a threshold, and then if it crosses the threshold, you mention that the engine coolant

temperature has increased.
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¥
immediately about the possible overheating.

D. Fuel Economy Monitoring

The fuel rate, along with the speed can be used to calculate
the fuel economy. Using two separate time windows for the fucl
rate and the speed, the average fuel rate and the average speed
are calculated for a certain length of time. Then the average fuel
economy can be calulated using (2).

(Class B), 80+ km'h (Class C). Once the summarization of data
happens in the backend, it was able to display results as in Fig.
8. Rapid acceleration counts (blue bar in the figure) and rapid
deceleration counts (vellow bar) were displaved in the same
graph. A user could have an idea of the recklessness of a driver
just by seeing that the height of the bars being great. Especially,
if the deceleration count is too high, it indicates a higher
recklessness.

Avg. fuel consumption )
Fuel Economy = Avg.fusl consimpHoR @ ClassB

Avg speed

If the average fuel economy becomes lower than a certain
threshold, an alert is generated by the mobile phone.

E. Engine Oil Temperature Monitoring

Engine oil temperature can be retrieved using Mode 01 PID
SC. If the oil temperature is too low during RPM is high, the
produced water and sulfur as byproducts of the combustion
process can form acids and damage engine bearings. App is
also capable of generating alerts if the engine oil temperature is
not within the operating range when average engine RPM is
greater than a certain threshold. Since the operating range and »
the RPM threshold differ from vehicle to vehicle it is Driving anomaly test was carried out using two users where
configurable within the app along with the time window for the ~ a lot of data could be collected from one of them (user 1). The
;1\ RPV model was created for user | usine half of the data collected

Fig. 8. Rapid accelerations/decelerations graph.

So, one can go on with oil temperature monitoring you get you see, you get a mode 0 1
PID which is 5 C. So, you can clearly see that this is from the traction or the part when we
talk about the power train. The PID is also from the power train and therefore, if oil
temperature is low during high RPM, they produce water and sulphur as by-products. So,

the combustion process can form acids and damage engine bearings.
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So, | suggest and strongly recommend

Kampana tool.

L configurable within the app along with the time window for the ~ a lot of data could be collected from one of them (user 1). The
r average RPM. model was created for user 1 using half of the data collected
e - g from him, and data was sent from both users real time to

F. Vehicle Battery Voltage ‘V(,’”"””’T-E % validate the current user. First, data from the other user (user 2)

& Battery voltage can be retrieved from the OBD adapter o yalidated against the model and secondly data from user |

using the AT command “AT RV” [2]. If this goes below a
certain threshold, driver is alerted that there is a possible battery
charging failure.

Fig 7. Dashboards of the Android app.

that you

was sent to the CEP to be validated. The two resulted in a
significant difference of average transition probabilities. The
resultant probabilities as well as the given speed patters as the
input are shown in Fig. 9 and Fig. 10 respectively.

g W et i

nomalous Driving

Fig. 9. Driving anomaly resulis,

read this paper and also download



You can also download this tool and get familiar with the tool. So, that you exactly know

what is happening with the engine ECU related parameters. So, driving anomalies are

shown here.

(Refer Slide Time: 25:31)

Fle Edit View Window Help

(D o | 2 come - @8 @ aree - | |
0l nf|=® - Tods | Al Sgn | Commumt |
|
]
510
8 Gradient
60 -
S\
0 .
\\
0
0 ~
AN ENEE SRR EASRnIRINDS
AROUGENERANBIEARRRDITRAZER &
ARRANARGIITAARCERAREEES

e AOMBloUS Driving  wemmeNormal Driving

Fig. 10. Speed patterns given as the mputs.

The graph shown in Fig. 9 can be divided into two regions:
one, whose probability is very low, and the other which has a
significant probability. The threshold which divides the two
regions, was used to generate the alert.

It can be seen that the speed patterns of
V. V ' £l { d

the two drivers are
i

And, you can see that speed patterns are given as inputs. So, you know here that this one

Fig 11. Regression of the gradient of the line between MAF rate and spm.

V. FUTURE WORK

The main drawback of the proposed solution is its complete
dependency on the data c ication of the mobile phone. If
the driver has not allowed data transmission on the mobile

is anomalous driving and normal driving you can see how the results look.
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Fig. 10. Speed patterns given as the inpus

The graph shown in Fig. 9 can be divided into two regions:
one, whose probability is very low, and the other which has a
significant probability. The threshold which divides the two
regions, was used to generate the alert.

It can be seen that the speed patterns of the two drivers are
significantly different from each other at the beginning. But
whit time, the patter of user 2 becomes a bit smooth and the
pattern of user | becomes a little wavy. Therefore, the

leration transition probability for the driver get
a little high while on the other hand, the acceleration transition
probability of user 1 get a little low. This way a little change in
the driving pattern decides the resulted in a big difference in the
acceleration transition probability.

Data was fabricated to indicate sensor failures to test the
detection of sensor failures. A set of fabricated data were
generated that mimies a failure of the Oxygen sensor in 3
months. For that. a real data set that consist of minimum and
maximum voltage values with time was collected and converted
into a data set as shown in Fig. 4. Following table summarizes
the predicted failure date and the calculated wear level of the
sensor using different time spans. According to the dataset
actual failure happens in 16®, Feb 2015.

A

Fig. 11, Regression of the gradient ofthe line between MAF rate and rpm.

V. FUTURE WORK

The main drawback of the proposed solution is its complete
dependency on the data c ication of the mobile phone. If
the driver has not allowed data transmission on the mobile
phone the system will not be useful. The same goes with
carrying a smart phone. The proposed solution assumes that a
driver possesses a smart (e i
android app. A dedicated Ttk
to overcome this problem where, once the device is plugged infd
the OBD2 port, data will be uploaded to the remote servers
autonomously. The current set of functionalities only consists
of a limited number of feature which were identified as crucial.
The architecture is built in such a way that new functionalities
can be added whenever needed.
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And, that will give you an idea of what is capable from 10T person to improve safety, to
improve reliability of these vehicles. So, that is about this paper, let us move on to see a

demonstration of this complete system to understand this better.



