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Embedded — OS

We have so far discussed the basic features of an operating system which are intended to
be used in the context of embedded appliances. Today, we shall recap at these features in
the context of the complete systems or complete OS packages which are available for
deployment on embedded appliances.
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Conﬁgarabii’ity

No single RTOS will fit all needs

Configurability needed: no overhead for
unused functions tolerated
« simplest form: remove unused functions.

« Conditional compiiation,
« Dynamic data might be repiaced by static data.
« Advanced compéle-time evaluation useful,

+ Object-orientation could lead to a derivation
subclasses,

Testing and Verification of derived OS is a
potgnﬁal problem

The basic issue is that of configurability. Given an appliance no available package will
fit all the needs. And we need configurability, because the overhead for unused functions
be tolerated, because you would not like memory to be used for such purposes. So, what
is the simplest form remove unused functions and many cases you actually have the
feature to compile your OS with applications together. So, we can use conditional
compilation to illuminate those modules which are not needed. In a way what we have
that such OS are organized in modular approach that means, OS consist of a set of
modules and you make the selection of the modules depending on your requirement. And
this advance compile time evaluation is useful for optimizing the whole system and
object orientation can lead to derivation of sub classes specialization on the basic
functions provided by the core OS. But obviously, testing and verification of the derived
OS is a potential problem. So, the whole idea is what that you have an OS a generic
version of an OS and you tailor it for your suitable applications depending on the
functions that you need. As well as you have to specify if required the features of the
hardware on which the OS is expected to run. So, configurability is a very important
characteristic of such an OS package. The other issue is management disc and network.
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Disc and network
Disc & network handled by tasks Instead of
integrated drivers
« Many ES without disc, a keyboard, a screen or a
mouse,
Effectively no device that needs to be

supported by all versions of the OS, except
maybe the system timer,

Relatively slow discs & networks can be
handled by tasks.

Not all embedded systems have disc and they are all not connected on the network. But
general purpose compute in system of variably have OS and network connectivity. So,
these 2 aspects are always needed as part of the general purpose operating system. But
that is not necessarily true with an embedded system. So, what we say? The effectively
no device that needs to be supported by the all versions of the OS except may be the
system timer, because critically system timer has to be there to manage various aspects
of operation of an embedded system. But other devices are actually depends on what
kind of application you are looking at. So, in fact, that is again another reason for
configurability and choice of the appropriate device drivers to be made part of the OS. In
fact, if you really have discs and networks that can be handled by the tasks this does in

form part of the OS kernel and the device driver than comes bundled with the OS.
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Comparison

Embedded-0S Standard 0OS

application software \ | appfication software
middieware | mddleware middieware |middiewars
device driver | device oﬁm] ? | operating system

real-time kamed \ 1 [devcr griver | device Oriver !

So, if we compare the basic idea wise if | have the embedded OS and | have the standard
OS see we have the operating system and along with you have got device drivers for a
multiple applications. Here, you make choice of the device drivers depending on the
devices that you would like to use. And it very likely it would be a real time kernel,
because it needs to support real time tasks the kernel has to be a real time kernel which is
not a necessity for a standard OS. And in many cases you will be using a standard OS to
compile an OS along with applications bundled in to a package to be downloaded on to

an embedded appliance.
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Protection

Protection mechanisms not always necessary:
+ ES typically designed for a single purpose,
untested programs rarely loaded, SW considered
refiable.
+ However, protection mechanisms may be needed
for safety and security reasons,

—

No desire to implement /O instructions as
privileged instructions and tasks can be
allowed to do their own 1/0.
» Example: Let switch be the address of some
switch, simply use
load register, switch
instead of OS call.




Next issue is protection. In the last class itself we have seen that you can use MMU to
provide a variety of protection. Now, this protections in many cases | require, but also in
many cases in a opt provide a limited amount of protection not extensive protection as
you require for a general purpose system which is expected to support multiple users.
Because yes that is a embedded systems typically design for a single purpose and
untested programs really loaded. So, it will not be expected that a program would like to
access a memory area of some other process. Software is considered reliable under those
conditions hoe the protection mechanisms may be needed for safety and security reasons

where you want to preserve the option of enhancing the software on the flight.

So, related to this protection becomes the privilege mode operation. In fact, in a standard
OS you always have the 10 operations in privilege mode that is that when | am actually
doing an 10O approaches the users may not have a direct access to an 10. But in many
possible for a process which is in an embedded OS to access directly 10. So, in 10
instructions did not be always be executed in a privilege mode when it is to be done in a
privilege mode in we have seen that 1 mechanism is kernel map. So, you map the pages
corresponding to the kernel corresponding to the device interfaces in to the page table of
the processes itself with the domain memory conditions domain security condition
enabled. So, in that case you really do not have a contact switch, but there is a switch in

the status of the processor for the execution. Interrupts are also not restricted to OS.
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Interrupts not restricted to OS

Interrupts can be employed by any process. Since
« embedded programs can be considered to be tested,

» Since protection s not necessary and

« since efficient control over a vanety of devices is
required,

—

« it IS possible to let interrupts diréctly start o Stop tasks
(by storing the tasks start address in the interrupt
table).

+ More efficient than going through OS services.

» However, composability suffers: If a specific task is
connected to some Interrupt, it may be difficuit to add
another task which also needs to be started by an évent,




Interrupts can be employed by any process. Since, embedded programs can be
considered to be tested since, protection is not necessary and since efficient control over
a variety of devices is required. It is possible to let interrupts directly start or stop tasks
by storing the task address in the interrupt table. So, it becomes directly math on to the
task depending on the application. It can be more efficient than going through the OS
services; obviously, the overhead of the OS service execution is getting eliminated and
so, what happens effectively the software latency for the interrupt service effectively
goes down. However, what you say the composability suffers if a specific task is
connected to some interrupt it may be difficult to add another task which also needs to be
started by an event In fact, by a similar event. So, it can be done if | use OS service to

math an interrupt to multiple tasks depending on the requirement.

(Refer Slide Time: 8:50)

Real-time capability

Many embedded systems are real-time
(RT) systems and, hence, the OS used
in these systems must be real-time

operating systems (RTOSes).
A real-time operating system is an

operating system that supports the
construction of real-time systems
N\

The other point which is fundamental concern for an embedded appliance and a system
is a real time capability. So, many embedded systems are real time systems and hence the
OS used in these systems must be real time operating system. And what is the real time
operating system in a way? A real time operating system is operating system that
supports the construction of real time systems. And we have already had the definitions
of real time systems and we know the difference between soft real time and hard real

time systems.
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Real-time operating systems

Key requirements
» The timing behavior of the OS must be
predictable.
* For all services of the OS: Upper bound on the

execution time!
RTOSs must be deterministic:

+ unkke standard Java,

* short times during which interrupts are
disabled,

So, what are the key requirements? The basic key requirement is timing behavior of the
OS must be predictable we have talked about the scheduling strategy. But we have to
also consider the services that OS provides. Each service has got an overhead in fact,
scheduling services has also, but an overhead and you have considered whole scheduling
scheme without considering the overhead. But in actual real world deployment this
overheads play a crucial role. And what we need to have? You need to have exact timing
and predictable timing of the OS services. So, for all services of the OS we should know
the upper bound on the execution time So, in that sense RTOSs must be deterministic

then only | can actually talk about carsickness of the schedule why unlike standard java?

In a standard java we have already talked about that garbage collector can come in to
play at an arbitrary instance of time holding up a thread which is doing a job or the task
the user intense to do. So, that brings in non determinism and that is not really desirable.
So, such kind of interruption definitely is not desirable in a real time OS. Other thing is
there should be short times during which interrupts are disabled, because interrupts is
disable for a long time then you cannot actually guarantee meeting of the service
constrains of the devices are external senses. Because external senses when they are
providing an interrupt it is required the devices at to be serviced with in a deadline. If
you actually disable an interrupt for a long time period then interrupt will not be
acknowledge and such services cannot be provided. In fact, there has been standards for
this kind of real time operating systems.
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Real-Time Operating System
standards

« IEEE 1003.1b POSIX Real-Time Extensions
(www.leee.ors)

+ OSEK (automotive real-time OS standard)
(www.osek.org)

POSIX is an IEEE standard and in fact, if | have an OS my own OS | would like it to be
POSIX compactable so, that my applications which are POSIX complaint can run on my
OS. And in fact, that is the basic motivation for defining this kind of standards because
actual implementation can vary from system to system OS to OS. But the basic features
if they can be standardized then your application can run on a variety of operating
systems. The other thing is OSEK this is automotive real time OS standard. This is
particularly meant for automotive applications. So, there have been standards and you
talk about OSs and when you are making a choice of the OS you would like it to be
POSIX complaint. And when you develop an application you will be using the system
calls which should be ideally POSIX complaint. So, that they can move from one OS to

another OS; that means portability across the OS without much of rework required.
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Real-Time OS: Examples

Wincows platforms
+ Embedded XP, Windows CE, Pocket Windows

VxWorks from Wind River Systems
(www.windriver.com)

Unux variants
+ (Embedded) Red Hat Linux (www.redhat.com)
+ FSM RT-Unux (www.fsmiabs.com)
+ Monta Vista Linux (www.mvista.com)

QNX (www.qnx.com)

There are number of such examples which are available and today being used windows
platform this are primarily source from Microsoft targeted for handle devices then
VxWorks from Wind River system possible. The most well known commercial operating
system used in embedded appliances. There are variety of Linux variants therefore,
Linux is now is turning out to be the most popular in fact, on an upward swim for its

application in embedded domain.
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Real-time OS: Requirements

OS must manage the timing and
scheduling

» OS possibly has to be aware of task

deadlines;
(unless scheduling is done off-line).

» OS must provide precise time services with
\high resolution.




Now, what are the further requirements? The OS must manage the timing and scheduling
what we have found first of all the OS services had the deadline then OS all the OSs
should provide the services for timing and scheduling. And OS has to aware of task
deadlines unless scheduling is done off line; that means, if you are using a table revent
scheduling a design time scheduling then the OS need not bother about that deadlines.
But otherwise it has to bother about deadlines to decide about the priority of the tasks.
And OS must provide precise time services with high resolution in fact, this is the key
issue, because depending on the time resolution that OS can handle.

You can have specificity of the deadlines try to understand this because you have a timer
and the system may be operating at Giga Hertz timer has a specific counts a you have OS
has got the internal structure to maintain the timing information. In fact, you can
understand the pending on size of the data structure you can actually talking terms of the
time resolution with which you can deal with the deadlines. So, for example, | may have
a gigahertz clock, but I have implemented an OS which uses same a simple four bit to
store the timing information internally. In that case | cannot use time resolution of
gigahertz level for dealing with the deadlines. So, time resolution in terms of your
internal management becomes a key issue for managing the schedules. And this is
related to your underline hardware as well. So, what we say the time places a central role

in real time application.
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Time services

Time plays a central role in “real-time”
systems.

« Actual time is described Dy real numbers,
Two discrete standards are used in real-time
equipment:

International atomic ume TAI
(french: temps atomic internationaie)
Free of any artificial artifacts.
« Universal Time Coordinated (UTC)
UTC is defined by astronomical standards




And this is also related to your actual time. So, actual time is normally described by real
numbers. And if | have if you see depending on what is the data structure allowed that
are how many bytes being allowed for a storing this real numbers would actually
determine the timing resolution. And there are two discrete standards are used in real
time equipment. Now, these are with respect to the physical time making the references
with respect to the physical time. One is international automatic time TAI and universal
time coordinator that is UTC. Now, this is for an unversialization of the physical time
when you are using in an embedded system which may be network and working with
other system located at different time OS. Just consider that when you making a mobile a
phone call the time zone if there is a tariff depending on the time period the time zone
can actually vary from country to country. So, there has to be timing information
associated with the call. So, that way also the physical times becomes an important
parameter. So, how the synchronization does is done with respect to the physical time?
In fact, many of the embedded systems and the OS do have features to synchronize with

physical time.
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Synchronisation

Internal Synchronisation
Synchronization with one master clock
¢+ Typcally used i startup-phases
+ Distributed synchronization:

« Collect indanmation from rsghbors
External Synchronisation

+ External synchronization guarantees consistency
with actual physical time,
+ Recent trend is to use GPS for ext. synchronization

One is internal synchronization in fact; this may or may not correspond to
synchronization of the physical time. But this would definitely correspond to
synchronization with respect to a time stamp which is consistent across systems which
are dealing with the time stamped data fine. So, you can understand today, | am time
stamping may be right now, time stamping on my mobile some time say a 10 30. | need



riches a system which is network and it reaches at time on that mobile may be written 30
what is the meaning of this 2 times? It has reached may be after say 10 seconds how this
time becomes pair. If they are clocks and not internal synchronize in fact, this
synchronization then very important problem when you consider a distributed OS and a
distributed coordination in a distributed OS. So, similar issues do come in the context of
embedded systems as while. So, there can be synchronization with respect to one master

clock and this is typically used in startup phases.

And there can be a distributed synchronization by collecting information from other
neighbors and trying to offset the errors with respect to the timing information available
from the neighbors. So, it something like that I look at your watch and as well as you
friends watch and try to find out the best time. And all of us all few of us can
synchronize our watch with respect to the joint agreement of a time. The other issue is
that of external synchronization. External synchronization guarantees consistency with
actual physical time in fact, across multiple time zones as well and what is done? In now
a days to use GPS for external synchronization global positioning system do
communicate with the timing information also and it can be of the order of 100 nano
seconds the time resolution. So, using that the physical time synchronization system. In
fact, physical synchronization of time is a very important issue with these kind of

embedded communication appliances which needs to manage a variety of tariff structure.
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Other RTOS Features

Utilities
Bootstrapping support
“Headless” operation
’ ow not necessary

APIs (Application Programming Interfaces)
Multiple threads and/or processes
« Fixed priority scheduling is most popular
Mutex/semaphore support likely with priority
inheritance support




Other RTOS features is bootstrapping support, headless operation this they really not
have and a display to show the status. In many cases you have some kind of if you want
to flag an error. Some kind of external hardware interfaces to be provided not really a
display and you have API’s. Now, when you develop an application with reference to an
OS you will be using this API’s. So, there will be multiple threads or processes in fact,
API provides you with the facility to create threads as well as processes. And they will
provide support for semaphores with priority inheritance. And we have discussed and we
have seen why priority inheritance is so, very important when you where scheduling real
time tasks. So, typically they come with priority inheritance and the semaphore support

and ability to create multiple threads with fix priority scheduling.
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More RT-OS FEATURES

Inter-process communications
» Message queues
Timers/dock

Device drivers
Opt\ional
» Network protocol stack
» Graphics support

Also there are features for inter process communication. The most common thing is
message queues. If there are two processes next to communicate how do they do it? So,
you can thing in terms of a message queue a standard a producer consumer kind of a
scenario. So, the producer puts in message from 1 end to the message queue and the
consumer removes the massager from the other end of the message queue. It is a kind of
a buffer it can consider a simplest implantation of these in terms of a buffer and so, it is a
bounded buffer. So, in the buffer is empty; obviously, consumer it stopped from

accessing it and when the buffer is full producer is stopped from writing on to it.



But there could be various other ways also to implement message queues. In fact, it can
be a complete asynchronies implementation where the messages are posted message are
received the process continuous its own execution. And may come back at an appropriate
point in time to check the message queue and take appropriate action. Timers and clock
management In fact, this is a very key features it has to be definitely there. Device
drivers there may be a set of device drivers available and your network protocols stack
and graphic support are optional depending on what kind of service you are really trying

to provide.
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RTOS-Kefn;als

Distinction between
+ real-time kernels and modified kernels of
standard OS’es.

application software spphcation software
mickieware | madieware mddeware | muddewars |
amvice driver | dewce driver | cperating wystem
reaingme kemel dewvice driver | device drver

So, we look at RTOS kernel see all this features has be provided through real time OS
kernel. And we are seeing the same diagram In fact, real time kernel can be this pure
newly return real time kernels are it can be a modified kernels of standard OS. So, if you
look in to it this is going back to the standard OS diagram. The only difference here is
the kernel area would have could be modified with a different scheduling scheme and

scheduling strategy and here you have a real time kernel.
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Functionality of RTOS-Kernels

processor management,

resource

memory manage‘nent, management
and timer management;

task management (resume, wait etc),

inter-task communication and
synchronization.

So, what is the functionality of the real time kernel? Obviously, the processor
management this key memory management and timer management among the devices
timer is a most important device and it has to be universally managed. Other devices are
actually picked up depending on when there are available or not. The other thing is task
management that is resume way it start extra and inter task communication and
synchronization for sheared resources. So, what we shall see is that with reference to

Linux how does this address kernel features are provided.
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Case Study: Linux in
embedded systems




There are various strategies which have been followed to enhance Linux kernels to
provide this feature. In fact, that gives you what | already said that two basic approaches

writing a real time kernel are modifying a existing kernel for enabling this services.
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Why Linux?
Refiabie, Full-featured Operating System
» Rich multi-tasking support
+ Security, Protection

4 SAIBIANR

TCP/IP, RSWP, SIP, MALS, H.323

» "’.

Uitimedia Support
WPEG, MPEG, GSM

vevice Dnvers

Standard, Known Environment and API's

« Unix Lineage
Famidiar environment for many users/developers

__» POSIX Compliance

So, why Linux? The basic idea is why Linux is for off-screen for the use in embedded
systems. It has got a rich multi tasking support security and protection it was also got a
networking support although I say networking may not be a key issue. But many ways
networking today many of the embedded systems are coming with networking features,
multimedia support and variety of device drivers which are available on Linux and
standard known environment an APIs. So, the familiar environment for many users and
developers as well as POSIX compliances so, all this features make Linux a popular

choice.
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Why Linux?

The Cost Factor
+ Free run-time royaites
The Open Source Factor

+ A global team of programmers enhancing the
environment literally all the time

+ Availabllity of libraries, tools, and device drivers
+ Source Code ACcess allowing “peeking inside the
hood™ (and customizing as necessary)
~ The Popularity Factor
+ Excedlent documentation

In fact, the other features as well the reasons as well. So, it is a cost factor, the open
source factors we have got the source code which is allowing what you say the peeking
inside the hood. And customizing as necessary which is not true if you are really
working with a commercial OS and popularity factor based excellent documentation and
excellent third party documentation. Although it is not always true for each and every
aspect of learners, but the whole idea is that if there is a problem you get variety of
support that is a basic commercial consideration for making a choice about Linux. So,
the other so, what happens is with the Linux if you have a modular kernel.
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Why Linux?
Small Embedded Systems

+ Modular Kernel, possibie to configure the kemel to
suitable

+ Customizable Root File System

» Lots of Utilities
High-End Embedded Systems
+ High-Availability
+ Clustering
» SMP Support




You are possible to configure the kernel to suitable size. So, Linux is organizing
embedded Linux is what we say that if a Linux is organize in terms of a collection of
modular components in the kernel you have got a customizable root file system and lots
of utilities. If you look at the high an embedded system point of view it is a high
availability is in the sense what is availability of the software system? Availability means
that if I distinguish between reliability and availability reliability is what? The time for
which it would work without failure that the probability is that for certain time period the
OS would work without failure.

Availability is what if there is a failure there is an ability to catch that exception and
come back soon enough so, that the services can be rest out. So, that makes an OS more
available. So, the problem is that we talk about availability of the software system we
accept the there may be failures, there may be exceptions and modular such failure OS
has the ability to come back and rest of the service. So, this is how availability
distinguished from that of reliability. Also there is clustering ability to cluster multiple
system and symmetric multi processing support. So, if you have a multiple processors
you can use them through this OS. This is a primarily high end application if they are
really looking at a more complex computation has to be done then only this issues

become important.
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Linux API: Tasking

Process
» Encapsulates a thread 6 control and an address

Space
* Address space mary be shaned gving DNrecy in effect

+ Schedulable Entity
Threads

+ Are processes to the Linux kermel
Scheduled by the Unux kemel
+ Can be created such that they share the address
space with the parent process, effectively giving
threads




So, if you got the Linux API and the most important aspect of the API is the tasking and
here what happens? A process the Linux API you work in terms of the processes. A
processes encapsulates a thread of control and an address space. Address space may be
shared giving threads in effect that is there are multiple threads within the processes
boundary and processes schedulable entity. In fact, threads in a way or processes to the
Linux kernel and they are scheduled by the Linux kernel. And can be created such that
they share the address space with the parent process effectively giving threads. So, what
we are talking about is two ways of leading to threads. So, | can talk about processes the
schedulable entity is and process can be consisting of a set of threads which share the
address space. | can look at threads we should Raquel and to processes for Linux kernel.
So, threads now, become a schedulable entities and a set of threads group together as a
process so, that the shear a common address space. So, this can be done for your

application using standard Linux API.

(Refer Slide Time: 28:28)

—
\\\,; e

Linux Internals Architecture

So, if you look at typically a Linux internal architecture is here we are looking at a key
issue as process scheduler. You can have multimedia support you can have a inter
process communication networking support and this is link to the core mechanisms.
Now, what you do? You would select the modules which are available in terms of the
modular architecture device drivers which are available together and construct this
architecture. Because process scheduler would manage all this processes and, because

they are of the different nature and that, why they are link to process scheduler.



Depending on what kind of tasks do you have you will have the corresponding module

configured for your particular version.
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Linux Internals: Scheduling

Schedulable Entities
« Processes
Roal-Time Clss: SCHED_FIFO or SOED_RR
« Time-Sharing Class: SCHED_OTHER

+ Real-Time processes have
« Appiication defined prionty
« Higher priorRy than Bme-shating processes
Non Schedulable Entities
« Interrupt Handlers
Have poorgies, and can be nestod

N

So, what are schedulable entities? Schedulable entities | already talked about processes
are threads are also processes. If you go wire that path and so, you can have what is
called two distinct classes’ real time class or time sharing class when you talk about a
time sharing class obviously, what we are implying is that for this task there are no
deadlines to be meat. Application processor can have application defined priority as well
as higher priority than time sharing processes. And what are non schedulable entities? It
would have interrupts are interrupt handlers can have priority and can be nested. But they

are not schedulable why they are not schedulable?

In the sense when such interrupt arrives the interrupt has to be serviced and priority
between the interrupts means either how they are to be resolve when simultaneously
more than interrupt is spending are when a particular interrupt is serviced whether you
would accommodate interrupt another interrupt where that is being serviced . So, that
organization can be done through the OS as well, because OS has to disable interrupts. If
there are mask able interrupts OS will disable those interrupts to while a particular
interrupt is being serviced other interrupt will not be deducting. So, that is again a
configurable aspects, but there are some problems; obviously, which is there what is the

timer granularity?
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Linux and RéaI\-Tim'e: Probler‘nS
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Timer Granularity
» Many read-time tasks are driven Dy timer interrupts
+ In Standard Dy, the tiner i st 10 expire of 10 ms
mntarvals
Scheduler Predictability
» Linux scheduler keeps tasks iy an unsorted st
Requares & scan of all tasks to make & schodulng decision
» Scales poorly a5 number of tasks increases
Various subsystems NOT designed for real-time use
» Network protocot stack
» Fllesystem

In standard Linux the timer is set to expire at 10 millisecond intervals, because this is the
smallest interval that you can really have depending on the way the ways has been
configure. So, the granularity can become problematic; that means, you cannot have the
deadlines specified at a granularity lower than 10 millisecond level. Scheduler
predictability scheduler keeps tasks in an unsorted list. So, requires a scan of all tasks to
make a scheduling decision. So, that has an overhead and so, it will scale purely as a
number of tasks synchronize. If you are have a more real time tasks can; obviously, have
a real problem and various subsystems on design for a real timings. Obviously, network
protocol stack file system windows manager required. You can say that they are needed
also in various embedded subsystems when they are not needed the really do not call as a

problem. But when they are needed they do cause a problem.
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Approach\es to Real-Time
Linux

+ Compliant Kernel Approach
- Dual Kernel Approach
+ Thin Kernel
- Core Kernel Approach
~ Resource Kernel Approach

So, how do you modify are the basic issue is that how do you deal with the Linux kernel
and bring in this kind of real time features. Currently on the, if you look at the different
flavors is a Linux that is available the approaches that have been followed at the
following; compliant kernel approach, dual kernel approach, core kernel approach and
resource kernel approach. So, these in fact, in a way are examples that how you architect
an operating system. We have looked at features of an operating system we have not
really looked at how you architect an operating system. So, what we are looking at with
reference to Linux how you architects such an operating system.
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Compllant Kernel Approach




So, a complaint kernel approach is based on this basic philosophy. You got a Linux
kernel which all of us know any of got this Linux development tools and environment
which uses standard Linux system call API to develop an application, but you do not
have a real time feature on this Linux kernel. So, what you do? You write a kernel which
is a real time kernel, but it provides a same API as that of the original Linux API. So,

that gives your complaint kernel approach. So, what you say?
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Compliant Kernel Approach

Basic Feature

+ Linux is defined by its API and not by its intemnal
Iimplementation
+ The reai-time kermnel s a non Linux kemel

Implications
+ No benefits from the Linux kernel

+ Not possible to beneRg from the Linux kemnel
evolution

» Not possible to use Linux hardware support
+ Not possible to use Linux device drivers

2

The basic philosophy the Linux is defined by its APl and not by its internal
implementation. For an application developer Linux is defined by an API and note by its
internal implementation. So, the real time kernel is strictly unknown Linux kernel you
can provide your own kernel as such with an APl same as that of the Linux kernel. So, in
this case what are the implications? You really have no benefits from the Linux kernel
you cannot you not possible to benefit from Linux kernel evaluation Linux kernel
changes over time, because that is again what are the issues software it is evolving in a
continuous basis? Not possible to use Linux hardware support not possible to use Linux
device drivers. So, these are things which have to be developing as part of your
complaint kernel approach.
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Compliance

100% Linux API
« Support all of Linux kernel AP1
Implications
« Any Linux application can run on real-time kemed

* Development can be done on Linux Hast, with rich set of
host tools for development
« Al Linux libraries are trivially available to run on
real-time kemel
* Third pacty software
+ Achieving 100% Linux APT Is non-trivial
+ Consider the amount of effort put on Linu kermel
development

So, compliance is if you have a 100 percent Linux API they needed to support all of
Linux kernel API and all of Linux kernel applications which are built up on the Linux
kernel system calls. So, any Linux application therefore, can run on real time kernel
development can be done on Linux host which rich set of host tools for development.
This is the basic advantage all Linux libraries are trivially available to run on real time
kernel. So, all third parties comes in, but achieving 100 percent Linux API is not trivial.
So, consider the amount of effort put on Linux kernel development which has taken
place in a generic fashion So, this what we have look trying to look at as a trade of

complaint kernel approach what could be the alternative.
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The Thin Kernel
Approach

Real-time tasks do NOT use the Linux AP! or Linux facdibes
Faslure in any real-time task crashes the antire system

Alternative is a dual kernel approach and here what we say one of the dual kernel
approach is the thin kernel approach. So, we have got at this layer as a real time kernel at
Linux and your Linux kernel classical Linux kernel becomes a task under real time
kernel. So, your user processes this Linux processors they can be run on the Linux kernel
and you real time tasks gets scheduled by the real time kernel. And In fact, in a way this
you can consider a set of. So, called periodic tasks if you go back to a original model
which does not have a real time. So, that could schedule by the Linux kernel. So, in fact,
real time kernel schedules Linux kernel and Linux kernel in terms schedules you use a
processes which can not necessarily real time processes. So, real time tasks do not use
the Linux API or Linux facilities failure in any real time tasks may crashes the system,
because it is going through this path. So, the whole development is the real time task
may not be based on Linux API.
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Core Kernel Approach

Basic Ideas
+ Make the kemel more suitable for real-time

+ Ensure that the impact of changes is localized so
that

Kerned upgrodes can be aasly Incorporsted
* Kerms relabiity and scalability & not compromised
Mechanisms
N + Static Configuration
« Can be configuned at complle time
+ Dynamic Configuration

« Using loadabtie kermed modules

>

The other approach is core kernel approach where you make the kernel more suitable for
real time ensure that the impact of changes is localized. So, that kernel upgrades can be
easily incorporated and kernel reliability and scalability is not compromised. So, there
are two ways to do it one is the static configuration can be configured at compile time,
other is dynamic configuration using loadable kernel modules that is in the run time you
make some of the modules enabled. Now, in this case; obviously, what you assume is
that you have a secondary storage where you have the storage information by which
from which you can actually add on the modules on demand.
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Core Kernel Approach

Allows the use of mast if not all existing Linux
primitives, applications, and tools.

’ Needwavddmmmmmasgnmmmﬁed
time in the kernel

Allows the use of most existing device drivers
written to support Linux.
« Need to avoid poorly written drivers that unfairly
hOG SYSU8m resources
Robustness and Reliability

« Core kernel modifications can effect robustness,
but source is available

ad




So, the core kernel approach allows the use of most of it. If not all existing Linux
primitive applications and tools and allows use of most existing device drivers written to
support Linux. But if you are trying to play with the core kernel then it can effect
robustness, but in a way source is available this still a possible way to architect the Linux

system for a real time application.
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Resource Kernel

A Kernel that provides to Applications
Timely, Guaranteed, and Enforced
access to System Resources

Allows Applications to specify only their
Resource Demands, leaving the Kernel
to satisfy thoSe Demands using hidden

management schemes

The other approach is that of the resource kernel. Here conceptually it is the distinct
approach from that of what you had considered so far. But philosophically it was closer
to that of the dual kernel approach. So, what you a say a resource kernel is a kernel that
provides to applications timely guaranteed and enforced access to system resource allows
applications to specify only their resource demand, leaving the kernel to satisfy those
demands using hidden management schemes. In fact, this is architecturally much

advanced version in a flexible version compare to others.
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Protection in Resource Kernels

Each application (or a group of collaborating
applications) operates in a virtual machine;
+ a machine which consists of a well-defined and
guaranteed portion of System resources
+ CPU capacity, the dsk bandwidth, the retwork
bandwidth and the memary resource

Multiple virtual machines can run
simultaneously on the same physical machine

+ quarantees available to each reserve set is valid
despie the presence of other (potentially mis-
behaving) applications using other reserve sets

So, what is the production in resource kernels? Each application are a group of
collaborating application operates in a conceptual virtual machine. A machine which
consists of a well defined and guaranteed portion of system resources that is CPU
capacity, disk bandwidth, network bandwidth and memory resource multiple virtual
machines can run simultaneously on a same physical machine. So, guarantees available
to each reserve set is valid despite the presence of other potentially misbehaving
applications using other reserve sets. So, what does that mean? Conceptually I am
reserving the resources giving to a set of tasks so, effectively for that of tasks with given
set of resources allocated at in a static fashion becomes the definition of the virtual
machine. For that set of processes other processes really do not in consist, because it has
got that set of processes has got of view of the system which consists of only those

resources allocated to it. So, if you have this resource kernel.



(Refer Slide Time: 39:37)

This is the Linux kernel this are the Linux processes you can have the Linux process
running on the Linux kernel. But this other Linux process can communicate for a
resource kernel. So, resource kernel makes what? Makes reservation of the resources for
this Linux process with respect to the Linux kernel and theses resources are made
available to the Linux processes. So, the Linux process this process runs with reference
to a virtual machine. Each process has got a resource demand. So, resource kernel
handles the resource demand. So, effectively it makes reservations of those resources
with reference to Linux kernel. So, Linux kernel knows that this much resource has been
already allocated. So, that gets allocated to the Linux processes. So, the Linux process

which refers to resource to kernel operates effectively in a virtual machine.
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Reserves and Resource Sets

Reserve
+ A Share of a Single Resource

» Temporal Reserves
Parameters deciare Portion and Timeframe of Resource

).
v E9., OU time, Ink bandwidth, disk tandwidth
» Spatial Reserves
Amount of space
« £.0., memexy pages, netwerk uffers
Resource Set
v A Set of résource reserves

So, these are related to two basic concepts which we talk about reserve. Reserve is a
share of a single resource there can be temporal reserves there can be spatial reserves.
Temporal reserves are parameters which declare portion and time frame of resource
usage CPU time, link bandwidth, disk bandwidth is that effectively a temporal resources.
Spatial reserves amount of space it can be memory pages network buffers. So, everything
gets allocated to a process by resource kernel and resource set is a set of resource

reserves.

(Refer Slide Time: 41:14)

Power Aware Application




So, what we do with this resource reserves? Effectively this isolates one process from
another process. So, there you do not disturb each other and this processor are
guaranteed operating conditions and the timing parameter, because they have got
guaranteed resources. Next, what we shall look at is that problem of dealing with power,
because so far we have not considered power as a resource. But fundamentally in an
embedded system power is a critical resource. Now, we have to see how this OSs can be

adopted in order to manage power?
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Support in OS

Provide ways by which Application, Operating System
and Hardware can exchange energy/power and
performance related information efficiently.

Facilitate the continuously dialogue / adaptation

between OS / Applications.
Facilitate the implementation of power aware 0S
services by providing a software Interface to low
power devices
v A power-aware AFL 10 the end user (e enadies one
implement energy-officint RTOS services andd applications

So, what kind of support we expect in operating systems for dealing with power?
Operating system; it should have the ability for the application operating system and
hardware to exchange energy power and performance related information efficiently,
because then only the OS can thing about power driven scheduling policies. So, it should
facilitate a continuous dialogue and adaptation between OS and applications. It should
facilitate implementation of power aware OS services because, so, for services and what
we talked about for a real time we wanted to have a deadline or an upper bound of the
time regard to services. Now, you like to have services which would provide the
management services. So, what we say the power our OS services the providing the
software interface to low power devices. In fact, in a way what we are looking at? A
power aware API to the end user that enables one to implement energy efficient RTOS
services and applications. So, just like we were talking about Linux API in terms of the
OS using the API preprocesses and threads and they become the schedulable entities,



meeting the deadlines. In that same way we would like to have API to which we can
create power aware services and this APl implemented in a junction with the other way

services can enable me to manage power.
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Power-aware API

Services provided
+ processor frequency scaling and low-power state
transitions
with costs of makmgNuch transbors
+ battery status (if the system Is battery based)
+ appropriate routines to control energy-speed and
anergy-accuracy knobs avallable on [/O devices:
network interface, seral interface, LCD, etc

So, power aware API should provide services like processor frequencies scaling and low
power state transitions. And we have looked at this in the context of power aware
architecture when we said that each processor can have different stage corresponding to
different amount of energy consumptions. As well as we have seen that | can select
dynamically the supply voltages and have the frequency scaling which dictates my
energy consumption depending on the deadline that example we had gone through. So,
these kind of services is what API should provide for. The other issue is ability to
monitor battery status battery becomes a device. So far we have not really considered
battery as a device the power supply basically becomes a device | need an interface to
the device. So, that | can monitor its health and | would need also appropriate routines
are this are again system calls to control energy speed and energy accuracy knobs
available on 10 devices. That means, if you remember that we talked about flexible
applications we discuss flexible applications with reference to timing consideration.
Now, you talk you should have flexibility and ability to deal with flexible application in

relation to its energy consumption.
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So, power aware APl would something like this that you have got an application setting
on top you have got a power aware API this is the power aware middleware. This is
POSIX complaint OS that we are talking about with relation to the real time
requirements. And this is power aware OS services that should be provided and that is
services modified with an add-on. And that would work on a kind of an abstraction of the
underline hardware because, if | am talking about a OS. Now, there would be a variety of
processes would have different power saving stage we have seen that power pc has got
some set of states which is different from other processor. So, there we need to have
some kind of an abstraction so that when you talking about a generic service you can

have an abstraction over this hardware’s.
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Example: Software Architecture
PA-API (Power Aware API)

’ 'aces appécations and OS making the power
OS services available to the application
writer,

PA-OSL (Power Aware Operating System

Layer)
» implements modified OS services and active
components such as 3 DPM manager.
PA-HAL (Power Aware Hardware Abstraction
Layer)
+ interfaces OS and Hardware making the power

So, conceptually a power aware API should interfaces applications and OS making the
power aware OS services available to application writer. Power aware operating system
layer implements the modified OS services and active components such as a dynamic
power manager. And power aware hardware abstraction layer would interface OS and
hardware making the power control knobs available to OS programmer. What is a power
control knob? Just take a simple example if | have the ability to modify the supply
voltage ability to control the frequency of the operation. If it is a flexible application
have the ability to modify them.
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Example: DPM Algorithm

A predictive RMS bW-BOWEf scheduling
+ assumes pariodic 1asks and ‘deadiine = period’
« The predictive scheduler implementation

* adimiwsion control and static siow down factor

* gynamic sow down factor computation (Ume prediction )
+ doadiine management (hard deadine tasks)

+ The processor frequency and voitage are scaled
according to the time predicted by the OS

+« The appiication can also predict the execution
time in order to enhance accuracy.




So, an example dynamic power manager algorithm could be a predictive RMS rate
monotonies schedule, but it is a low power schedule. So, just like a rate monotonic can
assume that periodic tasks and deadlines coincides in that of the period. So, it is a
predictive scheduler implementation. So, there would be an admission control. So, | can
have a admission control that whether the power budget permits that to be executed that
as well as meeting the deadline and would have the static slow down factor, because if
you have a longish deadline I can slow down the processor. | can have a dynamic slow
down factor computation depending on how much time required to finish the execution
and that has to be combined that your deadline management. So, what we say the
processor frequency and voltages the scale and according to the time predicted by the
Os.

The OS can provide an prediction on the basis of the computation time required by the
tasks. The application can also predict the execution time in order to enhance the
accuracy. If you have this prediction then only you can do what? Alter the processor
speed to deal with the energy then only you would know the define now slow down the
processor whether | can meet the deadline. In fact, we have seen that the slow down the
processor | can have optimal energy consumption as well as ability to meet the deadline.
But for all this things we need to have a prediction of the execution time. So, if | have an
RPM if | have a this RMS right monotonic scheduling. So, | know the periodicity along
with if 1 know the execution time prediction correctly then I can decide over each period
what may be the frequency of operation. So, that becomes a key show of dynamic power

management algorithm are scheduler with the power aware application.
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Using Application-level “knob”

Example: Image Compression Algorithm
« tradeoff image quality against energy availabie by
varying the compression parameters such as BPP
(bits per pixed)

+ The image compression algonthm S ran in a
continuous loop with battery polling every 10 secs,
+ A simple power tradeoff policy is added to adapt
the quality of the image against the battery
\vcltagelem

In fact, there also ability you may have a ability to use the application level knob which
is actually m something very similar to your flexible application. So, it can be an image
compression algorithm you trade off your image quality against energy available by
varying the compression parameters such as bits per pixel So, the image compression
algorithm is ran in a continuous loop with the battery may be polling every 10 seconds,
because you are try to find out the battery life. A simple power tradeoff policy is added
to adapt the quality of the image against the battery voltage left. So, again tradeoff is
coming from where if your compression is less it will consume more memory when you
are storing in the flash, but your processor is spending less time in compression. So, you
are trading off. So, you have the in such cases particularly | told you in earlier also this
multimedia application is got this flexibility. So, you can use this flexibility to deal with
your deadline requirements as well as your even energy requirements. Actually there is
again as standard just like we had a POSIX standard for real time you have a ACPI

standard.
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ACPI

Advanced Configuration and Power
Management Interface (ACPI)
» Open industry standard for power
management services

» Provides basic power management and
abstraction of hardware

+« OS/drivers/BIOS are in sync regarding
psyver states

S

Advanced configuration and power management interface standard; this is an open
industry standard for power management services the basic philosophy is built on the
software architecture we had discussed. It provides basic power management and

abstraction of the hardware.
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Features of ACPI

Standard way for the system to describe its
device configuration & power control
hardware interface to the OS

+ register interface for common functions
* Sysiam controd events, processor power and Cock
control, thermal management, and resume handiing

> Information on devices, resources, & control
mechanisms

Thermal Management

So, basically what are the features? It would provide OS for the system to describe its
device configuration and power control hardware interface to the operating system,

because OS means to know this information so, provides a standard way. It also provides



mechanism for thermal management and also an mechanism to specify devices resources

and its controls mechanisms.
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Power States

ACPI supports following power states
« G3 : mechanical off, System ConsSumes No power
+ G2: soft off state which requires a full OS reboot
to restore the machine to working condition. It
N\ has sub-states:
* S1: 2 low wake-up Diency state wih no loss of systemn
contest
« SZ: 8 low wake-up Wtency state with & loss of CPU and
system cache state
« 53 » ow wake-up latency state in which all system state
but memary is lost
« SA: lowest power sleeping state in which all devices are
turmed off

In fact, if you about you talking about the hardware abstraction ACPI supports kind of a
general powers states. A set of power state which are the abstraction of the power state of
the processor may support. So, the power states are G 3 one is mechanical off system
consumes no power. G 2 is a soft off state off state which requires full OS reboot to
restore the machine to working condition. It can have several sub statesS1S2S3S 4
and these sub states are depending on how much information is actually retained. Say for
example, S 2 it is a low wake up latency state without loss of CPU and system cache
state. So; that means, if the system has to reboot are initialize it knows what kind of
system context information is available. So, that is how the states have been classified.
So, it is not a processor dependent, but it is kind of a processor independent

characterization of the power state.
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More Power States

G1: sleeping state, in which the system
appears to be off and the time required
to return to working condition is

inversely proportional to power
consumption

GO: Working state, fully functional
The legacy state
+» Not ACPI compliant

Then you have got a G 1 a sleeping state appears to be off the time required to return to
working condition is inversely proportional to the power consumption. But in this case
what is interesting? | am not talking about rebooting of the system and G 0 is the
working fully functional state and there is a legacy state which may not be strictly ACPI

complaint.
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So, there should be a power transition diagram. So, if you had a mechanically off from

mechanically go to a legacy state. And there you can go to a G 0 which is a working state



which is ACPI complaint. That means, you will can make ACPI calls complaint calls in
this state you can go to sleeping mode, you can go to soft off mode which is your G 2
and where every variety of this different modes ion which you can go and your bios suit
in basic would come in to play corresponding to the different modes in which system is.
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Functional areas covered by ACPI

System Power Management

+» ACP1 defines mechanisms for putting the
computer as a whole in and out of system
sleeping states.

Device Power Management
« ACPI tables describe devices, their power
Mates, the power planes the devices are
connected to, and controls for putting
devices into different power states.

So, what are the functional areas? Functional areas; it addresses a system; obviously,
power management device, power management, because devices have got their own
power consumptions which is different from that of your processor. And describe
devices the power states power plains the devices are connected to controls for putting
devices in to different power states. So, it is a low level control knobs depending on the
devices.
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Functional Areas

Processor power management

+ While the OS is idle but not sleeping, it will use
commands described by ACPI to put processors In
low-power states,

Device and processor performance
management
DPM to acmeve oesirable Da(ance DEtween
transitioning devices
and proassovs into states when the
system is active,
N

>

So, you have got processor performance management. So, you have the DPM dynamic
power management software decide up on the scheduling scheme. And well the OS is
ideal, but not sleeping it will use commands describe by ACPI to put processors in low
power states if that is the need p.
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ACPI functionalities (cont.)

Plug and Play

» hierarchically arranged device and
configuration information

System Events

* a general event mechanism for system
events such as thermal events, power
management events, docking, device
insertion and removal, and SO on

Then plug and play which is concerned to the standard applications. And that it of as is
another interest is a general even mechanism for system events such as thermal events.

Power management is like a docking device insertions and removal. So, this thermal



events thermal implication the temperature goes beyond temperature limit on the
processor when its working in a working vigorously the temperature goes beyond the
limit what kind of action to be done thermal shutdown. So, this is the thermal event who
shuts round it? The OS should shutdown it and ACPI provides the complaint call and the
interface detect such an event it also provides this battery management sub system; that

means, it provides the standards for that interfacing.
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ACPI functionalities

Battery management
» gither through a Smart Battery subsystem
interface controifled by the OS directly
through the embedded controller interface,

or a Control Method Battery interface.

Thermal management
+ provides a model to allow OEMs to define
thermal zones, thermal indicators, and
“ethods for cooling thermal zones.

And thermal management provides a model to allow OEMs to define thermal zones,
thermal indicators and methods for cooling thermal zones. So, this has to be controlled
by some other device and those devices can be related to the OS itself. So, for example, I
would like to put in a control signal should increase speed of the scan to cool those kind
of interfaces should be provided for OS to manage the devices. So, this are basic ACPI

functionality.
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More Functionality

A standard hw and sw interface
between OS and Embedded Controller
» allows any OS to provide a standard bus

enumerator that can directly communicate
with an embedded controller in the system,
thus allowing other drivers within the
system to communicate with and use the
resources of system embedded controllers.

And the lowest level functionality allows this is the standard hardware software interface
between OS and embedded controller allows any operating system to provide a standards
bus phase interface. Allowing the drivers to communicate with and use the resources of
embedded controller’s standard bus these controllers. So, you have the basic interface
provided through a ACPI through this devices for doing this kind of energy oriented
management. So, that is a low level hardware software interface, because there would be
hardware signals required also to provide this kind of functionalities and the service. The
other thing which we have not touched up on related to the OS is the basically the

middleware.
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Middleware

Real-time data bases
+ Consistency and predictability
« Main memory Database
Access to remote objects
+ end-to-end predictabiity of tmeldiness in a fixed

priocity system.

« This involves respecting thread priorities between
client and server for resolving resource contention,
and bounding the atencies of operation
invocations.

When they are really connected via the network system you have the issue related to the
real time database and real time remote objects that is functionalities of the services in a
client server mechanism. The basic issue in both this cases when it is a real time database
there has to be a consistency, because when an update of the database has to take place
that update has to take place the timing deadlines. So, this update this has to be
implemented in many cases the databases are managed in the memory itself not with
respect to the disk when you are talking about access to remote object what you try to
provide? You try to provide the n to n communication with the timing deadline and In
fact, this real time database others are becoming very important in the context of today’s
if you are gathering information from an external environment and trying to store the
data since a network kind of an application. In such a scenario you need to maintain this
databases and those updates have to be real to be in real time and the shoot satisfy the
deadlines. So, this takes us the, to the end of the features that we had refer to for OS in an

embedded system.
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Summary

We have looked at features of
embedded OS

Examined mechanisms suggested for

power management

We have examined the basic features of the OS which is targeted for this kind of the
application how to architect such a system. And also examine mechanisms suggested for
power management. So, if you have any questions if you can refer to them. See the basic
question is that time resolution. So, see you have the timers can be set to generate
interrupt at fixed intervals. Now, these intervals are real times and the real time has to be
internally represented by the OS. Now, OS allocate the fixed word size to represent the
time then the resolution is fixed. So, if you the granularity of the time depends on how
the OS manages that time data structure. It also is related to the underline hardware,
because if you timer cannot support a variety of resolution are a very fine resolution
depending on the clock at which is operating; obviously, when is OS supports lower

granularity of time it has got no many.



