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Hello everyone, welcome to this lecture. So, in this lecture we will see a 3-round PSMT

protocol with the condition n > 2t. So, the underlying intuition idea behind the protocol



is as follows. Imagine you have at least 2t + 1 bidirectional wires between the sender and
the receiver of which at most t could be byzantine corrupt then what S and R do is that
they run an interactive protocol and that is allowed because we are now taking into

consideration bidirectional wires.

So, interaction in both at both the ends is possible S can talk to R, R can send feedback to
S and so on and once they are done interacting both should agree upon a common pad p
which should be random from the viewpoint of the adversary who would have observed a

communication over t channels.

Assume such a pad exchange protocol is there right which gives you these guarantees then
to securely send the message m which is the input of the sender can do the following it
can compute a one-time pad encryption of its message. So, what is the one-time pad
encryption of the message? It is simply the addition of the message with the pad p where
the addition is the underlying field operation underlying plus of field and the resultant
value will be denoted by c that one-time encryption of the cipher text will be now

broadcasted to the receiver over all the channels.

So, even if adversary changes t of the copies of this one-time pad encryption the majority
of the wires will be honest they will deliver the actual OTP encryption. So, once receiver
recovers c by taking majority it can unmask the same pad p. So, adding the mask p can be
considered as masking operation and subtracting can be considered as the unmasking

operation.

So, once receiver receives the encryption c, it can unmask the pad p which is also available
with the receiver because of this pad exchange protocol and then it can recover back the
message and then why the privacy will be achieved? The privacy will be achieved because
even though the adversary will be seeing the cipher text ¢ because it is broadcasted it will

not be knowing the exact pad p.

And since the pad p is random from the viewpoint of the adversary, the value c is also
random for the adversary; that means, it could be the case that c = m + p or it could be

the case that c = m' + p’ or it could be the case that c = m"’ + p"’ and so on.

So, every candidate message from the message space could have been encrypted in this

cipher text c. Since the exact value of the pad p is not known to the adversary the



underlying message will be completely random from the viewpoint of the adversary. So,
that is the intuition behind this 3-round PSMT protocol.
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Now, to do this pad exchange we will use the pad exchange protocol which we had
discussed in the last lecture that was a 3-round pad exchange protocol. But you might be
wondering that if the pad exchange requires 3-round then when exactly is the message
communicated it is the when exactly is the OTP encryption communicated is it during the
fifth round or the fourth round or the subsequent round well that is not the case because

overall, we require the PSMT protocol to be at 3-round protocol.

So, what we will do is, we will run this pad exchange protocol in parallel with the OTP
encryption communication where the OTP encryption will be communicated by the sender
during the third round of the pad exchange protocol. So, recall that the pad exchange
protocol was a 3-round protocol where A sends polynomials to B during round 1 and then
during round 2, B sends back the conflict list and then during the third round, A sends the

identity of the faulty wires which have delivered wrong polynomials to B.

What | am proposing here is that during the third round, when the identity of the faulty
wires are communicated to B, sender will also club in the OTP encryption and at the end
of the third round receiver, who will be playing the role of party B in the pad exchange
protocol, will be learning the identity of the faulty wires which have delivered wrong

polynomials. Based on that receiver will be able to recover back the pad which has been



used by A which in this case will be the sender and once the pad is known then as | have

discussed here receiver will be able to unmask the pad from the OTP encryption.
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So, let us see the full details here how we combine these two things together the pad
exchange protocol with the OTP encryption broadcast during the third round. So, during
the first round, sender will run the first round of pad exchange protocol. So, sender will be
playing the role of A as per the pad exchange protocol and receiver will be playing the role

of B as per the pad exchange protocol.

So, sender will be sending n random t degree polynomials whose constant terms are also
random values and the values of these polynomials at n points «; ... a,,. Now, up to t wires
may deliver incorrect polynomials. So, we do not know which polynomials are delivered

correctly which polynomials are delivered incorrectly.

So, that is why we are using this prime notation to represent the polynomials received by
the ith party and in the same way receiver will receive the supposedly values of these
polynomials at «; ... a,, again we do not know whether these values have been delivered

correctly or incorrectly.

So, what we know is that if the wire w; is uncorrupted then the ith polynomial which has

been delivered to the receiver will be same as will be the same as the polynomial sent by



the sender and its constant term will be random because for such polynomials adversary

will be only learning up to t points.

Now, based on the values which are received by the receiver a receiver will prepare a
conflict list and it will broadcast the conflict list whenever there is a conflict between the
ith delivered polynomial with respect to its value at the jth point, when there will be a
conflict between the ith wire and the jth wire, and all such conflicts are delivered to the

sender irrespective of the corruption happening over t wires because they are broadcasted.

So, at the end of the round 2 sender also will have the list of all such conflicts and through
such conflicts sender will be able to identify all the corrupt wires ¢ which have delivered
incorrect polynomials during round 1 to the receiver. This is because whenever there is a
wire w; right which delivers the incorrect which delivers an incorrect polynomial
corresponding to that there will be at least one on is w; such that this conflict will be

present.

And when sender receives those conflicts and compares those conflicting values with
whatever values it has sent during round 1, it will come to the conclusion that it is the wire

w; which is the corrupt wire and it would include such wires w; in this set C.

So, if the ith polynomial has been delivered incorrectly then the ith wire will be present in
the set C and the cardinality of this set C is at most t because there can be at most t corrupt
wires in the system. So, this is the first round from sender to receiver, this was the second
round from receiver to sender now there is a third round where sender has a message m

belonging to the field [F which is the sender’s input for the PSMT protocol.

Now, what sender does is the following, it computes the following pad p which is the
summation of the constant term of all the polynomials which were delivered over the wires
outside the set C; that means, those polynomials have been delivered in the same way
correctly in the same fashion to the receiver; that means, their constant terms are same

both for the sender as well as for the receiver.

And now what sender does is the following it broadcasts the identity of the faulty set of
wires right namely the wires which have delivered incorrect polynomials and the OTP
encryption. What the receiver will do is that since the list of faulty wires which have
delivered the wrong polynomials is broadcasted, receiver also will be able to recover it



properly by taking the majority even if up to t wires change the contents of this C still by

taking the majority receiver will be able to recover back the set C.

So, it can also exclude though the polynomials which were delivered over those wires and
focus only on the constant term of the remaining polynomials sum them and get the pad p
and the receiver’s version of the pad p will be same as the sender’s version of the pad p.

Because all the wires which are not present in the set C for those wires f; (X) will be same

as fi (X).

Now once it has the pad p anyhow it is also receiving the OTP encryption how because it
can take the version of the OTP encryption which is received over majority of the wires
because it is broadcasted. So, even if up to t wires deliver incorrupt even if up to t wires
deliver incorrect OTP encryption receiver will be to able to recover back the right version

and then it can unmask the pad p from the OTP encryption to get back the message.

Now, why this. So, let us now argue that why this protocol is a PSMT protocol. So, recall
that PSMT requires two properties first is the reliability namely receiver should be able to
output sender’s message and that follows from the fact that both sender and receiver will

be computing the same pad p.

And the second property that we require from PSMT is that of privacy which demands that
senders view which demands that adversaries view adversary who is controlling over t
channel its view should be independent of senders message; that means, whatever
information is learnt by the adversary sitting over t wires that should not help the adversary
to infer whether the sender message was m or m’ and that follows from the fact that the

pad p is random for the for the adversary.

And why the pad p is random for the adversary? That we have proved already in the

context of pad exchange protocol.
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So, that completes the description of our 3-round PSMT protocol now you might be
wondering that can we reduce the number of rounds to 2 and the answer is yes. Indeed, we
can have a 2-round PSMT protocol with n > 2t condition and in that 2-round PSMT
protocol the first round will be from the receiver to sender and then the second round will

be from sender to receiver.

Because if the first round is from sender to receiver, then the second round is totally useless
and then we must go to the third round to do the secure communication. So, if at all the
PSMT protocol has to be completed in 2 rounds the first round has to be from the receiver
to sender and the second round will be from the sender to receiver. So, in the original paper
by Dolev et al an exponential time 2-round protocol has been proposed that is exponential

time because it requires exponential amount of computation complexity.

Then later on, in an interesting work of Sayeed Abu-Amara et al, they gave a polynomial
time protocol which is a polynomial time 2-round protocol with the condition n > 2t. In
a very interesting work by Srinathan et al lower bounds are derived for the communication
complexity of PSMT protocols namely they derive bounds on what is the minimum
communication required by any PSMT protocol that PSMT protocol need not be based on

polynomials.

It can be based on other primitives irrespective of what primitives are used what is the

amount of communication that any PSMT protocol has to do; that means, how much



communication sender and the receiver has to necessarily do in any PSMT protocols those
lower bounds were derived in this work by Srinathan et al and it was in 2006 that Aggrawal
et al gave a 2-round PSMT protocol with n > 2t condition which matches the lower bound

of Srinathan et al namely that protocol has optimal communication complexity.

Optimal in the sense that it exactly satisfies the lower bound as given by Srinathan et al;
however, the downside of that protocol was that it requires exponential amount of
computation. So, the earlier protocols the protocol of Dolev et al and Sayeed Abu Amara
et al they are they were not communication optimal even though they were 2-round
protocols, they were not the protocol require more communication compared to the

optimal communication.

It was the protocol of Aggrawal et al which is the first 2-round protocol with optimal
communication optimal communication complexity, but the downside was that the amount
of computation required is exponential and then finally, in 2008 in a very beautiful work
Kurosawa et al gave a 2-round protocol with polynomial computation cost and which also

requires optimal amount of communication.

So, this protocol is optimal in every aspect it is designed with exactly the condition n >
2t which is the necessary condition for multi round PSMT, it requires polynomial amount

of computation, and it has the optimal amount of communication.

So, this PSMT problem is a very well studied problem, and it has been studied in several
other models, models means depending upon whether the adversary is threshold or a non
threshold adversary, whether the adversary is static or dynamic, whether the underlying
communication graph models asynchronous communication or asynchronous

communication and so on.



(Refer Slide Time: 19:04)

The Private-Channel Model in MPC ®

Any computationally-unbounded Byzantine
adversary does not learn anything about the
essages exchanged between any pair of honest

™ —®

—

W4 (Realization)of private channels using perfectly-secure encryption

7% Realization of private channels using perfectly-secure message transmission protocols @
W —_—

So, based on the discussion on PSMT, we can conclude the following whenever we say a

0 How to instantiate the above '

private channel model in the context of MPC. So, remember our goal is to eventually solve
the MPC problem where we have a set of mutually distrusting parties and they want to do
secure they want to compute some function of their inputs without disclosing their inputs
and in the MPC protocols we often talk about a private channel model where we make the
assumption that the parties are connected by pair wise private channel; that means, the

underlying communication graph is a complete graph.

And; that means, if the P; and P; are honest and they are talking with each other over this
channel, then even there is an adversary who is computationally unbounded should not
learn anything about the messages exchanged between the parties P; and P; that is the

assumption in the private channel model. Now how do we instantiate the above model?

Because in practice in real life the underlying communication graph need not be a complete
graph; that means, party P; might be in one continent and P; might be in another continent
and there may not be a direct channel a secure direct channel between P; and P; over which

they can talk.

So, the so called secure channel between P; and P; can be realized or can be emulated by
either using perfectly secure encryption namely say one time pad encryptions where P; and

P; will already have beforehand huge collection of one time pads and whenever as part of



the MPC protocol P; is supposed to send any message to P; those pads can be used to

compute the OTP encryptions and sent to party P; through the intermediate networks.

That could be one option to instantiate the above secured channel or we can instantiate the
above secure channels between the pair of parties using a PSMT protocol; that means,
even though there is no direct secure channel between P; and P; and say P; and P; are a
part of a huge network where there are several intermediate nodes between P; and P; along

those paths ok.

Then whenever as part of the MPC protocol, P; is supposed to send some value say v to
P; instead of sending the value v in clear along this intermediate nodes party P; can use a
PSMT protocol with input v and send that message v to P; and that will have the same

effect as if there is a direct channel between P; and P;.

So, either you need to ensure that before the MPC protocol starts P; and P; already have
agreed upon a sufficient collection of one time pads which can be used to do the actual
encryptions of the values which have to be communicated as part of the MPC protocol or
at the runtime whatever values have to be communicated from the ith party to the jth party
as part of the MPC protocol.

Those values are communicated using a PSMT protocol by either asking P; to play the role
of the sender or P; the role of the sender depending upon whether P; has to send a message
to P; or whether P; has to send a message to P;. But irrespective of the case now from now
onwards whenever we say that we are in the private channel model, we will assume that
the underlying communication graph is a complete graph where there is the dedicated pair
wise secure channel private channel between every pair of parties and then assuming such

a network, we will design MPC protocols.

To emulate that complete graph either you can use mechanism number 1 or you can use

mechanism number 2.
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So, as | said whole area of perfectly secure message transmission is a very active area of
is well which not be a very active area of research right now, but it is a very fundamental
problem in a secure distributed computing and there are several fundamental results related
to this area. So, these are some of the references which you can use to know more about

the perfectly secure message transmission problem.

Thank you.



