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Lecture - 74
Social Network Analysis Conclusion

Hi everyone. Welcome to the last part of this course. And first of all you know huge
congratulations to all of you to you know finish all the 10 chapters. Hopefully you have you
know thoroughly enjoyed the chapters and you know I also hope that I was able to you know
convince you motivate you why this is an important course. Not only in terms of you know

academic purposes, but also for your research purposes right.

And whatever we have discussed was just you know small part of a huge huge area that is

evolving you know every day. So, let us together conclude this you know course.

(Refer Slide Time: 01:09)
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Ch1: Networks and Society NPTEL

e What?
Social network is a network of social interactions and personal relationships

o Why?
Analysing these networks provides interesting insights about a problem space that
often would have been unexplored otherwise.

e How?
Sophisticated algorithms and specialised techniques are desired for social network
applications

So, what I will do today. I will briefly talk about you know the gist of all the chapters that we
have discussed right here. So, we will try to answer 3 questions, what? Why? And how?
Right for individual chapters. So, let us start with the first chapter. So, first chapter we

discussed networks and society.

So, this was basically an introductory chapter. Where we basically wanted to understand how

you know social network can be visualized, can be conceptualized using a you know any data
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set that is given to us right. And why this was important? Because analyzing these networks
provides you know interesting insights about the problem space that would that often would

have been unexplored otherwise.

So, the beauty of our network structure is that. It gives us you know strong understanding
about the interrelations and this interrelations if you do not know the interconnections
interrelations between entities objects right as a whole right. So, the problem would be that
we would not be able to understand the big picture right. Micro level statistics is ok. You
know if you look at the macro level statistics you would not be able to understand if you do

not have the introduction you know interaction behavior.

So, therefore, we decided that we will discuss set of sophisticated algorithms to understand

the social network structure.

(Refer Slide Time: 02:43)
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Ch2: Network Measures NPTEL

o What?
A network possesses differant properties based on the spatial structure of it which
needs to be analysed

o Why?
To extract information from large-sized networks, network scientists need efficient
metrics to quantify various network characteristics.

o How?
We calculate different properties like degree distribution, clustering coefficient, various
centrality measures, etc. by employing well-defined equations and formulas.

In chapter 2, we discussed different measures right. So, a network possesses different
properties based on the spatial structure of it which needs to be analyzed. And why this is
important? This is important, because to because we wanted to extract information from large

scale networks.

Now, we wanted to understand micro level mezzo level and macro level statistics. And we
discussed various types of properties node centric, link centric right. Sub graph centric, even

graph centric properties right. So, hopefully you remember a metrics like you know page rank
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right. A clustering coefficient, a degree centrality, between a centrality, eigenvector centrality

right, a car centrality and so on and so forth.

(Refer Slide Time: 03:37)

Ch3: Network Growth Models Nh)h

o What?
Network scientists require decent models which are capable of generating synthetic
networks mimicking real-world network within manageable scale

o Why?
Real networks are hard to curate and thus difficult to use to check the efficacy of
network-related algorithms

o How?
There are various methods of synthetic network formation like random network model,
the ring lattice model, Watts-Strogatz model, Barabasi-Albert model, etc.

In chapter 3, we then started discussing on you know how network evolves over time. The
growth pattern of a network. Now, why this was important? This was important because if
you see how I mean sometimes what we do to analyze certain things we scrape data right.

Now, scraping Twitter for example, or scraping Facebook is extremely challenging right.

So, if we can have a some sort of synthetic a process right. Some sort of you know synthetic
process to generate network and then we apply all our algorithms on the synthetic networks
and then if those algorithms perform well. You know then we can basically map I mean we
can use those algorithms for real world data set. So, in order to create a real world like

network structure we tried to understand different types of network generation models.

You know as simple as models like random graph models then we have looked at
sophisticated models like Barabbas Albert models right; which were which was basically
inspired by say price model and even you know other preference level models discussed

earlier.

At the same time we also discussed like you know what is topic models and so on and so

forth. And we try to realize that you know if we generate networks using this process right.
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Would it be possible to say preserve properties like clustering coefficient. Properties like you

know power law degree distribution.

Properties like you know 6 degree of separation and so on and so forth right. And we have
seen that few models preserve few properties other models preserve few some other
properties, but there is no such universal model which is able to preserve all sorts of

properties ok.

(Refer Slide Time: 05:39)

Ch4: Link Analysis NPTEL

¢ What?
There are various ways to characterise a link/edge in a network both quantitatively and
qualitatively.

e Why?
Links in a network play a major role in analysing the diverse and complex relations
between entities

e How?
We can use various algorithms like PageRank, DivRank, SimRank etc.

Then we you know we moved into the you know details of links. And we discussed link
analysis right. So, link is an important you know ingredient of a network links or relations
right. So, and depending upon how links are formed. We see properties like communities, we
see properties like say you know gateways or gatekeepers or say you know bridge between

communities and so on and so forth.

We you know we got motivation from social science. We discussed strong ties, weak ties
right, sign network, status theory, balance theory and so on and so forth. And then we try to
understand how to measured an importance of a link. We looked at PageRank; we looked at

DivRank and other types of measures like SimRank and so on and so forth.

So, these measures are really important. You know in cases like say epidemic spreading when

you want to cut a network right. You a what would be the minimal way possible to disconnect
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network right by removing a edges right. So, these kind of metrics are useful in those

applications.

(Refer Slide Time: 06:59)

ChS: Community Structure in Networks Nr}%

o What?
Nodes in a network are grouped to form a community structure. It is often essential to
identify this structure

e Why?
Allows to focus on certain region of the network and also helps us classify nodes in an
unsupervised manner. Additionally, community detection has various applications in
link prediction, recommender systems, etc

o How?
There are plenty of well established community detection metheds like Louvain, Clique
percolation, MaxPerm, etc.

Then we looked at community structures or clusters in a graph right. Communities are
roughly defined by sets of nodes, which are strongly connected internally and sparsely
connected externally. We try to understand how to quantify a community. Community is an ill

defined problem.

So, people have tried to come up with multiple metrics to quantify communities. We have
seen metrics like modularity like permanence, chart right and we also looked at different
types of community structures disjoint communities, overlapping communities, hierarchical
communities, local communities and so on and so forth. We also looked at how to you know
measure the accuracy of a community detection algorithms using metrics like a nmi, purity

and so on and so forth right.

A community structure is extremely important in applications like recommendation system
right, applications like viral marketing, applications like say churn prediction and so on and
so forth right. So, we looked at metrics we also looked at how algorithms are you know
designed to optimize these metrics to detect the community structures ok. Disjoint

community is still easy to detect, but when it comes to overlapping community it is difficult.
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And we also looked at generative models like you know b clamp types of models, which
basically try to which try to generate networks by constructing communities underline and

then we and as a byproduct we get the community structure ok.

(Refer Slide Time: 08:48)

Ché: Link Prediction NPTEL

o What?
Prediction of missing links or possible links in the future is an interesting aspect of
social networks

o Why?
Link prediction has various use cases like friend recommendation, finding missing
citation, etc.

e How?
We can use local heuristics like various distance measures or probabilistic methods to
predict new/missing links in a network

So, then we looked at link prediction and this is extremely important in the context of
recommendation system. Missing link future link we try to understand the difference between

these 2 applications. And then we you know we looked at different ways to predict links.

We looked at we started with simple statistical measures. Like Jaccard coefficient, atomic
model distance to predict whether 2 nodes is 2 nodes are going to be connected. We also
discussed even sophisticated methods right. I mean methods like you know methods, which
use random walk based approaches right; random walk with restart particularly to predict

links. We also looked at probabilistic methods like to predict links ok.
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Ch7: Cascade Behaviors and Network NPTEL
Effects
o What?
Information spread on the social network through various user responses (like
retweets) and gradually form information cascade
o Why?
Btudying information cascade can help us model the flow of dynamic information in
networks. It explains how information such as virus, rumours, fake news, etc. spread
across nodes in a social network.
o How?

There are various decision-based and probabilistic methods to model information
cascade Lo

So, in chapter 7 we discussed you know how cascade evolves over time right how cascade
grows. Particularly in the context of a epidemic spread right. We basically studied
information cascade that can help us model the flow of dynamic information in networks. It
explains how information such as virus, rumor, fake news etcetera spreads spread over the

network.

And how can we come up with preventive mechanisms to stop the spread of such information
such information on misinformation. It can also be you know epidemic. And we discussed 2
types of methods decision based methods and probabilistic methods to understand the spread
of such information on social networks. Now, this is useful not only to understand the
dynamics of such spread, but also do come up with preventive mechanisms to stop the spread

of you know such information ok.
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Ch8: Anomaly Detection in Networks NPTEL
¢ What?
In social networks, there are often nodes/edges/subgraphs that stand out from the
general trend. For some applications, it becomes important to identify such entities
s Why?
Anomaly detection can help us identify credit card frauds, network intrusion, etc.
e How?

Various anomaly detection methods, for static and dynamic graphs, like ODDBALL,
AUTOPART, etc. have been developed

Chapter 8, in chapter 8 we discussed anomalous behavior right. We again anomalous
structure of a network is an ill defined problem. So, it depends on the context the particular
application that we are interested in. And we looked at anomalous nodes, anomalous edges,
anomalous subgraphs, anomalous structure in static network, in dynamic network, in
temporal network, anomalous structure with respect to the overall graph, anomalous structure

with respect to a particular community and so on and so forth right.

And this is important for many applications like fraud detection, network intrusion detection
and so on and so forth. So, we discussed method like odd ball, auto part. We also looked at

generative methods like right and so on and so forth.

(Refer Slide Time: 12:07)
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Ch9: Graph Representation Learning NPTEL

o What?
o MLand DL problems want the graph nodes/edges in a vector form to learn a proper
representation for them for the downstream tasks

o Why?
ML/DL methods can help us solve complex problems like node classification, link
prediction, etc

o How?
Based on node similarity and its neighbourhood structure, several methods has been
proposed, such as DeepWalk, Node2Vec, GCN, GAT.

In chapter 9, we elaborately discussed graph representation learning. We started off by
understanding neural networks basic neural networks. And then we looked at you know
machine learning and deep learning based methods for graph reproduction learning. We
looked at methods like DeepWalk, Node2Vec, GCN, graph neural network, Graph
Convolutional Network, Graph Attention Network and how these methods are useful for

coming up with representations of nodes and edges right.

And these representations are then fed to the downstream task. The task can be say node

classification or link prediction right.

(Refer Slide Time: 12:57)
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Ch10: Applications and Case Studies NFTEL

o What?
Social network analysis can be used for cutting-edge applications like detecting
malicious activities on online social networks, recommendation systems, etc

o Why?
o Almost all real-world data can be modeled as network data. Graph representation
methods help us capture complex attributes of a node/edge thus giving efficient
vectors

o How?
o We discussed three applications - sockpuppet/collusion detection, recommendation
system, cowd-gs/mead models
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So, and the last chapter was basically application. And we looked at how all the other
chapters that we have discussed. How those things can be applied to 3 applications. So, first
one was more about frauds right sockpuppets and collusion collusive activity detection in

online social network.

We also looked at recommendation system particularly pin sage right. How graph sage kind
of methods can be used for recommendation system in platforms like pinterest. And then we

also looked at different models for COVID-19 spread modeling right.

(Refer Slide Time: 13:40)
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Additional
Resources
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Network Repositories NPTEL

Stanford Network Analysis Project (SNAP) ve

UCI Network Data Re, ;Dsim“y/

Network Repository

The Koblenz Network Collection (The KONECT project) /

Index of Complex Networks (ICON] (Prof. Aaron Clauset) /

QOthers Y,
https://dango.rocks/datasets/

https://github.com/awesomedata/aweso ﬂe-zubhc-datasel(
o https://github.com/LCS2ITD /
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So, some additional resources if you are really interested in you know taking this thing
forward and do some interesting research projects. These are the links that you should
possibly look at. Here you will get lots of data sets, open projects, existing projects baselines
codes and so on. So, the first one is of course, this SNAP, Stanford Network Analysis Project
by Jure Leskovec. You will get whole bunch of data sets and you know codes that have been

designed for different applications of a graphs.

UCI data set is also very useful the for different purposes. You have other network
repositories. You have this connect project where you will get a lot of a data set. This is
another link this was nicely mentioned by Professor Aaron Clauset. You will also get
different types of data sets and of course, the other git links including our links I mean our git

link we also provide a lot of data sets for different applications, right.

(Refer Slide Time: 15:01)
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Network Visualisation Tools NPTEL

Gephi
NodeGoat
Linkage
Palladio

EEEREEEX)

®  SparklingGraph

These are some of the visualization tools that you can use to visualize your network. Like

Gephi right, Linkage, NodeGoat and so on and so forth.
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Miscellaneous Resources NPTEL

®  Python libraries for network manipulation
0 NetworkX
0 Python-igraph
o Graph-tool
@ Python libraries for network visualisation
o Matplotlin
o Seaborn
o Ggplot
0 Plotly

And of course, since you have already done a lot of you know your assignments. So, you are
already aware of this Python packages right. These packages are really useful for different
applications. So, this brings us to the end of this chapter. Hope you have enjoyed this thing

thoroughly if you are interested to you know contact me.

(Refer Slide Time: 15:47)
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NPTEL

Social Network
Analysis

Please feel free to you know send your email to this email id, chak dot tanmoy dot iit at the
rate gmail dot com or you can even you know look at our website Ics 2 right. You will get

you know other opportunities other you know other ways to connect our lab and connect with
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me. If you I mean if you have any other suggestions to improve this course further, please

feel free to you know get back to me.

Thank you very much and I hope this course you know has motivated you to take this thing
as your next set of [ mean for your next set of projects. Even this would also help you know
start a new carrier or network analysis ok. With this I would like to thank all of you and once
again congratulate you all to you know to I mean to be a part of this nice course. Hope to see

you know sometimes you know physically.

Thank you very much.
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