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Alright. So, let us proceed with the taxonomy and algorithms, that we have been discussing.
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So, let us look at the some of the algorithms that we use right for anomaly detection, with

relational learning methods, right.
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Static Attributed Graphs: Relation Learning NPTEL

* Exploit the relationships between the objects to assign them into
classes - anomalous and normal

+ Different from proximity-based approaches which aim to quantify
auto-correlations among graph objects

* E.g. spam pages link to other spam pages, infected people are linked to other
infected people

+ These algorithms are often mare complex and thus can model and
exploit more complex correlations between the graph objects.

So, if you look at the relation learning kind of methods, they mostly take into account the
relation between objects, right. For example, if a if there are two spam pages and they are
linked, right. We will also look at the fact that nodes are spam pages and links this particular

link is found between two spam pages right.

Similarly, we particularly take into account the fact that there is a link from a spam page to a
non-spam page. So, it basically exploit the relationships between the objects to assign them
into classes anomalous and non anomalous normal. It is different from the proximity based

approaches that we have discussed so far.

The proximity based approaches aim to quantify the autocorrelation between two objects, but
here we aim to quantify the relations between two objects. So, these algorithms are even
more complex, because apart from the topology we also look at the you know meta properties

of edges and nodes.
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Static Attributed Graphs: Relation Learning NPTEL

These methods exploit one or more of the following input:
1. the class labels of its neighbors
2. the node attributes (features)
3. the attributes of the node’s neighbors

So, if you look at the methods, these methods mainly exploit you know the classes of
different nodes, if it is an a supervised algorithm then it takes into account the class
information during training. It also uses the node attributes, node features and attributes of
node’s neighbors, so right. So, I am not going into the details of any of these algorithms, but I

will try to give you a brief of what they basically do.

(Refer Slide Time: 02:13)

Static Attributed Graphs: Relation Learning NFTEL

Local Models

+ [Chakrabarti, 2007]: Naive Bayes models for the local attributes of the object and the class
labels of the neighbor objects; mean field relaxation labeling for the inference.

+ [Neville and Jensen, 2000]: Naive Bayes model for the attributes, but they use an iterative
/ classification algorithm (ICA) for inference. -

* [Lu and Getoor, 2003]: Logistic regression as  local model and ICA for inference but they
explore various ways of aggregation that can be used for the class labels of the related

objects.

; + —
* [Gallagher et al., 2008]: For sparsely labeled networks, they propose ways to inf{r "ghost’)\’
edges based on graph closeness to improve classification performance. =

For example the algorithm proposed by Chakrabarti in 2007, it basically considers a Naive

Bayes algorithm with some local attributes of objects and class labels and the I mean the

723



attributes of their neighbors as well. And they try to do some sort of mean field
approximation labeling. For that there is another algorithm which simply uses Naive Bayes
kind of methods, but they actually use it in an iterative manner, using some iterative

classification method ICA.

The similar such method has also been proposed in 2003 by Lu and Getoor, who basically
looked at the logistic regression and the similar kind of ICA method you know to identify
classes of various objects. There is another algorithm which basically consider something

called the ghost edges.

The ghost edges are those edges which you know you artificially create, based on either the
similarity between objects or some other properties. And then try to measure the closeness as
well as the as well as take into account the you know attributes of nodes and edges together

ok, for the classification.

(Refer Slide Time: 03:38)

Static Attributed Graphs: Relation Learning w%

Global Models

* [Friedman et al., 1999]: Probabilistic relational models (PRMs) as a (full joint)
model and Loopy Belief Propagation (LBP) for the inference.

* [Taskar et al., 2002]: Relational Markov networks (RMNs) as a (full joint) model
and LBP for inference. "'

¢/ [Macskassy and Provost, 2003]: (Probabilistic) weighted vote relational
network (wv-RN) classifier where they use only the class labels of objects for
classification; infer the label by taking a weighted average of the potentially
inferred labels of the related objects iteratively. — )

Similarly, there was another algorithm which considered some sort of; some sort of probably
probabilistic methods as well as you know this belief propagation, label propagation test
methods. For inference there is another method which considers relational Markov network

right and again this belief propagation method, for classification.

Another method considers again probabilistic weighted some sort of weighted vote relational

network for classification and they infer the label by taking a weighted average of the
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potential inferred labels of the related objects iteratively. It is also an iterative algorithm,
since this is based on belief propagation it also looks at the neighbors and aggregate the
information, aggregates the information from the neighbors to classify the label of a to

classify the node the given node, ok.

So, I am not going into the details of this algorithm because they are quite generic, these
methods can also be used for non-graph based anomaly detection methods, but these are

useful ok.

(Refer Slide Time: 04:50)
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Static Attributed Graphs: Relation Learning NPTEL

* Relational inference algorithms

- lterative Classification Algorithm (ICA)

- Gibbs Sampling

- Loopy Belief Propagation

- Weighted-Vote Relational Network Classifier

So, if you look at in general, people took into account the iterative classification algorithms,
that is; this was very famous. They also took some sort of sampling algorithms like Gibbs
sampling, because of this imbalance classification problem, the belief propagation method
mostly has been used and some sort of weighted voting approach was used for final
classification, ok. Let us move to the next part; so, anomaly detection in the dynamic graph

ok.
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Anomaly Detection in Dynamic Graphs NPTEL

Event Detection in Time Series of Graph Data

-
4
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Definition 4 (Dynamic-Graph Anomaly Detection Problem)

tributed) graphs,

Find (i) the tim 5 respond to a change or even, as well as

or parts of the graphs thal contribute most to the

change (artribution).

+ Most usual desired properties are:
+ Scalability
* Sensitivity to structural and contextual changes
* Importance-of-change awareness

So, what is the problem statement here? The problem statement here is that you have a
sequence of plane graph or attributed graphs right at time t 0 say t equals to 0, t equalsto 1, t
equals to 2, t equals to 3, t equals to 4 right, t equals to 5. And then what is your task? Your
task is to come up with a timestamp right, where the change of topological structure of the
graph between two consecutive timestamps is significantly different, significantly is

significant, right.

So, the timestamps that corresponds to a change or event as well as the top k nodes and edges
or a part of a graph that contribute mostly to the change ok. And what are the desirable
properties? The desirable properties include the scalability right of the algorithm, the
sensitivity to structural and contextual changes and importance of change awareness. So, it
should be scalable, it should be fast enough right it should be sensitive to you know small

changes for example.

I mean say if there is small change between two subsequent consecutive timestamps, we may
not consider this as anomalous behavior, but if there is a significant change between two

consecutive timestamps. We considered it as a you know as a kind of an anomalous behavior.

And then importance of change awareness it is very important. We need to understand
whether this change is really important ok. So, if there is a, there is a small change or

insignificant change we should not consider this as an anomalous behavior right.
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Dynamic Graphs: Approaches NPTEL

+Intuition: similar graphs probably share certain propemes such as degree

distribution, diameter, eigenvalues !

t

+ General approach TR
+ Extract a “good summary” from each snapshot of the input graph
+ Compare consecutive graphs using a distance function.

* When the distance is greater than a manually or automatically defined threshold, characterize the
corresponding snapshot as anomalous

* Novelty of an algorithm lies
+ “graph summary” it constructs
. thed\étgnce/simwlarily function it uses
* The way it defines and chooses the thrs_shold to identify en anomaly

If you look at the feature based algorithms, people what people generally do? People
generally you know. So, this is the intuition similar graph graphs probably share certain
properties, such as the degree distribution diameter and eigen values. And what is the generic

approach?

The generic approach is that you try to extract a good summary right of every timestamp
graph right, you have timestamp t 0, you have a summary of the graph, timestamp t 1, you
have the summary of the graph and then you compare subsequent consecutive graphs using

some sort of distance measure.

The distance can be edit distance or say distance can be any graph based distance and when
the distance is greater than some sort of manually set up threshold right, then we say that ok
this is basically a change right, an event. So, all the algorithms which basically you know
take into account the dynamic network graph dynamic properties of the graph. So, the

novelties are in the construction of the graph summary right.

The distance measurement matrix formulation and the way it defines and chooses the
threshold to identify the anomaly, right. So, we will see that the algorithms basically
contribute to summarize the graph, contribute to finding out the similarity or dissimilarity
measurement for measuring the distance between two summaries. And then it also chooses a
threshold and based on that it basically says that if this is above the threshold then, this is an

anomaly otherwise not ok.
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Dynamic Graphs: Approaches ;j'l NPTEL

+/Maximum Common Subgraph (MCS) distance of the adjacency or the “2-hop”
matrices (=square of adjacency matrix),

o Error correcting graph matching distance: Number of edit operations needed to
convert a graph to another e

+ Graph Edit Distance (GEDr: Simplification of the previous distance, where only
topological changes are allowed (i.e., no changes in edge weights)

+ Hamming distance for the adjacency matrices of the graphs: Counts the number of

/. different entries in the matrices, —— s

+ Variations of edge-weight distances P v ‘/ N

+ A-distance of the adjacency: “2-hop”, or Laplacian matrices, defined as the
differences in the whole graph spectra, or the top-k 'e‘\genvafues of the respective
matrices.

+ Diameter distance: Difference in the graph diameter, defined as the greatest of the
/ longest shortest paths for all vertices. =

So, if you look at the graph distance measures, people use matrix like maximum common sub
graph, it is basically distance of two adjacency matrix or a second hop matrix right, of two
consecutive timestamp graphs. Either correcting graph matching distance, number of edit

operations needed to convert a graph to another.

This is basically an edit distance kind of approach and then graph edit distance a
simplification of this previous one, where only topological changes are allowed right. No
change is the edge weight, right. So, in this in metric two it also considers the weight of the
edge, but this metric does not consider the weight of an edge, but only consider the

topological changes.

Hamming distance between the object between the agency matrix of the graph. So, counts of
the number of graph entities in the matrix right, variations of edge weight distance you know
lambda distance of adjacency matrix, this is basically 2 hop or you can take the Laplacian

matrix.

And you know Laplacian matrix is basically defined by D minus A, where D is a degree, the
diagonal this is basically diagonal matrix indicating the degree of nodes and this is a; this is

adjacency matrix. So, you take the either the two hop or the Laplacian matrix and you
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calculate the distance right. And then the diameter distance basically, the difference in the

graph diameter right, defined in the greatest of the longest shortest path of all vertices.

So, at time stem t 0, you have a graph you take the diameter at timestamp t 1, you have the
graph I mean the snapshot of the graph, you look at the diameter and then you measure the
distance right. So, I mean you measure the difference between the diameters of two
consecutive graph times, timestamp graphs right ok. So, these are the typical matrix that

people generally use for measuring the distance between two consecutive functions ok.

(Refer Slide Time: 12:04)
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Dynamic Graphs: Detecting anomalous nodesina NPTEL
graph sequence [Akoglu and Faloutsos, 2010]

* Intuition: A node is anomalous at some time frame, if its “behavior”
deviates from its past “normal behavior”.

* Questions to answer:

+ At what points in time many of the nodes in a given time-varying
graph change their behavior significantly?

+ Can we characterize which nodes change in behavior the most?

+

Let us look at one of the algorithms right which takes into account the dynamic graphs and
detects anomalous entities. So, this is proposed by Leman Akoglu Christos Faloutsos in 2010.
And what is the intuition? The intuition is that node is anomalous at some time frame, if its
behavior deviates from its past normal behavior. So, we will quantify what is what do we
mean by behavior, what do we mean by deviation and what do we mean by normal behavior

ok.

So, what are the questions? At what points in time many of the nodes in a given time varying
graph change their behavior significantly? Can we characterize which nodes change in

behavior the most ok?

729



(Refer Slide Time: 13:00)

.y

ey F O
| | . ®
Dynamic Graphs: Detecting anomalous nodesin a NPTEL

graph sequence [Akoglu and Faloutsos, 2010]

* Each node is summarized by a set of features extracted from its egonet.

+ 12 features are considered:
* In-degree
+ Out-degree
+ Out-weight
+ Number of neighbors
+ Number of reciprocal neighbors
+ Number of triangles
+ Average in-weight
+ Average out-weight
+ Maximum in weight
+ Maximum out-weight
+ Maximum weight ratio on reciprocated edges in the gonet

So, for doing that, they extracted a set of features. Now, for every node right, they first
identify the ego network one hop ego network and then they extracted these 12 features, in
degree, out degree, out-weight number of neighbors and so on and so forth. Total 12 features,
12 features have been extracted for each node. So, extracted these features have been

extracted from the ego network of that node, right.

(Refer Slide Time: 13:33)

Dynamic Graphs: Detecting anomalous rrédes]in aN er)u
graph sequence [Akoglu and Fanutsos 2010] T
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1. Data looks like the aTxN F 3D tensor whara T: # of ¢ Q\
tlmeslamp N: # of nodes, F: # of features.

2. Extract a slice of from the tensor for each F;(say, in-
degree) of size TxN

,‘7

3. Define a window of size W over the time-series of values of
all nodes for F,. For a pair of nodes, we compute correlation

between their time-series vectors over the window of size W A7 D
using Pearson’s rho as follows FC—
cv(X,Y)  E[(X - jux)(Y - my)] metrg
AT 7x0y 77 7
In the above equation, X [as=C1 I 4

= ety
for node pair (X, ). So. et a NI N 1Y
]
correlation matrix C, wh y .y) vindow jual |

W oo

Now, understand the problem statement. So, we have timestamp t equals to 0, t equals to 1, t

equals to 3 2 and so on and so forth. We have graph timestamp, graph snapshots right and
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every node has attributes ok. So, you can easily visualize it as a tensor, a 3D matrix where
one dimension is time, other dimension is the number of nodes and other dimension is the

features.

So, say this is number of nodes, every row indicates row node features and this is t right. So,
this is a T cross N cross F tensor, ok. So now, the tensor you know tensor arithmetic is differ
difficult. So, what they did? They extracted slice from the tensor, right. So, what they did?

So, they fix a particular feature ok, let us say we have one feature F I, say the degree ok.

So, if we fix a particular dimension right, then we will get a 2D right. So, we get an N cross T
matrix right, then what they did? They; so, you have this N cross T matrix right, then they
defined a window of size W, right. So, what is the idea? So, this window within the window
you basically measure the behavior of every node right and we define what do we mean by

normal behavior, right.

Then we slide the window. So, this is the window, this is the next window, this is the next
window and so on and so forth. You slide the window and at every window you measure the
normal behavior of nodes ok. How do we do that? So, let us take, let us assume that you have
a window W and this is and say let us say, ok. So, let me draw in a different manner. So, let

us say this is N and this is T, this is W, ok.

So, you have a slice N, T and this time is essentially W right. And each column indicates
nodes ok. Then for every node pair X, Y you measure the Pearson correlation coefficient ok.
So, for every node pair X, Y you measure the Pearson correlation coefficient right. So, if
within that window a pair of nodes behave similarly, then the Pearson correlation would be

high otherwise low.

So, from every such sliding window, you get an N cross N matrix, because for every pair you
are measuring the Pearson correlation. And each such entry indicates the correlation Pearson
correlation between 1 and j right. Again you slide this W, you measure the Pearson

correlation. So, for every W, for every slice you have this N cross N matrix, ok.

731



(Refer Slide Time: 18:07)

Dynamic Graphs: Detecting anomalous nodesina NPTEL
graph sequence [Akoglu and Faloutsos, 2010]
!

4, Next, we slide the window down one time tick (day)
and compute the correlations over the next window of W

Finweight

5. Extract the principle eigenvector of each of the C
matrices. The value for each node in the eigenvector can
be thought as the “activity” of that node -- the more
correlated a node is to the majority of the nodes, the
higher its “activity” value will be. We call each such eigenvector
as the “eigen-behavior” of zll the nodes in the graph on the
whale H v

N R L
time ticks. Siilarly we keep repeating this process until W [
we reach the end of our data, P - = |||l

\¢
/v i

So, we slide the window down one time tick right and compute the correlations over the next
window of W time ticks. You similarly keep on repeating the same process until you exhaust
the data ok. So, you see here. So, let us assume that you have C, capital C such moving
windows such slice ok. So, you have C such N cross N matrix; you have a C such N cross N

matrices right.

Now, what you do? For every matrix you extract the principle eigenvector. So, principle
eigenvector is kind of summarizes the activities at particular, at that time stamp, at that time
window ok. So, for every so you have all these matrix matrices N cross N and you have, so

window size W.

And how many such windows are there? C. So, for every such matrix you get a 1D vector
which is the principle eigenvector, right. So, basically the idea is that so this would be N
cross 1. So, every entry in that vector corresponds to the activity of that node, ok. So, I am

reading it.

So, extract the principle eigenvector of each of the C matrices, the value for each node in the
eigenvector can be thought as the activity of that node. The more correlated a node is to the
majority of the nodes, the higher its activity value would be, because ultimately we have
measured the similarity based on the Pearson correlation and then we extracted the principle
eigenvector right. So, we call each such eigenvector, the eigen behavior of all the nodes in the

graph as a whole, right.
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NPTEL

Dynamic Graphs: Detecting anomalous nodes in a
graph sequence [Akoglu and Faloutsos, 2010]

Metric to Score Time Points for “anomalousness”

6. For the eigenvector at t, denoted by u(t),
computer a “typical eigen-behavior” r(t-1)
from the last W’ eigenvectors back in time.
We simply take the average of all previous W'
eigenvectors.

7. The change metric is Z=(1-u'r), where if
u'=r(t-1) then Z=0, otherwise Z=1 (anomaly)

So, this eigenvector kind of summarizes the activity at that particular time window, ok. So, let
me draw it again. I am now, I am not drawing the N cross N matrix, but I am drawing the
principle eigenvector right, right ok. So, now, let us focus on a particular time t; say t equals

to 5 right. And let us say this is your u t, u t is the principle eigenvector of time t right.

So, we want to understand whether this summary is basically a summary how this summary
is deviated from the previous summaries, right. So, I need to extract the summary of the
previous timestamp timestamps right. So, what I can do? I can take all these principle
eigenvectors, | can either do a element wise mean right or SVD right or PCA right and I get a

squeezed representation of this another 1D, N cross 1.

If I just take a element wise mean, I get 1D vector and this is r of t minus 1, if this is t this is
the summary till t minus 1 ok. Then what is the task? That the task is to see to measure the
difference between this summary and this summary. How do we do that? Two vectors two 1D
vectors, just take the dot product, right. So, u transpose r right. So, this is the similarity, 1

minus this is a difference right. So, and say this is z.

So, for every timestamp t we measure the z and higher the z value higher the anomalous
behavior, because higher the z value lower the similarity right and higher the anomalous
behavior. So, this is the idea. So, for every feature I get this z value, right. So, we have F such
features right. So, we will have F such z values. Now, either we can aggregate or mean or

whatever in some ways we aggregate and then identify the anomalous behavior, right.
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So, this is one approach for detecting anomalous entities from an from a dynamic network
right. Of course, you can think of your own ways, but this turned out to be really effective for
you know small scale graphs, small scale dynamic graphs ok. So, I stop here. In the next
lecture we will discuss the remaining you know remaining types of algorithms for anomaly
detection. Particularly we look at dynamic graphs and you know some sort of community

based approaches for anomalous entity detection ok.

Thank you.
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