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So, while I was actually preparing the class | went through I thought | would actually talk
about the NPTEL privacy policy also. Unfortunately there is no privacy policy on NPTEL,
which is, there is a privacy policy on ‘Swayam’. Terms and services on ‘Swayam’ website,
but there is no privacy policy on NPTEL website for now. | am just flagging it | think it is an
interesting discussion right we should have as part of the class to about the privacy policy on
NPTEL also.



(Refer Slide Time: 00:52)

(,') Amazon Privacy Policy &n

[T Fivacy WoGH

—— - g — " 4 b O
—

oy T 1 o 0t by —
- ey ey @ 1 A bgat e W e S be
e ) e

uttes S e v anel picustome/duakn St Sl JOUS 34 I80%e]_sfocter ot

As | picked up a few services, quickly we can look at it. We do not have to go through details
as we saw in the other services, which is ‘Amazon’, ‘Swiggy’, more services popular apps
that popular solutions, services that we actually use. This is Amazon and also this would also
give you a sense of how detailed some of these policies are. This is updated, we saw the
twitter one saying August 19, 2021. This says October 21 2020. So, this talks about and then

I am looking at only Amazon.in privacy notice.

(Refer Slide Time: 01:35)

(’) provessng, tramlonog, snd sharng yaur pensenal fomaton (ich0ng senitive paronad ‘

Arlormation ) weth theed partied of sarvice providers for the purpeses st out i s Pivacy

Notxe

Persongl indarmation wabject 50 thes Privacy Notior wil be coflectnd and retaned by Amusen
with & regstered offce of 8th Rooe, Brgade Gateway 26/ O Rajusmer Roed Dangalore
Carmataka 560055 nda

o Wit Personal iformaton About Cuttomers Daes Amaon Collect
o Tor Whut Pusgposes Does Amaton Ute Your Personal indarmatan!
o Wit About Cooties and Ot identifeny!

¢ Doey Ao Shave Your Persenal mformaton

® Hom Secore A Information Asout Me

© WhATAbout Adwer tiung

& What inlormation can | Accen'

o Wit Oasces Do | Hame?

o v Oraidven Abawed % Use Amgaon Serviemy’
o Condtom of Use, Notices, and Reviion:
o Related Practoes ardd indonmation

¢ Duangies of siormation Collected

Back o Tog

What Personal Information About Custome
Amazon Collect?

So, the details that they have is, what personal information about customers does Amazon
collect, for what purposes does Amazon use your personal information, what about cookies



and other identifiers and again think about it. So, all of this is informing us about, how these
companies are actually using the information. 1 think it will be super helpful, if you go at
least read the privacy policy in detail. Go through all the privacy policies of; let us take five
of the most popular websites that you use.

Let us take if you are more into e-commerce purchases, you should go to read the services of
Flipkarts and Amazons from where you buy and then bring it back to the class. I think it is
not about just reading it. Please, bring it back to the class, if there is anything that you find
interesting, if it is reinforcing something that we are seeing in the class or if there is some

contradictions on these privacy policies also.

Does Amazon share personal information? How secure is information about me? What about
advertising? What information can | access? What choices do | have? Or children allowed to
use in Amazon services? Look, I think, the children is coming back again. Conditions of use

notice and revisions, related practices and information, examples of information collector.
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For What Purposes Does Amazon Use Your Personal
So, again this the policy is very much in line with the kind of twitter policy that we saw,
right, information you give us, information that they collect, information that they collect
from other sources for their services, automatic information, we automatically collect and
store certain types of information about your use of Amazon services, including information
about your interactions with content and services available through Amazon services,

cookies, right.



Cookies is something we need to understand a bit more. We use cookies and other unique
identifiers and we obtain certain types of information, when your browser or device access
Amazon service and other content served by or on behalf of Amazon on other websites.
Another thing that you want to keep in another thing, | am sure you have realized it, as | read

the privacy policy; they are all very long sentences, right.

They are all very long sentence and sometimes you need to process it, to process it twice, to
understand what they are trying to say, right, which is which is something we will see in a
few minutes, why it is interesting? We might receive information about you from other
sources such as updated delivery and address information from our carriers which we use to

correct our records and deliver your next purchase more easily.
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So, these are these are details that, 1 am sure, you understand, so, for what purposes does
Amazon use your personal information. Purchase and delivery, provide and troubleshoot,
provide voice, images and voice images and camera services, comply with legal obligations,

communicate with you advertising, fraud preventions and credit risks.
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What about cookies to enable. So, | think cookies is something that all of these services use
to enable personalization to help them, make choices, recommendations for books, all of that,
books are purchases.
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Does Amazon share your personal information? Transactions involving third parties, we
make available to you services, products, applications, or skills provided by third parties for
use on or through Amazon services. For example, the products you order through our
marketplace are from third parties, you can download applications from third-party
application providers from our App Store, and enable third-party skills through our Alexa
services. So, it is essentially saying, how the third-party information is being collected.
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Again, my intent here is not to go through all the entire policy. What about advertising? What
information can | access? What choices do | have? Children. So, that is that is Amazon’s
policy. | am sure by now, you realize that some of these things, when you read them, you get
a sense that these companies are also putting in a lot of efforts in creating these policies and
telling us what they are actually doing, at least, telling us to an extent possible that how they

are doing the business, how they are in, how the information is being used shared and all of

that, which is pretty good.
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I am meaning, | think, that is why, it will be interesting actually to study here to go, look at
the prior versions of the privacy policy and see what changes happen. And are these changes



actually an effective something that is happening in a real world? Some case lawsuit is done

against Amazon and the policies gets changed.
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Amazon, Swiggy, | am meaning, | am guessing that these are services that you probably are
using and also they are one of the popular apps that you use.
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So, look at the privacy policy of ‘Swiggy’. It is not as long as Amazon, but it kind of
addresses some of the general FTCs and OECD guidelines. Links to other websites,
information we collect from you, device information, in order to improve your app
experiences and lend stability to our services to you, we may collect information or employ
third party plugins that collect information about the devices you use to access our services
including the hardware models, operating systems and versions, software, file names and
versions, all that. Interestingly, if you look at this, it also says that improve your app

experience and lend stability to our services, we may collect.

So, | think the maze, interesting word that they have kept it there. The cookies our Swiggy

platform and third parties with whom we partner may use cookies again, again ‘may’ here.



So, here they have spent a lot of sort of say explanation about the cookies that they use and
details about that.
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We use information, we collect for the following purposes, including: to provide
personalized, maintain and improve our products and services such as, to enable deliveries

and other services, enable features to personalize your Swiggy account.
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Disclosure and distribution of your information with service providers. We may share your

information with our vendors, consultants, marketing partners, research firms and other



service providers or business partners such as payment processing companies to support our

business. So, again this third-party sharing is also very common across all the services.
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For crime prevention and investigation, for internal use with advertisers, data security proof,

data security precautions, opt-out. So, that is the Swiggy’s privacy policy.
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Similarly, I had kept a link for ‘Zomato’ and ‘Uber’ and Ola. Take a look at it. And Netflix, I
think. These are, at least | thought that, these are policies that platforms that you may be
using regularly. 1 use some of them very regularly. So, therefore |1 was also interested in
looking at these policies closely taking a good read ahead, particularly the Facebooks and
twitters, for sure. So, that is the privacy policy.
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Now I think let us ask this question, this is an interesting that is why | said earlier, keep watch
for this topic of ‘how difficult it is to read the policy, how much time it is taking for us to
understand the length of the sentences, all that, | flagged it when | was doing it. So, here is a

research that was done, which is to say that look if we have to get US citizens, to read the



privacy policy, at least one, at least some of the privacy policies in every given year, at least

once, one service that they are reading using.

For example, ‘Uber privacy policy’ at least once in a year, how much time, resources, money,
would it cost, for the entire US? So that is what this research was done. It is a very interesting

research in the context of this privacy policy. Let us take a look at.

(Refer Slide Time: 11:38)

.,
{ v) 3 ‘
o !
1"\' t\’ v
R Uy The Cost of Reading Privacy Policies
AR
)
Aleecia M. McDonald and Lorrie Faith Cranor
P
W, S o
v )u’ ' ,l\,:.x/./ AUTHOR'S PREPRESS VERSION
"‘. l R ;!\-: = Prease cid 10 e putéshed paper it
[ o\ ¥5 A Jounal of Law a0 Pedy for e iermation Sociery
- Ry 2008 Privacy Yeur it Rovew swe
v IR YW iDumal o0y
Abstract

So, that is the paper I think the link of the paper is in the slides, but otherwise it is easy to find
this paper. So, the question that | wanted to post to you, as we proceed in doing the
understanding the paper also if you see, this actually was done study in the US, the study was
done in the US.

And if the study was to be done in India, how will we able to do it? What all information do
we need? It will be nice for you to think about it and we can discuss it as part of the mailing
list in the class. So, please, think about, after we are done, please think about, how you can
actually evaluate the cost of reading privacy policy in India. Even cost of reading privacy
policy for yourself I think. If you can think of methods to find that that will be super nice.
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So, this one, we post the question. So, the question that was, that they had in mind was, if
websites use users were to read the privacy policy for each site they visit, just once a year,
what would their time be worth. So, that is what the question was. Interesting question. So, |
think the motivation for this question is also is interesting. Because, what did we see until
now FTC, OECD, all of them kept saying that, oh, we should actually have these kind of

policies.

And if we expect the user to read the privacy policy then I think there is something we have
to understand if you make them to read, would it be good, how much would it cost, return of
investment, if you are making somebody to do something, is it worth it, compared to
something compared to sort of a value here. Alicia was interested in figuring out what the

total cost of the reading would be.
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data privacy i general and om the Imernet in particular. For example, the FIC
Regsiation %o protect chakdren’s peivacy, which ld 10 the Children's O Py ~
ActTCOPPA") in 198

5
ior %0 COFPA, the FTC adoptd Falr bnkormation Frincigdes ("FIPY), 2 set
data nse. The notion of FIPy predases the Intoraet, several nutsoos sdopted dif
respoese (o concer s abot credit databuses on muainframes i the 190 Whi

And they concluded that the, if you get the people to do what read the privacy policy it would
cost US dollars, 781 billion dollars per year, that is a question. If you get people to read or

you want all of them to read the privacy policy, if they read, it is going to cost 781 billion

dollars.

Do we really want to spend that much money in getting people to read the privacy policy? So,
if you have seen the again Mark Zuckerberg's interactions in the congress, you would connect

the self-regulation world there was a question to him about, will Facebook participate in self-

regulating in terms of controlling the information of the users.
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1.1 Economic Theories of Privacy Policies N
The FTC started with a set of principles, almust akin s a framewiork of rights, sod encouragued

companies fo protect these rights by adopting privacy policies. Foomomists abeo sev ctility

privacy polioes but from an entirdly different hasis

Advertising econcmcs lovks o was to turn 2 commodity fe g, water) 1o o bunde of
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applies equally well o ondee privacy. Without a privacy policy, consumers do not know If 4
company will send spams wetil alter they have made the decision 5o provide thetr essall address
With a prvacy policy, comumers can chech peivacy protections prior o engagling o0 business
with the sl

Ancther economnic perspective that keads 1o supporting privacy policles is that since privacy s
st readily observable, i carnot be properdy valued by the market place. Without peivacy
polices, comperses have all of the information about thewr awn peactioes and consumers have
nooe, leading to an infoemation asvemmetey ® Information asymmetries are ose potential cause
of market failere. The canceical example bs of a mathet for ssed cars, selkers know if their can
are in maet condition o ane kemons, but buvers say st be able to 16l ¥ Consequenthy, buvers




cllars extemded the FTC's viston of an (mplicit marketplace for provacy by examinihyd
wires 1o explictly bary and sell personal isformmation. Laudon progosed *|mjarket-based
wcharssms lused on Individual ownership of perscoal mtoemation and 2 Nabona

Information Market (NIM) & which isdividuals can recelve fair oo shon for the use of

ot themaetyes.” Under this plar Wi “hasket

antaimieg (e fsmancial, health, & aphc or other Sata that individuals wen

abowt themsedves m.ummnlh- rlmelhb—md'nM
mmbhudmmmuu weitic In(umulm lum«uk () duin;a uml fime

BRI ¢t 10 v h markit of micropayments ko porsanal inform wis. Garlinke! notes

1t the vesell Inlormabon o other oo

CUIment market panr, wiwm

g Ll st "~"|‘\‘ Calve thelr ot ol 2 substantially higher rate
ot the open market. With selless demsanding snoee than buye

nosnibie agreement, and s 1t s Tkely that no transactons would Like place

{ ( way of koking
sctually followed the setl negalabion veson® What would the cost e o all A
wsers ok the tme to read all of the petvacy policies lor evers sile Bhey visit a8

I will let you to read the paper in detail but what all | want meaning; | am going to share the
annotated papers also with all of you, as part of the website that | would have, for the course.
We will upload these annotated papers also. But, for you to understand the decision, how to
come up with the cost, what all do we need? We need, basically to understand, how much
time it is going to take for somebody to read the privacy policy. Some number of lines,

number of pages, all that.

Then we also need to know the cost of the person, for example, you want to know the cost of
me reading a privacy policy versus a student reading a privacy policy. The cost for me may
be higher than the cost of the student. Just the value of time, nothing other than that. And it
also so, you need that and the difficulty of, so they, in this research they also showed that the
difficulty of reading the privacy policy is high. A certain level of language understanding,
certain level of cognition is needed to understand the privacy policy.

For somebody to have x level of education and understanding for them, to read a privacy
policy, which would be, let us take 10 minutes, 15 minutes to read one privacy policy for one
website that you are accessing. If you were to do x number of websites services in a year,

how much would that cost, that is what they ended up actually doing.
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An seen in Table 1, we find that it takes about eight to twelve minutes o read
o the most popular sites, with a poimd estimate of fen minules per policy. Thy
be slightly bove due to the jargon and advanced vocabulazy in privacy policies
sore peopk read more show ly oaling than oa paper, which may also make (h
sightly low

I will show you some of the tables, which would help you to understand. So, this one if you
see time to read the entire privacy policies for average readers, which is short policy. They
classified this into a short policy, medium policy and a long policy. So, this is 2000 words,
2500 words, 3000 words, this is words per minute. So, this is time to read one policies about
8 minutes, 10 minutes and 12 minutes. So, | can clearly see this. The long policy could be the
Facebook type one, short policies would be the Swiggy types one that we saw. So, 8 minute
per policy for a Swiggy.
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And then this one time estimates to Skim one policy and answer basic questions. So, that is
about reading. So, this is about measure time to skim the privacy policy. | am not really

reading it. For example, the this part of sections that I did.

(Refer Slide Time: 17:56)

- T POCTR TR IO W TE T TR OO PR WL T TR TR TR TR RS TY

{ ,) ghtly low ‘
. 2.1.2 Measured Time to Skim Policies

Internet e MIgHL be mame Uac 1o shim 2oy u” 103 Ja) Bl SRR G 0T g7
mntmhmtwwﬂdnul)nﬂmbmdﬂcplﬂmmdlamm‘m

nyisioee tion n'n,|v nesd an ooline-study that asked partiopants o find

the amaw nw.;m*'.-' posed Ut privacy whoos v on the text of a povacy pasy
We Dosed our questions on concems people e .l stuched v Crang of
1) |wdlh| (uetae Includieg 4 ‘["h‘l Mmrtnpulvummmﬂ
-.uwuur-u'nmhmuwa AL acwwers werk emtple chuice, tathy

Tt shant amsm ey, 80 the ac of answering should not have -u!-~1.. tally invrvased the time 1o

Wy U rosults were oot overly swaved by cow unigue policy, parhogants wer
varying lengihs, Inall, we had 212 participants

|
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Ronald I Carver, " Is Reading Rave Constant of Hesible™ Saafing Resaand Quorierly 18, mo. 2
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wr, Godurw, and Arjoly, “User Interlaces for Privacy Agents,” 167 (see n 17
U Durerg online studies. pattcormants aee sometises distracted by ofher Sasks. We ehimmated
it pouts hal were Cleardy i "1' witle, for swtance, takig 5 bours bo complete o sel of faeks

that typucally takes 200 ssmutes. In semilar studies we have also seen responses indicative of

I am not really reading the paper here but if you just want to skim “Does this policy allow
Acme to put you on an email marketing list” and “Does the website use cookies”,
highlighted, you are just Skimming through what it means that is about 3.6 minutes. And why

do you need it?

Again the numbers that you can evaluate could be that, oh, if you make somebody to read all
the privacy policy, entire policy, what would it cost? If you make them only to skim at
whatever cost and this is to give some sense of what are the number of websites that
somebody could access. Because, for the total number per year, for the user, you need that

also.



(Refer Slide Time: 18:42)

® ' 9 =

wn

Tigate b Lacationy whoor poaple resd wobevion

Wee i it 1 poegde read st tnay pobcie. foey mieikd read tiese e flest ese 8
w wke W ot ks e bwre ol Gt e he dbon Ly it b2

srcimrbond 3 oen wie

So, this is about the locations where people read privacy policies. Just at work, it is about 52
work and the home is about 66 and at home is about 119 web services.
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Again, all of this is just estimate, there is no, I mean | am sure if the study was to be done
again now, the number may be different. Either the policy may have changed or the reading
speed may have changed in people in the last 10 -12 years, the cost of the people reading
them policy and understanding may have changed, all those changes would have happened.
So, this is just the same details about annual websites, estimates the annual number of unique
websites visited in the US. Again, total number of websites, lower, upper bound, opportunity
cost.
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This is where the cost is getting covered, which is the way that they calculated is home
estimates for values of time to read online privacy policy. Home is 4.4 dollars per hour; work
is 35.86 dollars per hour. Again, using some literature some approximation, some estimations

they arrived at this number.
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So, if you put all of this together which is the cost of reading number of websites that they are
going to access you will get the cost that is what they did here.
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So, that means they arrive at this 781 billion dollars. Interesting, right, interesting. So, take it
to do an exercise for yourself, what would be the cost for. Again this is not the real sort of say
money value, right, this is opportunity cost. Opportunity cost of me reading a privacy policy
if I would have done that at that time if | would have done something else what was the value

for that, that is the opportunity cost. So, that is the cost of reading the privacy policy.
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Activity

* Watch these 2 videos
* https://www.ited com/talks/alessandro acguisti what will a future withou
t secrets look like
* https//www.aliazeera.com/program/rebel-geeks/2015/12/7/rebel-geeks-
pive-us-back-our-data/
* Submit your privacy relevant takeaways fromthem &
* What isinteresting?
* What did you learn?
* What did you not know about?
* What would you take care of?

What | am going to recommend? | think last activity, in last class, last week also; | had the
activity for you to look at social dilemma, the great hack documentary. So, every week | am
going to get you to do something like that and again for the benefit of learning of the content,



if you are interested, feel free to do it, it will not be forced, but, I think it may be very useful
for you to learn from these videos. And I think I will ask some questions from these videos,
so you probably want to also take a look at that. So, these two videos are, the first one is a
‘ted talk’ and the second one is a sort of a documentary about the privacy and data and all of
that.

So, what | would like you to do is, take a look at these two videos and in the mailing list,
answer these questions. What is interesting? What did you learn? What did you not know
about? And what would you take care of? Which is after seeing these videos, is there
anything that you think you will actually change? Even particularly even going through the

privacy policies that we did also, okay.
(Refer Slide Time: 22:33)

Summary

Right to Privacy

Contextual Integrity

Privacy Policies

Cost of reading privacy policies

So, that is the end of week 2. So what have we done? We did rights to privacy? Which is
modular the definitions of privacy, understanding, what privacy is all about, contextual
integrity, privacy policies and cost of reading privacy policies. So, this is the summary of
week 2. Right to privacy, contextual integrity, privacy policies and cost of reading privacy

policies. So, that is the end of week 2. | will see you in week 3.



