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Welcome back NPTEL students, it is great to have you back. | hope you enjoyed the content

that we had for week 1. Thanks to some of you for being active on the mailing list, I hope
more of you start being active on the mailing list, | think it is generally a good idea to be, up
on the topic, through the discussions and through the topics that are going on outside the class

also, we will get you more involved in the topics that are outside the class.

But please participate in the mailing list, not just asking questions, the answer questions for
others, help others to understand a topic if you have understood better or if you have seen

something interesting that is happening outside the class, please post it in the mailing list.

So, what we will do for the week two is actually to look at right to privacy, some old research
work done on the space of privacy, then what is contextual integrity, then we will look at
privacy policy, privacy policy means quiet amount of time on understanding what privacy
policy is, how some of the company’s privacy policies are some companies state you may be
interacting very regularly, we will look at their privacy policy and see how they do.
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The first one is what we will look at is the right to privacy, this is the work that was done in
1890. This is, | mean, as part of this class is about topic of privacy, this is one of the most
important document that you should be doing, this talked about the right to privacy and as |

have marked here, we will look at the document itself.
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Samuel D, Warren; Lows [ Brandes

Hurvard Law Review, Vol 480 5 (Dee, 15, 1850), pp. 193220
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So, this is written by Samuel Warren and Brandeis, this is very, very popular document, you

will generally hear about Warren and Brandeis name in while discussing the topic of privacy.
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So, what did this, this article basically talked about the, meaning raised a lot of questions
about the idea of right to privacy, giving the scenarios in that era, showing that how privacy
why privacy is needed. So, we will look at some aspects, please again, my role here is to get
you excited about some parts of the document, feel free to go read the document as, if you are
interested in knowing more details about the article itself.

Right to Life. So, this is one of the meaning, | think this right to is also very common now.
So, there is GDPR, which is talking about right to be forgotten in 2016-2017 period and the



topic of right to be forgotten has come. So, this is right to life and how it was necessary in
those days to be discussing about right to property, his land or his cattle. It is the article,
please keep in mind was written in 1890 that is why the context of cattle, all that is coming in
and you need, there is one way also to think about privacy as a property right.

So, it is my data, it is my data and who should have access to it, if you have access to it what
will I get in return of that access and what benefits do | get because you have access to my
data, this if you just think about it, this is just the concept of property which is being used to
describe privacy is this one phenomena, one way of describing the content of privacy also, a

topic of privacy also.

So, if you look at this it says right to be, right to enjoy life, right to be left alone, right to be,
right to liberty secure exercise extensive civil privileges. We have talked about let alone if
you remember the western’s characters that we had created or taxonomy that we had created
you would remember the four, five characters that we talked about, solitude, in that also right
to be let alone was there, which is I just want to be alone in the topic of privacy, right when |
am discussing something when | am wanting to, | do not want to be interacting with anybody

else.

(Refer Slide Time: 05:13)

¢ tellectunl and emotional life, and the heightening of sensations

‘ ) which came with the advance of civilization, made it clear to men

I that only a part of the pain, pleasure, and profit of life lay in pHys:
ical things,  Thoughts, emotions, and sensations demanded legal
recognition, and the beautiful capacity (or growth which character-
izes the common law enabled the judges to afford the requisite
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I will get you to some specific to be left alone. So, this is an important aspect of a proposal
for this particular article, thoughts, emotions and sensations, the demand or legal recognition
and the beautiful capacity for growth which characterises the common laws. | think the idea
of common law also is, meaning | am both of them are lawyers. So, they talk about the

privacy from the legal point of view.
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of the Fights SHEPOHTRitE: and the question whether our
law will recognize and protcct the right to privacy in this and in
other respects must soon come before our courts for consideration,

Of the desirability — indeed of the necessity —of some such
protection, there can, it is believed, be no doubt. The press is
overstepping in every direction the obvious bounds of propriety
and of decency. Gossip is no longer the resource of the idle
and of the vicious, but has become a trade, which is pursued
with indastry as well as effrontery. To satisfy a prurient taste the
details of sexuval relations are spread broadcast in the columns of
the daily papers. To occupy the indolent, column
is filled with idle gossip, which can only be procured
upon the domestic circle. The intensity and com
attendant upon advancing civilization, have render
some retreat from the world, and man, under the refin!

Right of circulating portraits, in emphasising the emphasising the need for the topic of
privacy there.
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tbe o:hcr hand, our law recognizes no principle upon which
compensation can be granted for mere injury to the feclings.
However painful the mental effects upon another of,an act, though
purely wanton or even malicious, yet if the act itself is otherwise
Jawful, the suffering inflicted is damusm absque injuria. Injury of
feelings may indeed be taken account of in ascertainin
of damages when attending what is recognized as a le

t'Though the legal value of “feelings™ is now generally recoge
have been drawn between the several classes of cases i which com
may not be recovered, Thus, the fright occasioned by ar assaalt con

Surrounding physical property to certain of the conditions necessary or helpful to worldly

prosperity. So, again, the necessity of having privacy, what are the benefits of it is being
argued here.
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Individual is entitled to decide whether that which is his shall be given to the public. So, the,
in every such case, the individual is entitled. So, the control of information that the users

have, user should have is actually mentioned here.
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What is the nature, the basis, of this right to prevent the pub-
lication of manuscripts or works of art? It is stated to be the
enforcement of a right of property ;  and no difficulty arises in
accepting this view, so long as we have only to deal
production of literary and artistic compositions, T
possess many of the attributes of ordinary proper
transferable; they have a value ; and publication or
is a use by which that value is realized.  But where
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The statutory right is of no value unless there is a publication, the common law right is lost as
soon as there is a publication meaning, | think these are all references to the common law and
the legal system in the US at that point.
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of that term. A man records in a letter to his son, or in his
diary, that he did not dine with his wife on a certain day. No
onc into whose hands those papers fall could publish them to the
world, even if possession of the documents had been obtained
rightfully ; and the prohibition would not be confined to the
publication of a capy of the letter itself, or of the diary entry;
the restraint extends also to a publication of the contents.  What
is the thing which is protected ? Surely, not the intellectual act
of recording the fact that the hushand did not dine with his wile
but that fact itself It is not the intellectual prod

domestic occurrence, A man writes a dozen letter
people.  No person would be permitted to publish
letters written. If the letters or the contents of th
protected as literary compositions, the scope

Let us just, meaning | will let you read this, this is again talking about the requirement of
privacy a man records in a later, in a letter to his son or his daddy that he did not dine with his
wife, on a certain day no one into who, no one into whose hands those papers fall could
publish them to the world, again keep the legal background, the document is written in a very
legal way, even if positions of the document had been obtained rightfully and the prohibition

would not be confined to the publication of a copy of the letter itself or of the diary entry.

So, again, the argument meaning the analogy that you want to keep in mind here, even
though it is talked about a man’s record of a diary entry, all that, entry and the diary itself,

think about it as web access that you have.

You are, you are accessing Netflix and you are basically leaving out saying that trailers of
which movies are you watching? Which movies are you rating all of that? Those are, let us
take pages and the entries in the diary and your own profile on Netflix itself is the dairy itself.
So, I think that is where the argument is which as a user, what control do you have this over

this information.
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That this protection cannot rest upon the right to literary or

artistic property in any exact sense, appears the more clearly

! “A copy or impeessson of the etchings wosld only be & means of communicatisg
knowledge and ieformation of the original, and does not a st and description of the
same? The means are difierent, but the olject and effect ase similar; {oe in both, the
object and eBect is to make known to the puhlic more or les of the wopublished work
and composition of the suthor, which be is estitled 10 keep wholly foe bis private wse
and pleasure, and 1o withhold altugether, of so far asbe may please, from the knowledge

of otbees.  Cases upon abridgments, tramlations, exteacts, and eritich
works have no reference whatever to the peesent question; they all ¢
exteet of right wnder the scty respecting copyright, and have no analy
rights in the author of unpublsbed compositions which depend estirely
mon-law right of property,”  Lord Cottenham ia Prince Albert 2, Stra
23 43 [18g0) %Mz, Justice Yates, in Millar v, Taglor, said, that an |
exactly sémilas to that of an inventor of a new mechanical mackise: that both rivinal

Unpublished collection of news, positions, no element of literally nature is protected from
piracy. Again, piracy is by itself a separate topic, where copies of it being used meaning | am
sure you understand privacy, piracy of movies, new movies shows up and very quickly, many
copies of the movies are online and the creators worth is actually lost when you start doing
piracy. So, | let you go through this document, but the idea is that this was one of the

documents, which argued the right to privacy is the concept.
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So, here is another idea. So, I think this idea, so what is the context of these content. The first
week we saw about definitions of privacy. So, there are meaning broadly if you see there are
very high level, Alan Weston’s definition, Warren Brand is looked at what privacy is, then



there is this contextual integrity which came, which is what we are going to be talking about
right now. Contextual integrity is an idea by which you can think of how privacy can be

provided, how privacy can be protected.
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[, INTRODUCTION

Privacy 15 one of the most enduring social 1ssues as
information technologies. It has been @ fixture in pub
through radical transformations of technolegy from

computers, housing massive databases of government an
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So, until now, the way we thought about privacy, we talked about control of information,
even just now | mentioned about Netflix, you are browsing and probably you are going to a
mall somebody is taking a picture all that, in general if you see we never talked about what
context is that picture being taken, what context is that information being used? That is what

this article is arguing about Helens work.

So, here is a contextual Integrity buys adequate protection for privacy to norms of specific
context, demanding that information gathering and dissemination be appropriate to that
context to obey the governing norms of distribution within it. So, the even if you go back and
think about the definitions of privacy that we talked about, control of information, but control
of information, what context, what context information is collected, what context information

is being used, that is the primary argument of this idea called contextual integrity.
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(9 mtegrity 18 the approprate benchmark of privacy. Before taking wp these
il general points, it is useful first to consider a few specific illustrations of 25
public survesllanee
Case 1 Public Recards Onfine, Lokal, state, and federal offictals
question the wisdom of initiatives to place public records online, making
them freely available over the Intemet and World Wide Web, The
availability to citizens of public records. such as arrest records: driving
vecords; burth, death, and marniage records; public school information;
property ownership, zoning and community planning records; as well as
of court records, serves the unquestionable purpose of open government
Nevertheless, the initiatives w0 move these records online in their
entirely, making them even more accessible, cause uncase among many,
including govermment officials and advocacy organizations,
National Network to End Domestic Violence and the Ame
Libertses Unson.
State supreme courts, for example, with junsdiction
records, are mindful of concerns ruised by advocates of (
domestic vinlence and other crimes. amone athers. who noint out the

So, yes, this actually talks about multiple context as an example. So, public records online.
This talks about all the public records like public school information, property ownership, all
of this and it talks about what is the need for collecting this information, how this information
is to be kept all that.

(Refer Slide Time: 11:04)

(') move towards greater efficiency. Nothing has changed, fundamentally ‘
“TE Are these worries rational? Is there genuine cawse for resistance? o v
Case 20 Consumer Profiling and Data Mining. Most people in the
United States are aware, at some level, that virtually all their commercial
activities are digitally recorded and stored. They understand that actions
such as buying with credit cards, placing online orders, using frequent
shopper cards, visiting and registering at certain websites, and
subscribing to magazings leave digital trails that are stored away in large
databases somewhere. Jigwer are aware that this information is shipped
off and aggregated m data warchouses where it is organized, stored, and
analyzed. Personal data is the “gold™ of a new category of companies,
[ike Axciom, that sell this information, sometimes organized by
individual profiles, to a variety of parties. spawning product,
subscriptions, credit cord, and mortgage offers, as well as annoying
phone solicitations, special attention ut mrport security, and turgeted
banner and pop-up advertisements. When the popular media wnites about
these webs of personal information from time to time, many react with

indianatinn Wha? (ftan the infarmutian in ansctinn ic not canfidentisl

Second, second context is consumer profiling and data mining, which 1 think all of us agree,
all of us understand pretty well profiling, meaning Netflix knowing what your preferences are
Amazon, knowing what your preferences are, fewer are aware that this information is shipped
off and aggregated in data warehouses, where it is organised, stored and analysed.
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I think, I think at this point, this article was written | think, in 2004. But now, | think we
understanding of this data being collected, analysed and stored is probably much more well

known.
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o7 Case 3 Radio Frequency ldentification (RFID) Tags. These tiny ‘
: chips—which can be implanted i or attached to virtually anything from
washing machines, sweaters, and mulk cartons 1o livestock and, it 15
anticipated, one day, people—are able to broadeast information to radio
signal scanners up o ten feet awuy. Although prospective users of these
tags have lauded their tremendous promise for streamlining the stocking.
warchousing, und delivery of goods, as well s in preventing theft and
other losses, privacy udvocates point out & worrisome possibility of &
multitude of commoditics with the capacity to disseminate information
about consumers without their permission or even awareness. Why does
this worry us? After all, information will be gathered mainly from open
or public places where the powerful radio frequency emitters

most likely be located

All three cases ave spurred by technological developmen
developments m their apphications that radically enhance the ab
collect, analyze, and disseminate mformation.” Case | highlights

The third context is radio frequency identification shortly called as RFID tags, primarily
driven for doing production making knowing, where the products are in the production line
and keeping track of stocks in particular store RFID can be very, very useful, my kurta has a
RFID tag, which can actually tell when the purchase was made, when from the time of

production till the time of sale, you can actually track by having this RFID tag, which is



basically sending out some signals, receivers are collecting the information about where the

product is.

So, is it still in the production state, is it still it in transit from production to let us take retail is
it from the shop, which part of the shop it is kept and how long the product. So, you can also
understand about when the product came into the shop and how long is it taking for it to be
actually being sold, that is radiofrequency ID, RFID tags.
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w1t at Jeast requires an understanding of how technologies can affect
diverse social groups differentially und how these differences suggest
particular reactive policies, which m tum have the capacity to shape
further techmcal developments,

In this Article, however, the fluctuations of public interest politics,
public policy, and at times law, are not central; the focus, rather, is the
foundation for policy and law expressed in teems of moral, political, and
socinl values, We will not be pursuing or presenting specific policies and
strategies for achieving them, but trying to explain, systematically, wh;
particular policies, laws, and moral prescriptions are correct. Another
wity of saying this 15 that our purpose 15 1o articulate a justificatory
framework for addressing the problem of public surveillance
the many disputes typified by our Cases |, 2, and 3 abo
framework would not only address specific cases before us,
illow them to serve as precedents for future disputes in o way
Marketplace: Households, despite its suceessful outcome, ne
justificatory framework linking cases across time provides rt

e

In this article, our the fluctuations of public interest politics, public policy and at times law
are not central. The focus rather is the foundation of for policy and law expressed in terms of
moral, political and social values. The main crux of what the argument for the article is.

(Refer Slide Time: 13:24)
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(}vnhc_\ and law i the United States offer little gwdance in many hard ‘
win.cases, including the three described at the beginning of this Article. ‘
Surveying the fields of public policy development, regulation and
statutory law, court decisions, and social and commercial practices
during the twenticth century we find that three principles dominate
public deliberation surrounding privacy. The three principles arg
concerned with: (1) limiting suVeillance of citizens and use of
information about them by agemts of government, (2) restricting access
to sensifive, persomal, or private information, and (3) curtailing
intrusigns into places deemed private or personil

A Principle | Protecting Privacy of Individuals Agamst
Intrusive Government Agenty

This principle comes into pluy when questions arise about in
by agents of government (or government agencics or represet
who are accused of acting overzealously 1 collecting and using
information. This principle can be understood as a special cas



Some of the three principles concerned in limiting surveillance of citizens and use of
information about them by agents of government, restricting access to sensitive personal or

private information and curtailing instructions into places deemed private or personal.

So, these are the principles that are concerned with in terms of the principles that the article is
talking about protecting privacy of individuals against intrusive government agents. | think
we talked, | think first we talked briefly mentioned about government having access to

information all that.
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In the United States. the Constitution and Bill of Rights™ provide
what is probably the most significant source of principtes defining limits
to the powers of federal government in relation to the hiberty and
autonomy of individuals and individval states. They also serve as a
powerful reference point for pnvacy protection. Although, as commenly
noted, the U.S. Constitution does not explicitly use the term “privacy,”
many legal experts agree that various aspects of privacy are, in fact,
defended against govemment action through several of the smendments,
including the First (speech, religion, and association), Third (quartering
soldiers). Fourth (search and seizure), Fifth (self-inceimnation), Ninth
{general liberties), and even the Fourteenth (personul liberty
action) Amendments, The U.S. Constitution, as we know

other tracts, including English common law and works ¢
politscal philosophers that have contributed fundamentally
the powers and limits of governments in democratic societie

not ondy in the Tinited States hat in the laws and solitieal matuhiong of

Constitution and Bill of Rights provide what is probably the most significant source of
principles defining limits, by which the information about the citizen can be collected, can be
used. Examples of the production that the citizens get is First Amendment, first, third, fourth,
fifth, ninth, and fourteenth amendment with the examples that is given which is speech.
Soldiers search and seizure self-incrimination and personal liberty versus state action
amendments. So, that is the amendments that are available for protection of privacy for US

citizens.
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proposal in 1963 by the Soctal Science Research Council to crcate a
Federal Data Center to coordiate centrally the use of government
statistical information.™ This culminated in the Privacy Actof 1974,
which pluced sigaificant limits.on the uses.to. which agencies of federal
government could put the databases of personal information ™ Many
other statutes followed that placed specific restrictions on government
agents in their collection and use of personal information ”

For purposes of our discusston, more relevant than the specific details

about legal restnctions on government agents is the general source of

momentum behind these restnctions, in particular, o
commitment 1o hmited government powers n the name ¢
autonomy and liberty. To the extent that protecting pn
government intrusion can be portrayed as an insurance polic
emergence of totalitananism, the thetone of Timiting govern
can be parlayed into protection of privacy, During the 193

Privacy Act of 1974. | think these are, so probably later in the course. We will talk about just
the legal aspects different laws across different worlds. But for now Privacy Act of 1974,
significant limits of use of wench agencies, the federal government could put databases of
personal information, which is it gives protection of who can get a, it gives protection for
how much of information can be collected? Who gets access to what information, at what

level should we be getting.

Federal agencies mean, does everybody in the federal agency get access to all the information
of every citizen in the country or is there some kind of grades, is there some kind of
restriction on the role, which also talks about, which also can be connected to role based

access control of information, who gets access to what information depending on the roles
that apply?
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(;)mm.xl 1973 report on the mpacts of computenzed record-keeping on ‘ .
“individuals, organizations, and society as 4 whole.” The report :
emphasized this concem for balancing power, and for limiting the power
of state and large institutions over individuals by warning that “the net
effect of computerization is that it 1 becoming much easier for reg

keeping systems to affect people than for people to affect eeef@-keeping \\a 7
byzertTly unifair in ‘

systerns ™" Further, “[a]lthough there is nothigg.igh
trading some measure of privacy for a b hoth parties Lo the W
exchunge should participate in setting the terms. " [he lasting legacy of
the report and its Code of Fair Information Practices is the need to
protect privacy, a1 least in part, as one powerful mechunism for leveling
the playing field in a game where participants have unequal starting
posthions

B Principle 2 Restricting Access to Intimate, Senyitive, or
Confidential Information

Thie nrineinle dose nat forne an wha the neent af intescian ¢ hat on

Another line here is further although there is nothing inherently unfair in trading some
measure of privacy for a benefit, both parties to exchange should participate in setting the
terms, since again, both parties here talking about the government and user or the Amazon
and the customer. All of that.

One thing to keep in mind is that, one thing to keep in mind and one thing is even hard is
actually how to measure the benefit, benefit of information being collected, benefit of using
that information and benefit of what is that the | mean as a consumer I really, do not know
what benefit that Amazon is getting because of collecting the information about my

recommendations.
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B Principle 2 Restricting Access to Intimate, Sensitive, o
Confidential Information

This principle does not focus on who the agent of mtrusion is but on
the nature of information collected or disseminated-—protecting privacy
when information i question meets societal standards of intimacy,
seasinvity, or confidentiality. Capturing the notion that people are
entithed 1o ther secrets, this prineiple finds robust support in scholarship
developed from a vanety of disciplinary perspectives, is well entrenched
in practical arcnas of policy and law, and is frequently raised in privacy
deliberations in public or popular arenas, Scveral prominent
philosophical and other theoretical works on privacy hold the degree of
sensitivity of information 1o be the key factor in determining whether a
privacy violation has occurred or not. These works seek to refine the



Restricting access to intimate, sensitive or confidential information. In some of these are self-
explanatory, this is basically talking about who gets access to what information but

particularly looking at sensitive and confidential information.

(Refer Slide Time: 17:02)
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o Principle 3: Curtailing Intrusions into Spaces or Spheves 7 »
Deemed Private or Personal

Behind this principle is the simple and ages-old idea of the sanctity of
certain spices or, more abstractly, places,” For example, “a man's home
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Curtailing intrusions into spaces or spheres deem private or personal. Again, this is also self-
explanatory who should get access to what space, so the arguments that the article is
continuing to make is that look, privacy cannot be defined the principles that we saw, OECD
principles, FTC principles all of that. And generally the definition of privacy itself cannot be

universal, has to be kept in particular context.
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Highlighting two features of the three-principle framework helps 10
convey what lies befind the idea of contextual integrity, One is that it is
posed ns o universal account of what does and does not warrant
restrictive, privacy-motivated measuress That is, as i conoeplual
framework, 1t 1s not conditioned on dimensions of time, location, and so
forth, Another 1s that it expresses a right to privacy i femms of
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One is that it is posed as an universal, exactly universal account of what does and what does
not warrant restrictive privacy motivated measures that is, as a conceptual framework, it is
not conditioned on dimensions of time, location and so forth. That is the definition of privacy

that has been looked at.
(Refer Slide Time: 17:59)
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Another is that it expresses a right to privacy in terms of dichotomies sensitive and non-
sensitive. So, if you just look at it until now, also, we have been talking about just the
definition of privacy, just being binary, sensitive or non-sensitive, private or public,
government and private. So, that is, that is probably not the best way of describing what the

privacy is.
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{ are partly constituted by norms, which determine and govern key aspects
‘ 9 such as roles. expectations, behaviors, and limits, There are numerous ‘
T possible sources of contextual norms, including history, culture, law,
convention, ¢fc. Among the norms present in most contexts are ones that
govern information, and, most relevant 10 our discussion, information
about the people involved in the contexts. | posit two types of
informationl normis: norms of appropriateness, und norms of low or
distribution. Contextunl integrity is maintained when both types of
norms are upheld, and 1t 1s violated when either of the norms is violated.
The central thesis of this Article is that the benchmark of privacy is
contextual integrity: that in any given situation, a complaint that privacy
has been violated is sound in the event that one or the other types of the
informanonal norms has been transgressed ™

[, Appropriateness

As the label suggests, norms of appropriateness-di
information about persons 18 appropriate, or fiting. 1o
narticulorcontext. Generallv. these norms circumsenbe the tvoe or



Two norms are proposed in this article, which is norms of appropriateness and norms of flow
of distribution. I will just show you what it means briefly. But these are two expectations of
contextual integrity definition. Contextual integrity is maintained when both types of norms
are upheld, which is followed and it is violated when either of the norms is violated.
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As the label suggests, norms' of approprintenesy- dictate what
information about persons 18 appropriate, or fiffing, 10 feVeal in a
particular context. Generally, these norms circumscribe the type or
nature of information about vanous individuals that, within a given
context, 15 allowable, expected, or even demunded to be revealed, In
medical contexts, it 1s appropriate to share details of our physical
condition or, more specifically, the patient shares information about his
or her physical condition with the physicin but not vice versa; among
friends we may pour over romantic eatunglements (our own and those of
others), 10 the bank or our creditors, we reven! financaal mnformation;
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Appropriateness, norms of appropriateness dictate that information about person is
appropriate or fitting to reveal in the particular context. So, appropriate information that is

provided in a given context again.
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with our professors, we discuss our own grades; at work, it is appropnate
to discuss work-related goals and the details and quality of performance.
As important 35 what s net approprite: we e oot (it Jeast in the
United States) expected 1o share our religious affiliation with employers,
financial standing with friends and acquaintances, performance at work
with physicians, ete. As with other defining aspects of contexts and
spheres, there can be great varability from one context to the next in
terms of how restrictive, explicit, and complete the norms of
appropriateness are, In the context of frendship, for example, norms ure
quite open-ended, less so in the context of, say, a classroomeatd s

less so in it courtroom, wheee norms of appropriateness regu
every piece of information presented 1o it, The point to note §
is 1o place not governed by at Jeast some informational 1
notion that when individuals venture out in public—a street,

" \(hll

park, o market, o foothall game—no norms are in oper

As important is what is not appropriate, we are not expected to share our religious affiliations

with employers, financial standing with friends and acquaintances, financial standing with



friends and acquaintances, performance at work with physicians, etc. So, this is expectations
or appropriateness that is defined here. Generally, you are not expected to share all this

information is what mentioned here.
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4 Change, Contextual Integrity, and Justice

As proposed above, o normative account of privacy in terms of
contestual integrity asserts that o prvicy violation bas occurred when
cither contextual norms of appropriteness or norms of Mow have been
breached. One point of contrast with other theoretical accounts of
privacy rights is that personill information. revealed ina particular
context i abways tagged with that context-und never “up for grabs™ ag
other accounts would have us believe of public information or
information gathered in public places. A second point of contrast 1 that
the scope of informatiorial norms is always internal to o given context,
and. in this sense, these norms are relative, or non-universall Before
revisiting the problem of public surveillance in light of contextual
integrity, two potentially wornisome amplications should first be
adkdressed, both consoguences of this built-in comextual dependence.

One 15 that by putting forward existing informational norms as
benchmarks for privacy protection, we appear to endorse entrenched

So, this next one is, so this is about contextual integrity and justice. This is later part of the
article which is talking about contextual integrity assert set of privacy violation has occurred
when either contextual norms of appropriateness or norms of flow are being breached. So, we

should look at actually the flow part also.
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( from one situation and nserting it 1 anofher can constitute a violation
9 Violanons of this type are captured with the concept of appropriateness ‘
wrt " 1

B Distribution

In addition to appropriateness, another set of norms govern what |
will call flow or distnbution of information—=movement, or fransfer of
information from ane party to another or others. The idea that contextual
norms vegulate flow or distribution of information was profoundly
influenced by Michael Walzer's pluralist theory of justice.” Although
Walzer's theory does not specifically address the problems of privacy
and regulation of information, 1t provides insights that are useful 1o the
canstruction of privacy as contextual integrity

In his book, Spheres of Justice: A Defense of Pluralis
develops a theory of distributive justice mn terms of not on

good and universal equality, but in terms of something he cal

equality, adjudicated across distinet distnbutive spheres, ca
. o ! | .

own, unigue set of norms of justice. ™ Walzer conceives of se

So, the flow part is here it is mentioned as distribution, movement or transfer of information

from one party to other is the flow. So, the definition again it says, appropriateness and flow,



if both are maintained contextual integrity is provided, if any one of them is not upheld or

followed, contextual integrity is broken.
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i ) As proposed above, a normative account of privacy in terms o{_‘
contextin! integnity asserts that a privacy violition has occurred when'
either contextual norms of appropriateness or norms of flow have been
breached. One point of contrast with other theoretical accounts of
privacy rights is that peesonil information revealed i a particulir
context is always tageed with that context and never “up for grabs” as
other sccounts would have us believe of public information or
information gathered in public places, A second point of contrast is that
the scope of informational norms is always internal 1o o given confext,
and, i this sense, these norms are relative, or non-universal, Before
revisiing the problem of public surverlance in light of contextual

integrity, two potentially worrisome implications shigl ha
addressed, both consequerices of this built-in contextual dep:

One 15 that by putting forward existing informatios
benchmarks for privacy prolection, we appear to endor
flows that might be deleterious even in the face of techno

10 make things better. Put another way, contextual

One point of contrast with other theoretical accounts of privacy rights is that personal
information revealed in a particular context is always tagged with that context and never up
for grabs. So, which is information that is collected in a particular context stays in that
context, it cannot be given away, the context cannot be removed and the information can be
used for in other context also, a picture being taken in a mall, information that is collected for
you for giving you some service in a mall cannot be used for some other context, the

conditions has to be maintained in that particular context.

So, that is the article again, the article is pretty long, which is a 39 pages, | will let you take a
look at it at your leisure, feel free to actually ask questions. If you are reading the article, we
can actually go through I can discuss it, if you have any particular specific questions from the
article separately also. But the idea for me to show this is to give you a sense of another
definition of what privacy is.
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This is also a book privacy in context linked to the book is here, again, feel free to take a look
at it.
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So, until now we actually saw about meaning last week one we saw about definitions of
privacy, particularly also looking at Allen Weston’s (())(22:21) all that. This article is,
meaning | will let you go again, take a look at the article but this article argues that why that
measurements are not actually appropriate. Such measurements may not be appropriate,
because the questions do not have enough context and it again, same author for the contextual

integrity.



So, talking about how the measurements done through Allen Weston’s and few studies, all of

that is very restrictive is the argument this article makes, quickly here is the article, but I will

go through it quickly on this again.
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The main argument about this article is that, surveys that are been done by Alan Weston and

few studies are restrictive and it is not I mean the results may not be when useful in many

different contexts is the articles are given defining the different context, sensitive information

collected, so, this is.
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So, this article also shows that the privacy has been studied and even others have actually

argued that why the context for collecting this information by Alan Weston is actually very



important. So, this is researchers work we are just looking at different parts of privacy, how

privacy has been studied in different contexts.
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So, here is a, here is another one that will come up which is children Online Privacy
Protection Act, which is called COPPA and another Act which this helps actually children,
protects children. This one is about educational records. This protects the family from getting
access to let us take your grades, unless you give consent to your family for them to get

access to your grades in simple terms.
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This is also another important one which is HIPAA, HIPAA, health insurance and portability
and accountability Act. Again later in the semester, we will look at how the details of each



one of them, but quickly this Act allows gives protection for the citizens saying let us take if
we were to share the information about you to hospital or a secondary physician, how long
will they get access to, should they get access to, they will get access to it only when you give
consent. | mentioned this in the week one also in a different context. So, | would like you to

go take a look at this article.
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But the argument is be sceptical when you look at the results from studies like Alan Weston,
which is good, | think as part of the class. First we saw how these kinds of data can be
collected and how the policy decisions can be made with these kinds of data and then there is
also this thought of be sceptical, be a little bit sceptical and take it with a pinch of salt that it
cannot be, it may not be useful for all context in all situations. That is the first part of this
week, which is to look at right to privacy. What is contextual integrity and how we want to be

a little bit sceptical about survey data.



