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So, that was about how cell numbers publicly available can be actually used, how can you
actually create risk communication to tell people that what are the risk if their cell numbers are

publicly available.

I am sure you can think of other ways of actually expanding this discussion, having your own
ideas on not just cell numbers, you can start thinking about passport numbers, aadhar number
there are there are many types of personally identifiable information that are getting shared on
social media these days. So, | am sure you can think of ways to connect it to what you are seeing

or what you may have connected to the information that you are seeing publicly available.

Anytime you see some of these kinds of things, I think you should start thinking about meaning
what solutions can you build, how can you help them because it may be sometimes that the
people are posting without knowledge of the ramifications of it, or some people consciously
want to post like for example, one of the one of the tweets that | showed you, where the user is

actually telling others to call the user number and disturb her.



So, that that kind of things I think should be somehow found a way to deleted probably reporting
the a tweet may be one solution, finding methods by which those that can be connected to the
user whose number is being posted there. And that user is actually mentioned said that your
number is online something like that. So, that is what this Call Me Maybe paper is all about.

(Refer Slide Time: 2:13)

So, next thing that | wanted to cover is about the location based social network. I think in my
first week, you saw one slide, which has mentioned about I think, foursquared we were having a
lot of discussions about this 4 v’s 4 v’s of social media, and in that we talked about variety,

velocity, volume and veracity.

So, and then | also mentioned that this 5" v that is being discussed, which is value. So, keeping
this in mind, there was one mention about Foursquare, | think many of you did not know about
Foursquare, or may not have used Forcesquare very frequently also it is not a very popular social
network in India. But Foursquare has a feature which is actually very popular in India now which

is this location based where you can, So, why do we need location based? Let us start from there.

Location based social networks are extremely useful to provide suggestions or recommendations
to users, which are very, very timely, if | know that you are in Gachibowli now or you are in
Connaught Place now in Delhi, or you are in Dadar in Mumbai, if I know those locations that
you are going to be sure you are currently or that | think we can produce a lot of interesting



recommendations for you given that the assumption is that you are okay with getting those

recommendations.

If that is acceptable, if that is disclaimer there that | think this location based works very, very
well. And what kind of recommendations can be it could be saying that oh, look, you are in this
mall in Chennai. There is an Adidas showroom and there is a 20 percent sale in this mall right
now, or it is around during lunchtime, this if you go to this ice cream parlor and show give this

code you will get 15 percent discount on the bill.

So, all of this could be very, very useful, again, please remember it is assuming that you as a user
have accepted the condition that your information can be used to provide this advertisements. It
can also be useful for crime detection. So, assuming that if | get access to all the victim victim's

location where all he or she has been through this location based social network.

Then | can actually profile the user and see whether | can get to some other information using
that. So, if the victim has moved from three different places inside in Hyderabad can | actually
go to those places look at what collect some information from those places and use it for crime

reduction.

So, many use cases are there if the location is available, of course, it is also privacy which is why
we are studying in this course it is also privacy invasive if | keep the location information not
public and still if that could be used for deriving where |1 am then it is actually invasive or
probably | allowed only the service provider to make the choice using my location but that

information is actually provided to everybody now.
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So, these kind of privacy issues are there when the location based information is shared. So, this
is the way | am sure many of you would have seen the location based social network right now.
So, I when | was preparing for this lecture | was trying to check into Triple IT Hyderabad. So, in
Facebook if you are going to create a post it if you go look for this particular three dots and then
it will actually give you actually click on the three dots you will get this location.

And then from there you can say that | am going to check into Triple IT Hyderabad and then you
do a post now this post is connected to this location and then if anybody goes looks at all the
posts that are in that location they should they can get this post. This is also very helpful because
I mean for example let us take if you are travelling to another city and you want all your friends
to know that you are in that city.

You do not have to SMS every friend you do not have to email you do not have to basically the
way | see it is that you do not need any buddies email addresses, cell number anymore if you are
connected to them on social that is good enough. That is why if you see if any of you have been
following me on social networks throughout this class, you would have seen me posting about

the places | have travelled.

When | travel | take a picture of the airport saying that, oh | am in the city for so, many hours so,
that people around here | can catch up. | am sure if I want | can send it to the specific people who
might want to speak with which I did anyways in my travel which | do anyways. But this is more

like a broadcasting of let us take for example an alumni and Triple IT Hyderabad, alumni of



Delhi is there we want to catch up I do not know the number of these people I do not know the

email addresses all that.

But on the other side, this me saying that | am not in Hyderabad that | am travelling to a city A
can also be misused against me, for example, there used to be a service called please rob me.com
| think the site is still there if you go look at please rob me.com what they did was, So, for
example, in my profile in my profile, you will see that I am in Hyderabad it says Triple IT
Hyderabad all that.

So, they would look at my tweet where | say that oh, | am travelling to hashtag let us take Jaipur
or | could have checked into airport in a Jaipur any of that location. Location information can be
derived by three four ways, one, | have written it in my profile too, | post the tweet in geotag
locations at 3am | am actually saying in the post itself, oh landed in Jaipur airport | am around

for so, many hours.

All of this, please rob me.com looks at and then it says oh, look, he is from Hyderabad he is not
saying that he is in Jaipur, which means he is not in Hyderabad. So, let us just post his profile on
please rob me.com for burglars to get to my home. So, that is the idea of please rob.com and was
basically using the location based information that users are sharing on social network.

And | am also guessing you would have seen on Facebook, this is only a location based post that
| did. But if you were to do a post saying | am going from Hyderabad airport to Delhi airport,
then there would be then there would be an India map, there would be a red line from like this,
Hyderabad to Delhi and it will show that the post that | said saying 48 hours in Delhi, anybody

around to meet.
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So, many of us would have seen | am sure you have seen these kinds of posts on your timeline.
That is what | am talking about. Interestingly, there is a social network, which is Foursquare
very, very popular in terms of only the location base, here, | mean, like the Facebook like the
Insta, the minimum atomic level information on this platform is actually a location, whereas in
YouTube, it is a video, in Twitter it is a microblog text, Facebook, it could be images, it could be
text all that.

Foursquare is an interesting social network in that sense because just look at this part of the
image. So, these are the check ins of the user in some part of the world, it is easy to derive which
part of the world it is New York. So, the way it works is that you go you are travelling, you take
your phone, you kind of go to the Foursquare app and you say that, |1 want to actually check into
this location, for example, which is exactly what | was doing in Triple IT Hyderabad this slide, |
am doing a post saying that that post is relevant to Triple IT Hyderabad, | am in Triple IT to
Hyderabad all that.

Similarly, | could actually check into Triple IT Hyderabad on Foursquare. So, that is this blue
marker, So, these are the locations that they use. So, if you notice there was a there are two
different colors here there is this one orange here and another orange here. Before going ahead

with the video, can you pause and think for a second what would that be?

Hopefully you thought about it and you had some answers but these orange ones are interesting

information that it is basically called as mayor ship. Mayor ship is a concept that Foursquare had,



which is if you are the person that has come to that location and checked in, the most number of

times in the last 60 days, then you become the mayor of that location.

Why is that useful? This is useful in many ways, again, I mean, | think all of these social
networks, the features that they had or had some kind of motivation or incentive for users to use,
and that is why they were getting they are getting popular.

So, the mayor ship is actually very useful is because if | know that you are the mayor in this
location, for example, think of a restaurant, | run a restaurant and you are the mayor, and you
come to my hotel for food and | know that you are inside the restaurant right now. Many useful,
because | can actually come and talk to you thank you for coming more frequently. | can give
you 10-15 percent discount, I can find my chef to come and talk to you, | mean all of this is

happening by the way, | am not making it up.

All of this may, | have seen it myself to go to restaurants and there is a screen that is projected
where they project all the Foursquare users who have checked into the restaurant right now and
who are in the restaurant and the mayor would show up on the top. There can be only one mayor,
because number of times somebody could be maximum, | do not know what they do when two
people are the same number. But in last 60 days, same number, probably the probability is very

low.

So, therefore, this mayor ship is very useful. Mayor ship also gives you a lot of information
about the person's preference, | come to the restaurant and |1 am the last 6 days meaning also
please remember, it could be that in the last 60 days, nobody has checked into the restaurant and
I am the first person to check in and | become the mayor, that is also true. But if it is a popular
place, and if there are more people checking in, then if you are a mayor just gives you more that

Mayor feeling I guess.

This mayor ship has been also used for sort of giving parking spot free, for example malls in
some locations actually provide if you are a mayor, you get a one week parking free. So,
monetization of some of these things, has happened very well or is happening very well, using

these social networks.



So, the mayor ship also can give you a lot more, | mean this is about restaurant and all that, but
think about mayor ship of we could actually use the mayor ship, and for example, if you are at
home, if you are checking in at home or if you are checking at your work, potentially we could
find out that if you are going to that location more and more frequently could be something that

you are interested in.

Let us take a place that you go jog every day it looks like, there is also another network called
Strava which has this which is designed for doing it for exercise, jogging and cycling all that.
But if you were to say Lodhi garden, if you go in Delhi for walking every day, and you check in.
So, we know that something you do that in that location very frequently.

(Refer Slide Time: 17:50)
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ABSTRACT INTRODUCTION

Inthe last few years, the increasing interestin location-based ~ Online social networks (OSN), such as Facebook, Twitter

services (LBS) has favored the introduction of geo-referenced  and the recent Google# , are currently very popular. Some

information in various Web 2.0 applications, as well as the ~ reasons for their great popularity include the easiness at which

rise of location-based social networks (LBSN). Foursquare, users can communicate and share content at large scale, the
L ona of tha mact aanular | RENe nivac incantivac matis L uall

That is the details about what our location based social network is. What we will do now is we
will actually look at the flip side, that is the basics of social location based social work. Now |
will flip around and then see how we can use the same information to actually find something
that you are not making public. Two parts of this work one | will go in very detail the other one |

will let you actually look at it yourself.

Skimmed through but I will actually let you to look at it yourself more closely. The first one is
we know where you live privacy concerns of Foursquare behavior. The second one is beware of

what you share inferring home locations and social networks. Both idea are the same, these ideas



are also built on some concepts like so, there are others who have studied if you upload a picture

on social network without saying what location it is, still the location can be inferred roughly.

You take a picture in front of a Eiffel Tower, you take a picture of a of you standing in front of
let us take Taj Mahal, what is difficulty in figuring out what location it is, but if you do it in front
of Triple IT Hyderabad, when the buildings are not known, or the location is all everything is
trees, it is hard to find, So, that is the sort of spectrum or inside your home, you take a picture

and upload it, how do we find out where those locations.

Outdoor pictures | think is possibly easier to get which locations are particularly when they are
popular when there are more and more pictures around these locations it is probably easier to
find out which location this is. But we will actually use the location based information to derive

where you live and where you work.

(Refer Slide Time: 20:13)
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So, let us go to the paper, So, that is the paper and in the process of this, | am also letting you to
look at paper because if you remember the post condition for the course, one of it is to actually to
look at papers and understand how to review a paper, how to understand what is in the paper, all
that.

So, this is Foursquare its using Foursquare as the network, before we get into the details of the
paper, we need to know some specific technical terms, which is part of Foursquare | just used to
check in word very casually check in as a mechanism in which in Foursquare, you say that I am

in this location now.

So, here, check ins are there so, unlike check ins, which are shared only with friends, the list of
mayor ships tips and dones of a user are publicly available to everyone, thus raising concerns
about disclosure of the users movements patterns and interest. So, we will see, do not worry, we

will see what a tip is what a done is we have already we know what this is, we know what this is.

So, the goal of the paper was to characterize the use of a mayor ships tips and dones in
Foursquare based on a data set of 30 million users. At that point in time, whenever this work was
done, 13 Million users of Foursquare was the largest data that was used, it is potentially arguably

the entire Foursquare at that point in time.

So, the results was 78 percent of the users within 50 kilometers which could be derived, which is

| could actually accurately find out that where your home location is, with the error rate of 50



kilometers 78 percent of the times. So, | did no other that is intrusive enough but think about it, if

| can easily find out 50 kilometers is a little long.

But when you see the graph, you will actually see that this 50 kilometers is only the max to look
at one set of users, but there are users who you can easily find out where their home is where
they work, probably 0 kilometers point in time. | am going to look at only the specific parts of
the paper just to give you the insights on important parts of the paper and to get a sense of what

the analysis is, feel free to read the paper if you are interested if you have any questions.

Please post it, I will be happy to actually answer. This is one of the super cool work we did,
meaning | think all the all the work that we are discussing in this course are actually cool, that we
had done at some point in time. But it is definitely one of the interesting pieces of work that we
did.

So, what is the tip? Users can post tips at specific venues commenting on their previous
experience when visiting the corresponding physical places. So, | come to Triple IT Hyderabad I
see that | have already checked into the location and | want to give a tip saying that, oh the
campus is very beautiful, the buildings are very new, the classrooms are very modern. So, these
kinds of inputs if you give those are the tips.

(Refer Slide Time: 23:58)
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Crawled Dataset

Our study is based on a large dataset collected from Four-
square using the system APL. We crawled user profile data
consisting of user type, user home city, list of friends, mayor-
ships, tips, dones, total number of check ins, Twitter screen
names and Facebook identifiers. Our crawler ran from Au-
gust to October 2011, collecting a total of 13,570,060 users,




What is the venue? Venue is Triple IT Hyderabad itself is an venue, Taj Mahal, Eiffel Tower,
Connaught place these venues on Foursquare. When visiting a venue page after reading a
previously posted tip, which is | posted saying that Triple IT Hyderabad is a beautiful campus
you use a market as a done or to do in sign of agreement with the tip content or intention to visit

that location in the future respect. So, now we are defining what a tip what done or to do is.

| posted Triple IT Hyderabad is a beautiful campus you come and see it you also agree to it
saying yeah, | also agree to it or you have never been to Triple IT Hyderabad campus and you
say that look, I want to go to this campus. So, both this what is a done, which is you agree to do
is you want to actually do you want to actually visit campus | do not know but it may be the case

that you can think about it for you can think about it for let us take a restaurant.

| ate in a restaurant and then I liked the restaurant and you want to, | say that the restaurant is
pretty good, the menu is very good, they have a diverse set of menu, the food was for high
quality, the hygiene was good, all that | say and then you can you can actually done or to do with
it.

(Refer Slide Time: 25:31)
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FOURSQUARE CHARACTERIZATION

In this section, we discuss characterization of Foursquare
users, focusing on user attributes that are publicly available
in the system API and are associated with geo-referenced in-
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So, this was entire data of Foursquare at some point in time. So, this is the turning 13.5 million
users that was mentioned earlier, a dataset contains 10 million tips, 9 million dones, 15 million
mayor ships and 15 million venues. Huge data actually and that is the fun part about studying

social networks also everything is huge.
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I will give you a sense of the magnitude of the data any conclusions you are making from this, it
may be very, very appropriate you should also look up. So, if any of you are interested in just as
large and everything you should also look up the course that | am teaching on campus this
semester called the syllabus is online computational social science, there we actually discuss, do
you really need such large data to make large inferences and is it appropriate even to keep
collecting more and more data to answer the same kind of questions, but that is for a different

course different Google there.
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Location Information in Foursquare

We here discuss the location information available in public
attributes of Foursquare users, i.¢., in home city, mayorships, INORMATION TEHNOLOG
tips and dones.* Since mayorships, tips and dones are asso- o

Check ins are private, it is not possible to access the geographic location
associated with them.

1
S

With these data, tips, dones, checkins all that that is available, what can we do? What else can we
create? So, we create a dictionary of city names using the Yahoo place finder and use the Yahoo
geocoding API to go ask for a location given you checked into let us take Connaught place or
Sarona Bhawan in Connaught place you give this information Sarona Bhawan Connaught place
back to Google Search to Yahoo place finder.

And then it will return a location saying it is Connaught place or turn a location saying this is the
lat long, which is what is written later place finder returns that the query quality is that
granularity of the city and provides the corresponding geographic coordinates. Standardized city

name as well as the state and the country names.

Yahoo plays finder may also identify locations at the final granularity of streets moreover note
that the use of standardized city names allows us to uniquely identify the city despite the
existence of multiple name variations. Unfortunately, in India it may be much harder to achieve
this because for example, Triple IT Delhi addresses Triple IT Delhi, near Govind Puri Metro
Station, Okhla Phase 3, Delhi blah, blah, blah.

So, now this part, how do you actually decipher? How do you disambiguate? Very hard, right?
So, if the addresses are much more cleaner, it is easy to actually triangulate find the lat long, 1 am
supposing a sort of a technical challenge here in terms of finding the location given the address,

particularly in India, it is very hard to get the address given the constraint that | just mentioned.
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Mayorships, Tips and Dones

In this section, we analyze the mayorships, t
of users in our dataset. Since our goal is to ex
tion of the venues associated with these attribu

wos o user home city, we start by showing an overv
%o 4 of mayorships, tips and dones among users i
i We observe that almost 4.2 million users, or ¢

s Maywshlps A
02 + Tips all users in our dataset, have at least one of tt
= Dones Out of these, around 1 million have only m¢
?00 10 thousand have only tips and 367 thousand ha'
Metric x whereas 890 thousand users have all three att

Figure 1. Cumulative Distribution of the Number of Mayorships, Tips
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whereas 890 thousand users have all three attributes. Thus,
exploiting these attributes to infer a user home city is promis-
ing as the required information is available in a large fraction
of all users. Moreover, as shown in Figure | and consistent S
with previous analyses of Foursquare [14, 17], the distribu-

tions of the numbers of mayorships, tips and dones per user

are very skewed, with a heavy tail, implying that .fi\use{'

have many mayorships (tips or dones) whi
ity fave only one mayorship (tip or done). Indeed, for users
TR O e ot we e that 695 (59%
and 56%) of the users have 2 or more mayorships (tips and
dones).
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Figure 2 shows the distributions of numbers of mayorships,
tips and dones per city, considering only cities with at least
one instance of the attribute. As shown, the distributions are
also very skewed, with a few cities having as many as 100
mayorships, tips or dones.

wyorships, Tips

+ of multiple Next, we analyzed the correlation between the number of

mayorships, tips and dones per city. We found that there is a

high correlduon bem een the number of mayorxhlp\ and the
iarv indicat- B e e AR o

Let us look at some analysis, figure 1 so, that is this, So, this is figure 1, this is figure 2 so, this is
showing the cumulative distribution number of mayor ships, tips and dones per user cumulative
distribution number of mayor ships tips and dones per city. So, essentially the goal why do we
have to draw this graph, these graphs are necessary in terms of saying what is the pattern of the
data that you have collected, particularly in this one, it is like this power law, it is like this large
number of check ins are created by small number of people.

And this behavior is consistent across many social networks. Facebook, many people are do less

of posts, but a small set of proportion people do a large chunk of post power law, Pareto



Principle, there are many names for this behavior. In drawing this graph and having a

confirmation that this is the how the data is, is very, very useful that is what this data says.

Shown in for consistent with previous analysis of Foursquare, the distribution of the numbers of
mayour, tips and dones per user are very skewed with a heavy tail, implying that few users have
many mayor ships tips and dones while the vast majority have only one mayor ship tip or done.
Indeed, for users that are one of these attributes, we find that 69 percent of users have two or

more mayor ships tips and dones.

(Refer Slide Time: 31:19)
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Figure 2 shows the distributions of numbers of mayorships,
tips and dones per city, considering only cities with at least
one instance of the attribute. As shown, the distributions are
, Tips also very skewed, with a few cities having as many as 100
mayorships, tips or dones.

tiple Next, we analyzed the correlation between the number of

mayorships, tips and dones per city. We found that there is a
. high correlation between the number of mayorships and the
hca}- number of tips across cities, with a Spearman’s correlation
valid  coefficient p [21] equal to 0.78. Similarly, the correlation is
haps 4150 high between the number of mayorships and the num-
Pro- ber of dones (p = 0.72). Moreover, we found that the cities
T with the largest numbers of mayorships tend also to have
ASETS Jarge numbers of tips and dones, although some interesting
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~ber of dones (p = 0.72). Moreover, we found that the cities .
Rith the largest numbers of mayorships tend also to have &
W‘Efglrge numbers of tips and dones, although some interesting N TN
differences are worth noting. For instance, mayorships are o
more concentrated in Southeast Asia, in cities like Jakarta,
Bandung and Singapore, which are the top three cities in
number of mayorships, jointly having more than 500,000
mayorships. Tips, in turn, are concentrated in different lo-
cations around the Earth: the top three cities in number of
tips are New York, Jakarta and Sao Paulo, with a total of
600,000 tips. Dones, on the other hand, tend to be concen-
trated in venues in the United States, in cities like New York,
Chicago and San Francisco, which jointly received around 1

million dones.

- 9
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We note that, although other studies [1, 8, 11] have exploited
textual features to analyze user location, we here chose not
to exploit the tip’s content as they are often targeted towards

So, it is very small, the same thing for figure two, this is figure 2. This is per city figure 2 the
distribution of the number of mayors and tips and dones per city considering only cities with at
least one instant of the attribute which is your check ins, tips and dones mayors are available, as
shown in the distributions are also very skewed with a few cities having many as 100 mayor

ships tips and dones.

So, this is the power law behavior. Any analysis that you do in social it is good to there is also
arguments that you will see online about, oh is this even a power law behavior is it even
necessary the social network power behavior itself is wrong all that but having a verification of

what kind of pattern distribution your data is, is very useful.

So, for instance, mayor ships are more concentrated, So, now this is looking at where the mayor
ships are, | will show you a graph full map where this is displayed. For instance, mayor ships are
concentrated in Southeast Asia in cities like Jakarta, Bandung and Singapore, which are the top
three cities in the number of mayor ships jointly having more than 500,000 mayor ships just

three cities having 500,000 memberships,

Tips and dones are concentrator in different locations around the Earth. The top three cities in the
number of tips are New York, Jakarta and Sao Paulo with a total of 600,000 tips, dones on the
other hand, tend to be concentrated menus in the United States in cities like New York, Chicago
and San Francisco. Together they have a million dones. Again, the same thing few cities are

having large number of dones, tips and mayor ships.
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Figure 4. Cumulative Distribution of Time Interval Between Consecu-
tive Tips/Dones Posted per User.

We only consider attributes associated with venues that have
valid cities (validated by Yahoo! PlaceFinder) as location.
Figure 3 shows these distributions in maps of the globe, with
each point representing a city with venues with at least one
mayorship, tip or done.’ As the maps show, Foursquare
venues are spread all over the world, including remote places
such as Svalbard, an archipelago in the Arctic Ocean, with
coordinates (78.218590,15.648750). Moreover, all three maps
are very similar, with most incidences of points in Amer-
ica, Europe and Southeast Asia. The distribution of mayor-
ships, shown in Figure 3(a), is denser, with a total number of
unique cities (79,194) much larger than in the distributions
of tips and dones, which cover a total of 54,178 and 30,530
unique cities, respectively. The somewhat sparser tip map
(Figure 3(b)) indicates that there are many cities, particularly
in Canada, Australia, central Asia and Africa, where, despite
the existence of venues and mayors, users do not post tips.
The distribution of dones, shown in Figure 3(c), reveals an
even sparser map, with most activity concentrated in touris-
tic or developed areas, such as USA, western Europe and
southeast Asia. We note that a similar map was produced
for check ins in [2]. Besides both datasets were collected at
different times, we can see that their main areas of concen-
tration overlap.

Figure 5, Cumulative Distibation of isplacements Between Consecu- g
tive Tips/Dones Posted per User. M

(a) Mayorships. (b) Tips. (c) Dones
Figure 3. Global Distribution of Mayorships, Tips and Dones.
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Figure 5. Cumulative Distribution of Disp
tive Tips/Dones Posted per User.
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Here is the world map 1 said so, this is showing your world map this is the mayor ship. So, these
are all the blue dots are all the major ships that we have data for. The darker red dots here are the
ones that are for tips in green is for the dones here. A quite sort to say spread out but
concentrated on some parts of the world which is understandable. You can see even though many
of us do not use Foursquare you can see all almost in all the three we have India.

So, please find out if you are interested in exploring Foursquare try out and let us let us know.
What do you find? How do you find using it?
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weremayorship, tip or done.® As the maps show, Foursquare
venues are spread all over the world, including remote places
such as Svalbard, an archipelago in the Arctic Ocean, with
coordinates (78.218590,15.648750). Moreover, all three maps
are very similar, with most incidences of points in Amer-
ica, Europe and Southeast Asia. The distribution of mayor-
ships, shown in Figure 3(a), is denser, with a total number of
unique cities (79,194) much larger than in the distributions
of tips and dones, which cover a total of 54,178 and 30,530
unique cities, respectively. The somewhat sparser tip map
(Figure 3(b)) indicates that there are many cities, particularly
in Canada, Australia, central Asia and Africa, where, despite
the existence of venues and mayors, users do not post tips.
The distribution of dones, shown in Figure 3(c), reveals an \
even sparser map, with most activity concentrated in touris- ‘M“
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We only consider attributes associated with venues that have Wes
valid cities (validated by Yahoo! PlaceFinder) as location.

Figure 3 shows these distributions in maps of the globe, with ol
pach naint renracentina a citv with vennec with at laact nna . M» I

So, as the map shows, same world map Foursquare venues are spread all over the world,
including remote places such as Svalbard, archipelago in the Arctic Ocean with coordinates is a
bit when doing this it is interesting now you will find some locations look at all this look at these

kinds of locations | do not know whether there are any land also in these places.

Which is interesting but that is we just point, we are just pointing it out here. 50 percent of the
users have an average interactivity time. So, this is now looking at the graph of four and five,

four is cumulative distribution of time interval between consecutive tips dones and posted per



user which is this is analyzing if PK does a post now PK does a post in another one hour later

that is what this is capturing.

So, this would be time difference between two different ports. So, this would help us to know
how frequently | am actually using the platform, frequently doing an activity in the platform to

be more precise.
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;e We start by investigating the frequency at which users leave
[}i tips and/or mark previous tips as done. We do so by analyz-

ing the time interval between consecutive activities (be it a
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lp?\.\shows the cumulative distributions of these four measures
\D ~computed for all considered users. We note that the distribu- ..
NPTELUOH of minimum inter-activity times is very skewed towards ol
short periods of time, with almost 50% of the users post-
ing consecutive tips/dones 1 hour apart. However, on aver-
age, median and maximum, users do tend to experience very
long periods of time between consecutive tips and dones.
For instance, around 50% of the users have an average inter-
activity time of at least 450 hours, whereas around 80%
of the users have a maximum inter-activity time above 167
hours (roughly a week).
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Next, we analyze the displacement between two venues vis-
ited in sequence by the user, as indicated by consecutive
tips and/or dones of the user. For this analysis, we con-
sider only users with at least two activities, provided that the
venues associated with these activities have valid locations,
with “quality” of city level or finer granularity. Our dataset :
contains a]most 1 5 mllhon users in [hlS group For these M‘
2

S [ S LS,

‘ .‘mﬂ%

And then this one is cumulative distribution of displacement between So, now | know that
because | did a check in after three days from the last 1am | how far these two locations were



two venue were, that is what this graph is showing. For instance, over 50 percent of the users

have an average interactivity time of at least 450 hours.

Whereas around 80 percent of the users have a maximum interactivity time of around 167 hours,
which is roughly 178 hours is 178 something around that is number of hours 24 to 7 so, yeah,
168 hours per week. So, that is roughly a week. So, therefore, there is some pattern in the maybe

there is some pattern in the user checking in on Foursquare.

(Refer Slide Time: 37:09)

s~users, we computed the displacements between consgCutive
ps/dones by taking the difference between the cgdrdinates
~==0f the associated venues. Once again, we su i
" “activity computing the minimum, median, ayefage and max-
imum displacement per user. Figure 5 shows the distribu-
tions of these measures for all analyzed users. Around 36%
of the users have average and maximum displacements of
0 kilometer, indicating very short distances (within a few
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So, this is figure 5, the one that we saw here, this is figure 4, this one, and now what we're going

to see is actually figure 5. So, this is a figure 5 shows the distribution of these measures of for all
the analyzed users around 36 percent of the users have an average maximum displacement of .
kilometers, you know, earlier | said there may be that | am in the same location I am checking in

the same location even after a week apart.

So, that is 0 kilometers 36 percent, which is my error rate can be pretty high, pretty low rate in
terms of saying that this is a home this is a office is something a place that they like all of that.

Indicating very short different short distances, within a few meters.
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EI";IC[CI'S). Moreover, 70% of the users have an average dis-
placement of at most 150 kilometers, which could be char-
acterized as within the metropolitan area of a large city. Also
60% of the users have a maximum displacement of at most
100 kilometers, possibly the distance between neighboring
cities. Thus, overall, consecutive tips/dones of a user are
often posted at places near each other. However, there are
exceptions. About 10% of the users have a maximum dis-
placement of at least 6,000 kilometers.”

Finally, we analyze how often users return to the same venue
for tipping or marking tips as done. That is, we analyze the
returning times, defined as the time interval between con-
secutive tips/dones posted at the same venue by the same
user. This analysis is focused on 813,607 users, who have at

least two tips/dones in the same venue, and cover more than
3 millinn retirne. We here chanee ta chow the dictribution
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Moreover, 70 percent of the users have an average distance, displacement of at least 150

kilometers, which could be characterized as within a metropolitan city of a metropolitan area of a

large city. Also 60 percent of the users have a maximum displacement of at most 100 kilometers,

possibly the distance between neighboring cities. Over 10 percent of the users have a maximum

displacement about 6000 kilometers. And this could be that look, | travelled from Delhi to

Kanyakumari or Delhi to Dubai | checked into the airport in Delhi | checked into the airport in

Dubai 6000 kilometers.

(Refer Slide Time: 38:59)

.. them per user 1rst, S0 as o compare our results against pre-
4 Yious findings of check in patterns [2]. Figure 6 shows the
_Aistribution, focusing on returning times under 360 hours,
FTEwhich account for 69.7% of all measured observations. The

curve shows clear daily patterns with returning times often
being multiples of 24 hours, which is very similar to the dis-
tribution of returning times computed based on check ins
[2]. We note, however, that 50% of the measured returning
times are within 1 hour, which cannot be seen in the Fig-
ure as its y-axis is truncated at 1% so that the rest of the
curve could be distinguished. Moreover, out of these obser-
vations, 90% of them are at most 10 minutes. Thus, return-
ing times, in general, tend to be very short. If we analyze the
behavior per user (omitted more details, due to space con-
straints), we note that most users have very short minimum
returning times, which is below 1 hour for 62% of the users.
However, consistently with results in Figure 4, on average,
median and maximum, users do tend to experience longer
returning times. For instance, 52% of the users have average
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So, | hope this is giving you a sense of what the platform is in details of the platform. The curve
shows clear daily patterns with returning times, often multiples of 24, which is a very similar
distribution of returning times computed based on checkin. So, what this graph is showing, and
this is talking about figure 6, | will show you a figure 6 in a second.
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Figure 6. Distribution of Returning Times.
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So, distribution of return times. So, this is a very interesting graph I kind of alluded earlier, |
made that comment, | had this graph in mind that is you see a pattern this pattern is happening
for 24 hours, every 24 hours there is a spike in the location that you are checking in. Every 24
hours, the check ins of for the location, not for the location for the user, the locations that they

check in, is actually higher and higher every time.

You can make some guesses, | am going to office every day from office, | am coming back
home, | came back home today at 6pm, tomorrow also roughly, I will come back around 6pm |
get into office at 10am today, potentially, | will get into office 10am tomorrow. So, that is a 24

hour cycle between the check ins in that location that is what this is highlighted.
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The curve shows clearly daily patterns with 24 hours of difference 24 hours with multiple so, if
you see here, that is what is right, 24, 48, 172 so, all of this.
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52 percent of the users have an average return time of at least 168 hours, which I said earlier also
which is about a week. So, there are many strategies, we could have actually used to find the
location, exact location, which is if you are looking at how many of your friends are in the same
location, we could have actually derived whether this is the location of your home office all that
your own check ins, for sure majority voting is what we ended up actually using but we could
actually derive, we could actually add more information to this analysis by knowing that your

returning times, which is below 1 hour for 62% of the users.
However, consistently with results in Figure 4, on average,
median and maximum, users do tend to experience longer
returning times. For instance, 52% of the users have average
returning times of at least 168 hours.

INFERRING USER’S HOME LOCATION
In this section we investigate whether one can infer, with rea-
sonable effectiveness, the location where a user lives based

only on information that is publicly available on her Foursquare

profile page, notably the lists of mayorships, tips and dones.

"Note that the maximum displacement between two points in the Earth is
the distance between antipodes (two diametrically opposed points) that is
about 20,000 kilometers.

-that more sophusticated methods could be applied such as

%@Essiﬁcation algorithms (e.g., k-nearest neighbor) and other

*_sffachine legsmigTechmquesyg, 11, 1]. Instead, we chose
N Simple A ajority voting approachas it allows us to assess the

or effective mferences of this type in Foursquare.

We consider seven inference models which differ in terms of
the attributes used for inference. The Mayorship model uses
only the locations of the mayorships to infer the user’s home
location. Similarly, the Tip and Done models use only loca-
tions of tips and of dones, respectively. The Mayorship+Tip,
Mayorship+Done, Tip+Done models use information from
only two attributes, whereas the A/l model takes all three
attributes jointly. By comparing alternative models, we are
able to assess the potential of each attribute as source of in-
ference. Moreover, recall that, as discussed in Mayorships,
Tips and Dones section, there are non-negligible numbers
of users that only have one or two of the attributes. Thus,
the combination of multiple attributes may enable the infer-

friends are also from the same location.
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Your friends are also in the close vicinity, the same user is actually coming back, going back and

forth probably to you and your spouse, you and your parents, things like that.

(Refer Slide Time: 41:46)
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In our evaluation, we group users into three classes. Class 0 INTERAATIONALINSTITUTE OF
N

INFORMATION TECHNOLOGY

npTEL consists of users who have a single activity, either a Tyor-
ship, a tip or a done. In this case, the unique choice is to set
the user’s home location equal to that of her activity. Class
1 consists of users who have multiple activities with a pre-
dominant location across them. For these users, the inferred
location matches the most often location of their activities.
Class 2, in turn, consists of users with multiple activities in
which there is no single location that stands out (i.e., there

are ties). Our current inference approach cannot be applied E[;leg
to Class 2 users.

) ) W
Thus, we evaluate the proposed models by assessing their -
accuracy on users of both Class 0 and Class 1. The accuracy 0]
corresponds to the percentage of correctly inferred locations %
out of all users of each class. Moreover, we also report the e
overall accuracy of each model, considering all users that Py,
nen alinihla fae infaennnan her tha aivian madal £ 4 anen wha A M‘

g y‘)“..)\l"\ 200 ARV,

So, the details of how the different types of errors different types of inferences may be grouped
users with into three classes, class zero, consists of users who have a single activity, either a
mayor ship, or a tip or a done because again, if you look at the data that we have the data can be
of per user, that could be many different pieces of information, mayor ship, tip, dones so, we

cannot put all of them together.

So, at least one data if for a user is there, he or she goes into class zero. In this case, the unique
choice is to set the user's home location equal to our activity. Class one consists of users who
have multiple activities with the predominant location across them. | see one lat long coming
back again and again. For these users in for location matches the most often location of their

activity.

Class two in turn consists of users with multiple activities in which there is no single location
that stands out or current inference approach cannot be applied to class to users, because there is
many we cannot it is like a fuzzy we cannot really infer and we were more interested in, let us

just precisely get the location of the user.
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. We find that the models produce only marginally different
€I results, in terms of accuracy, both per class and overall. As

That is the most interesting graph, you will find in this paper, which is, actually there is one more
graph cumulative distribution of distances between inferred and the declared users home city. So,

this is a distance between what is there and what was inferred.

(Refer Slide Time: 43:41)
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3" better understand the models” errors, we computed for e
= . . . . NI 0! Cl 0

nerach incorrect inference the distance between the inferred s

city given by the A/l model and the declared user home city.
Figure 7 shows the distribution of these distances. We found
that around 46% of the distances are under 50 kilometers,
which is a reasonable distance between neighboring (twin)
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Figure 7. Cumulative Distribution of Distances Between Inferred and
Declared User Home City.

We find that the models produce only marginally different
results, in terms of accuracy, both per class and overall. As

expected, mayorships are the best single attribute to infer

cities. Thus, combining these results with the correct infer-
ences produced by our model, we find that we can correctly
infer the city of around 78% of the users within 50 kilome-
ters of distance.

We now turn our attention to the inference of a user’s home
state, whose results are also shown in Table 3. We note
that, in comparison with the home city inference, all mod-
els improved for home state inference, reaching an overall
accuracy around 75%. Once again, mayorships arise as the
single attribute that produces the highest accuracy, for home
state inference, followed by tips and dones. Nevertheless all
models lead to very similar accuracies, both per class and
overall. Thus, once again, due to the larger user coverage,
the All model is able to correctly infer the home state of the
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So, we found that around 46 percent of the distances around 50 kilometers, So, this one is the 50
kilometer graph. So, that is the 46 percentage mark | am guessing you know how to read a |
mean | think we also discussed this before please remember how to read a CDF graphs all that 46
percent is about 50 kilometers which is reasonable distance between neighboring cities that is
combining these results with the correct inferences produced by our model, we find that we can

correctly infer the city around 78 percent of the users within 50 kilometers of distance.

So, it is interesting that I meaning if the location based information is publicly available or not
available only to friends, it can be actually used to infer a lot of information from that that is
what the purpose of this paper was to argue that look in a small distance one can argue that 50
kilometers itself is big.

But | am sure if | am sure today if you get more than so, | think the 50 kilometers could also
have been because the data that we had is quite diverse probably if you just turn this around and
say, okay, let us just analyze this only for the US, probably the resistance may have been much
lesser, | guess, because why | am making that inference is if you look at the if you look at the

mayor ship here, it is like crowded know, lots of data is there.

So, if you only use US to do the analysis, probably the distance may have been much lesser, if
you are interested in that you should try. So, that is what this paper is the idea, the idea of this
paper was to show that we can actually infer where you live, just by taking this publicly available

information.
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Beware of What You Share:
Inferring Home Location in Social Networks
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Abstract—In recent years, social media users are voluntarily
making large volume of personal data available on the social
networks. Such data (e.g, professional associations) can create
‘opportunities for users o strengthen their social and professional
ties. However, the same data can also be used against the user
for viral marketing and other unsolicited purposes. The invasion
of privacy occurs due to privacy unawareness and carelessness of
making information publicly available. In this paper, we perform
a large-scale inference study in three of the currently most
popular social networks: Foursquare, Google+ and Twitter. Our
work focuses on inferring a user’s home location, which may
be a private attribute, for many users. We analyze whether a

"Indraprastha Institute of Information Technology, India
{aditig pk} @iiitd.ac.in

data associated with location information could be even more
¢ The collation of public location based attributes
of a user aggregated over time may reveal her behavioral
patterns and habits, emphasizing her preferences. Despite the
privacy threats of sharing location, this is arising as a common
behavior among users in Foursquare, which is currently the
most popular LBSN, and even on the traditional OSNs, such
as Google+ and Twitter.
Motivated by the possible privacy breaches due to the
increased sharing of location information in social networks,

simple method can be used to infer the user home location using
publicl available attributes and also the geographic information
associated with locatable friends. We find that it is possible to

here we perform a large-scale study on inferring the user home
location in three of the currently most famous systems, namely
Foursquare. Google+ and Twitter. Foursquare is a LBSN
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associated with locatable friends. We find that it is possible to Foursqu

infer the user home city with a high accuracy, around 67%,

72% and 82% of the cases in Foursquare, Google+ and Twitter, geared .I

respectively. We also apply a finer-grained inference that reveals check 1

the geographic coordinates of the residence of a selected group to the 1

of users in our datasets, achieving approximately up to 60% of 4l50 ] '¢

accuracy within a radius of six kilometers. at spec ¥
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The follow up paper, which | am not going to discuss in detail, but | will let actually you to read

Keywords-Location; Privacy; Social Networks; Location Infer-

and come back if you need any help in understanding the paper it says beware of what you share
inferring home locations and social, very similar strategy very similar networks Foursquare was
used here. But Foursquare, Google Plus and Twitter, all the three networks was used in this study

again, one graph, which will infer is this one.
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Fig. 5. Distance Between Real and Predicted User Residence.
VI. CONCLUSIONS

In this paper, we addressed the problem of privacy inva-
sion using publicly shared attributes on three popular social
networks: Foursquare, Google+ and Twitter. For each system,
we considered models based on attributes of the medium to

popular social nelworWWOm
work focuses on inferyin; s home location, which may
be a private attribute, for many users. We analyze whether a
simple method can be used to infer the user home location using
publicly available attributes and also the geographic information
associated with locatable friends. We find that it is possible to
infer the user home city with a high accuracy, around 67%,
72% and 82% of the cases in Foursquare, Google+ and Twitter,

Keywords-Location; Privacy; Social Networks; Location Infer-
ence; Foursquare; Google+; Twitter

I. INTRODUCTION

Online Social Networks (OSN) are one of the most popular
web applications amongst Internet users. Initially, they were
designed to connect close friends, but gradually new social
networks were created with diverse purposes attracting users
with different needs and reasons to sign up to this kind of
system. Thereby, users are voluntarily making more personal
information available such as their favorite places to visit,
professional interests, personal views and reviews of company
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The last graph that | showed you in the last paper is exactly this difference between real and
predicted, inferred and the real, was what was used there. So, in Foursquare, there is a high
chance of actually getting your location more precisely, particularly because of its location based
itself.

So, that is what location based networks can be used for. So, the one conclusion here was, we
also applied the fine grained inference and reveals that geography coordinates of residence of a
selected group of users in our data set approximately 60 percent of the users within a radius of 6



kilometers 60 percent within 6 kilometers, which, which I think you can go back to this graph

again.
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So, 6 kilometers if you refer to draw here, it will be. So, that is what is for location based social
network, particularly privacy connected to it. That is another paper | will send week 10, thank
you for again listening for listening to this lecture hopefully you are enjoying the class. Let us

please reach out if you need any help in terms of understanding the content.

The exams are also coming closer. So, if you need if you need any specific sessions or something
from me, let me know doubt clearing sessions | will be happy to actually set them up and we can

actually interact. Take care. Good luck.



