Online Privacy
International Institute of Information Technology, Hyderabad
Week 09
Part 11
Online Privacy Tools

Hello, everyone, welcome to NPTEL Week-9. Part- 1, in this week, we will look at another
Online Privacy Tools, which are password managers and instant messengers with encryption.
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Now, first of all, let us look at what do you mean by a password manager. Password manager
is a online privacy tool that helps you manage your passwords. But the question is, why do
we need to manage our passwords? Why do we actually need them? So, think of a scenario,
almost in our daily life, majority of people, they use very weak passwords and reuse them for
different web sites. So, let us say you start your day with logging into your email, then work
email, maybe social media, shopping, banking accounts, and lot more, you may enter dozens

of logins and provide even personal data, your address, credit card numbers, and so on.

So, the more number of logins you have, the higher your security risk would be. And you
need for password management the best practices, so the best practices to manage your
password is to use Password Manager. Now, even though it is not surprising to hear
somebody can ask, are password managers even safe to use? Yes, vast majority of
cybersecurity specialists, they agree that the password managers are indeed the most secure

way to protect your passwords.



Despite the liability of these password managers, industry as a whole, it always takes a hit
after what media covers latest vulnerability, security breaches and all. But without idolizing,
actually password managers, we will look at most of the important questions in the session,
that how do these password managers they manage secure their passwords, what kind of

technologies they are using, and what kind of architecture that they use and different servers.

So, such kind of scenarios, we will look in this hands-on session. So, there are permanently 3
kind of password managers, Dashlane, 1password and LastPass. So, | will first walk you

through the Dashlane architecture, How it is being.
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So, Dashlane Password Manager, so this password manager is a little bit newer, but they lack
name recognition and all, although they are present for almost all the apps, Windows, OS
apps, iPhone, iPad, Android and they also have extensions for every browser features,
security, dashboard that analyzes your password, and they can even have an automatic
password changer that can help you to change your passwords so that, you do not have to
deal with yourself. So, on my screen, you can see the Dashlane Password Manager, if you

want to get it for the MacBook, then you can view it in the app store.
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I have already get it from the App Store. So, you can see on my screen the icon is open. So, it

is quite new. Now you can see here that on the left-hand side, one of the best feature of this

particular Dashlane Password Manager is that it is completely free to use on a single device.

So, if you have to sync your passwords between devices, then you have to update for the

premium service.

Now, when it comes to security, Dashlane, it has another advantage because you have the

choice to keep your old passwords locally on your computer rather than in cloud. That is a

great feature, great advantage.
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Now you can see here that you can store your personal information, sharing, password health,
you can check using the Dashlane, you can manage your password health, then there is also a
feature called Dark Web monitoring. This feature helps you to look for scan for compromised

information and make changes quickly.

Then you can also secure your Wi Fi connection using with a virtual private network VPN
that we have already studied in the previous lecture, it also provides 2-factor authentication

which is 2FA.
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{ e . VA Brropn
= .
) Vac &g Swone

L]
Dastiane - Password Nanoger




{ ‘a . va Brropn
{#
) Take o video towr of Dashlane &

Now I can, I can help you go through the support that kind of, tour how can you actually take
a video tour of the Dashlane. So, you need to add your address and payment details when you
log in auto. So, for the free version you need not to enter any details here. But the main,
major feature is that it saves you to auto, saves your time to fill the passwords using the

autofill feature.
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Then, most important architecture is the Zero knowledge architecture. So, this will not store
your any of the information personal payment information on their servers. So, therefore,
without saving this kind of information, personal information, you can access your data with
just 1 master password. So, for the password manager, you will have only 1 master password

that you need to remember.



And it uses a strong encryption, which is storing your password in the encrypted form on

your device. Second, it is better than these browser logins. Because the browser's logging

they do not provide same security as Dashlane provides.

(Refer Slide Time: 06:46)

@

. - » . R )

¢ (Check and manage your pasnvond bealts

* Change weak passsumds in ooe step

o Scan the Dark Webs for compesenised (sfrevsation sl rake chunges quickly

+ Recewwe persanalived weerty slers f ssy of yoer scoourss aee ronspeornieed oc
reay be 3t risk

+ Secere your WiFi cormectun with 5 virtaal firivate setwark (VEN)

o Pootert vout scoonnt with two-lactor atberieation (2FA)

Revies Duablare plazs

VIS socurity

Prodect with 264

Protect your business

Weak stelex, or routsed essployes passwords are the #7 zxase of bovaches

With Duthlare fot Suriseses, a decicated aderis of IT peobessional can secere
thelr organaation’s data, which sty with each plan sersber. Dashlase s
quich to deploy and wmple far everyuse to pse. You don't huve 3 be tech sy
2 pet started.

(hoose & bssness plen
Share secarely

With siaring groups, evenyene can securely share enarypied passwards mnd
Secure Notes—rather thus serad detadls aver e o chat

e . f0a

With Dusblane for Susisesies, & dediexted adenie of TT prodesional cas secere
thelr argarvaation’s dats, which soarts with each plan reraber. Dashlae
quick to deploy and smple far everyose to pse. You dan't have 12 be tech sy
¥ et arted

(hoome 2 baaness (ban
Shure secarely

With sharing groups, evermte can securely share enarypled passwards and
Serure Notes—rather than sera! (etadls aver erand o chat

Shachg Meses

Ax argarieatiee ean gse Socure Notes 90 stere pevale keys ) sobware, WiH
peasvarth, and other important docurarts. Keep infonration peivate azd
share mly with the peopie wio seed sccem

ke .\41 .l-'v\l,‘uﬁ
Retuin privacy
Adreins can st wp Srurt Spaces to soparate basness and peswonal lagize

Everyore m the ergmination rregtes their own eique Master Passwoed. That
nuais passwoed ghes eoch ple mernber sooess o ol legion, atimatically
sepucxind s Bondnows aad Poneoo) Spaces. Adealse can track the pussend
Sealth n everyooe's Basiness Spaces bt nat coorproensse the pesvaey of
Persona) Spaces

o

And then there are different plans that you can choose, we have already seen 2FA, 2factor

authentication. And then within the groups, you can securely share your encrypted passwords

rather than send details over email or chat. That is also one of the important feature. Basically

admins, they can set up smart spaces to separate business and personal logins, which retain

their privacy.
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So, this is the only Password Manager which has this reporting dashboard where admins can
pinpoint password problems track changes over time to all the users, so within an
organization, it becomes very easy to store the passwords using such kind of password
managers. So, you can also see here that onboard new plan members and how can we manage

permissions, set up a single sign in SSO, identify password problems.

So, some of you might be working with the industry, in industry might be popping up
periodically, that your password needs a change, you need to encourage action from a
individual member or team, you need to set up, up sharing groups for passwords and Secure

Notes and provide account recovery.
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Then this password manager also returns you or checks your password health score that helps
you to access and improve the security of your passwords. So, these are the details that you
can see here Dashlane password health score is 81 percent. And then then this is the very nice
graph that is made based on your data of last 7 days and 30 days. So, there are different
options so this is the support website, support dot dashlane dot com, which you can visit for

all the tutorials and further on.
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Check for brosches

Next, let us have a look at another password manager which is 1password. So, 1password it is
one of the easiest way to store and use strong passwords login into websites on just a single
click. So, one of the most prominent feature it protects your data with top most security

features, convenient, intuitive dashboard you can see pricing as well.

So, this is tested on Windows, Macbook Air, Android, iOS, smartphones, multiple password
vaults are possible and 2 factor authentication, it is similar to that of Dashlane then autosave

and autofill password feature is also present in the 1 password.

So, it is basically has a lot of features. You can see here the tool, 1 password tool that you can
take locked up tight. You can see here, the window of the 1 password. So, basically on the
right-hand side, you can see that you can try 1 password for free. And as it shows you in the
screenshot that there are 3 vaults and depending upon what kind of, you can organize
basically your personal, financial, travel, work and family passwords and data. Different

kinds of vaults corresponding to that.

Then you have also password monitoring feature, which shows you alerts regarding if your
passwords are weak, one label, duplicate and breached. So, one of the important feature is
that you can set your travel mode. So, in the travel mode, you can actually hide your
important passwords when you travel outside the country. So, it is only one of the password

manager that provides you this tool travel mode.

So, this 1 password, it also has this browser extension. Then you can see here that on the one

tip of your finger, you can actually set keep your passwords safe. And you have these you our



browser add-ons as you see on the right-hand side. So, this will help you to sync your

passwords seamlessly between the devices.

Now, there are also ways to check for the breaches and the 1 password and there are different
plans that are available. And it uses 256-bit AES encryption and extremely user friendly 1
password manager. So, basically, virtual payment cards are also one of the security features

that are available in this 1 password mode.
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1Password is private by design,

You can also do this clip, clipboard customization you can see here that this customization of
vaults and secure notes, credit cards, identities password, this all you can secure. So, this is
similarly you can see here that there are different kinds of security we know that only you
hold the keys to decrypt this.

So, the security feature is very nice that your Master Password protect your data on all the
devices. Your secret key protects your data off your devices and secure remote password

protects your data in the transit. So, it is private by design.
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So, you can read all the security features here it protects you from phishing, key loggers,
always require your input to protect your data form shoulder surfing and browser-based



attacks, it displays your file fill, it displays or fills data what you tell it to do. And removes all
the secrets from the clipboard. And so one of the great features of 1 password. So, next we

will have a look at what is our next Password Manager which is, let me go to, yeah.
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The next Password Manager is LastPass. So, yeah LastPass we can look at its website. So,
after 1 password, we have already seen that Dashlane and 1 password, these are 2 different
password manager. Now why we what is new in this LastPass, so it is basically you can see

here that it is available open source LastPass. And this is a cloud-based password managers.

So, right now are the previous password managers. They were storing your passwords and all
on your device, but it is a cloud based. So, some people they prefer cloud-based Password

Manager extensions, mobile apps, desktop apps.

Similarly, 2 factor authentication is same. But here it is not for everyone but those who are
only comfortable with cloud-based management. And it has more features in its free version

that is most important thing. And more reliable. It is.

So, recently LastPass has faced a security breach that basically tells its history. But there was
no data that was compromised in this breach. And LastPass encryption system is very nice.
But there are some of the vulnerabilities that so actually, the question is that if somebody
asked that, what happens if a password manager get compromised, how we will deal with

such kind of vulnerabilities, what kind of damage can occur to the customer.

So, if we will see the history of the last pass in 2015, around LastPass, it detected some
intrusion on its servers and hackers, they were trying to use the email address and password
reminders. But there was more damage that was done because even if you use the any weak
password, weak master password for the password manager, the attackers even crack it, they

will still need to verify through your email only.



So, in 2016, also, there were some vulnerabilities that were reported in the LastPass and so
on. But it can be used on the multiple devices and multi devising feature is available in
LastPass premium version only. Now, so, this makes it different from the Dashlane, where it
does not support multiple devices of any type. In its free version, and you can strictly get it
only on 1 device.
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Now let us have a look at another next section of this tutorial, which is instant messengers
with encryption. So, there are 3 instant managers a lot more, but we will discuss about signal,
Wire, and Ricochet, 3 instant messengers with encryption. Let us have a look at the signal

home.

So, you might have came across this secure messaging app signal during COVID 19
pandemic times when suddenly WhatsApp and other messaging apps, they changed their
policy and there was huge discussion over the social media platforms such as Twitter that we
should download and use the signal apps and one of the prominent feature of this signal
messaging app that it has an unexpected focus on privacy for the features that you combine

that you want to use.

So, you can see here a lot of reviews that people have given for the signal app. And if you
will see here that there are no ads, no trackers, no kidding, nothing. Privacy is the main that
matters for the signal and it is a independent nonprofit organization where they do not have
any tie up with the major tech companies. So, it only operates on the donation that it get from

the, by crowdsourcing.

So, if you can download the signal app for Android, iPhone, and also you can download it for
desktop, download for Mac, Windows, Linux and Debian based operating systems, so signal
app is available. And if you will see the feature of this signal app it is the source is open code
and it is (())(18:43) secure messaging and it is also protocol which was developed by an

entrepreneur and cryptographer who is privacy enthusiast and activist Marlinspike.



And this is a pure app. So, this protocol is also being used by many other companies. And all
the text messages, voice, video calls, these are protected using extended triple Diffie Hellman

key agreement protocol.

So, such kind of algorithms are use and E2EE messaging protocol it use and it is available
freely. You also have free version as well as well as you have some premium versions as
well. But also there are some disadvantages. So, by disadvantages, we mean that there are
limited support for some free users. And there is no 2-factor authentication that is present in
the signal.
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So, in order to incorporate some more secure video chat platform the wire is also one of the
messaging app, messaging voice or video chat platform which is developed by the company
of Switzerland and some supporters, some people they prefer wire over signal because it does
not require any phone number, it does not require your phone number to registers, you can

just pop to provide your phone number so that user can easily find you.

But it is not mandatory, you can totally use your disposable email address instead, so that it
will only identify for you to identify yourself using your username and choose. So, this wire,
platform is also one the most, wire messaging app is also one of the most secure app

encryption-based app that is present.
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Next is next is you can see on the third, the third figure here, which is Ricochet. So, Ricochet
is also a messaging platform, | can show you the GitHub of Ricochet, it is a messaging
platform, but how it is different from the other two is that it is based on Tor secure network.
So, therefore, you can have your messages completely anonymous over the platform. So, user
security and anonymity both are maintained at the same time and there is no central server

where it stores data.

So, you can chat without exposing your identity or IP address. No one can discover who your
contacts and what you talk about metadata free which is called as there are no servers or
operators exposing any information. And it is cross platforms are easy for other non-technical

users to use it widely.

So, if you truly want anonymity on internet, then Tor is always a best and this Ricochet pro’s
platform desktop (())( 22:02) manager it allows you for anonymous communication via Tor.
So, great privacy is there and there is zero need to trust anybody. So, this is one of the
important feature. And if | talk about encryption, it uses and complex encryption scheme
despite numerous high level of attacks, few which have some good limited success. So, torr

always remain highly secure.
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So, you can explore the GitHub and these are the links, it is desktop app or you can install it
from here, you can see here how these works. It is a peer to peer instant and open-source code

is present then it is available for all these systems, Windows, OS X and Linux also.

So, you can build from source code for lender documentation. | hope this information would
have helped you to safeguard your privacy online so there are more instant messengers and
password managers as well. But these are the prominent ones that seems very handy and easy

to use. Thank you.



