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Hello and welcome to this lecture in the course for Secure System Engineering, in the previous
lecture would actually look at a buffer overflow in the stack and we seen how that vulnerability
or rather that buffer overflow can be exploited it can be used to support execution and an attacker
could write a payload and force that payload to execute. So essentially what the attacker would
do was overflow the buffer so that the return address which is present on the stack is over

written.

Now the return address is over written with another location on the stack and in that location the
attacker has written a payload and this payload would then execute. In this lecture we will look at
two prevention techniques, one is called canaries while the other one is called the NX bit or the
non-executable stack both this different techniques are very popular and have been incorporated

in all compilers and systems that are in use today. So let us start this lecture.
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So lets talk about canaries, so canary is a compiler defense mechanisms essentially what the
compiler does is that whenever a stack frame gets created the compiler could insert a canary in
the stack. So note that in this particular figure we show the stack of the program as we have seen
before in the previous lecture the stack would contain the function parameters it would contain
the written address then it would have a frame pointer and then the local variables for that

invoked function. So essentially what the compiler would do is insert a canary over here.

Now what is a canary? Now a canary is essentially a random number which the compiler fix
from a particular random store and inserts it over here. Now whenever if any of this two buffers
overflow that is buffer 1 or buffer 2 overflows and it crosses the canary then the canary value
will be modified. Now at the end of the function the compiler would detect that there is a change
in the canary value that is it would throw an error that and that it will throw an error stating that a

stack has been modified.

So if you look at this particular small function over here which essentially creates the stack frame
it pushes the stack frame pointer EVP on the stack that corresponds to this and then there is a
changing of stack frame that is the current stack pointer is moved to ace pointer and then the
stack pointer is decremented by 16 bytes to give space for the local variables. Now this is a
function without canaries. Now in compliers which supports canaries additional instructions are

present at this particular point where instructions are present to add, insert a canary over here and



just before the return statement more instructions are present so that so as to ensure that the

canary has not ben modified.
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Canaries and gcc

* Ason gee 4.4.5, canaries are not added to functions by default

o Could cause overheads as they are executed for every function
that gets executed

+ Canaries can be added into the code by —fstack-protector option

o If -fstack-protector is specified, canaries will get added based on
a gec heuristic

*  For example, buffer of size at-least 8 bytes is allocated

* Use of string operations such as strcpy, scanf, etc
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Most of the compilers support canaries, the compilers that we are using in this course that is
GCC also has support for canaries. So in some compilers the canaries are enable by default while
in other compiler other versions of the compiler you would have to give an explicit compilation
flag that would enable canaries to be inserted within functions. Some compilers also use
heuristics to insert canaries for instance if a compiler finds that in a function there is a potential

for a buffer overflow only then the canaries are inserted.

In order to enable a canaries in versions of GCC which do not support canaries by default you
could add these compilation option minus f —stack protector. So adding this minus f-stack is an

indication to the compiler to add canaries to the functions.
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Canaries Example

#include <stdio.hs

return address in main
int scani)

char buf2[22]: P
scont("8s”, buf2); frame painter

}

int main{int arge, char s=argv) canary
{

return scanf);

}

buffer2
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So let us see how the canaries actually work internally with a small example. So we will take this
particular example where there are just two functions one the main function and then another

function called scan and the main function is just invoking scan and then returning.

Now in the scan function we declare a local buffer of 22 bytes and as we know since it is a local
variable this array that is allocated in the stack. So then now we invoke this scan f function
which reads a string from the user. So note that this particular scan f function is a potential for a
buffer overflow the reason is that the user could enter a large string which is much larger than 22
bytes and therefore buffer 2 can overflow. Now let us look at the stack, so when the main

function invokes the scan function this is how the stack is going to look like.

So there is the written address pushed into the stack this corresponds to the address soon after the
scan instruction in the main. Then there is the previous frame pointer pushed onto the stack
which will enable the frame to change when the scan function gets returned then the compiler

would insert a canary and there would be 22 bytes of space for the buffer 2 to be present.
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Canaries Example
With canaries, the program gets aborted due to stack smashing. -

32323232
#include <stdio.h>
int scani) 32323232
{
char buf2[22];
scanf("%s", bufl); 32323232
}
int main(int arge, char ==argv]) 32323232
{
return scani); 32323232
}
32323232
chestergaahalyai~/sse/canaries$ gcc canaries2.c -00
chester@aahalya:~/sse/canariess ./a.out 32323232
2222232222323V IIIIIDINNIINIIINNNIANIILLY 32323232
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Now let us see what would happen when we run this program and give a large input which is
much larger than 22 bytes for example we compile this particular program like GCC canaries 2
dot C minus o 0 now in this particular version of GCC that I have used for compiling canaries

are inserted by default.

However this may not be the case for all GCC versions in which case you have to put minus f-
stack projector as an option during compilation. Now when you run this particular program main
called scan, scan call scan f and it prompts the user to enter a string so what we have done here is
we have entered a very large string much larger than 22 bytes as you know what is scan f does is
that it would fill the buffer 2 with this particular string. Now the ASCI value for 2 in
hexadecimal notation is 32. Now what happens here is that this value of 32 that’s filled in that
stack is starts off with filling buffer 2 and since we are exceeding the 22 byte limit of buffer 2

there is a buffer overflow and we note that the canary value gets changed.

So whatever canary was there present is now overwritten with 32, 32, 32 and 32 similarly the
other data on the stack including the written address and the frame pointer gets overwritten with
32’s. Now when the scan function returns what happens is that the compiler has added code that

detects whether the canary value has changed.
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Canaries Example

With canaries, the program gets aborted due to stack smashing.

#include <stdio.h»

chesterdaahalyai~/sse/conariesd goo conariesk.c ~Tstack-protecier -04
ches Jeanariess - /a.out

int scani)
{ 22222
char but2(22]; +s stack smashing detected ses: ./a.out tersinated
scanf("%s", buf2); .'unuaaa/uouu.b:.m;sl_fnrul,-_lau-l-snl [BxbTEnasaN ]
} | /iib/ 1606 cmav/Libc, o, B+ 0xa0ada) [BxbTobasda]
oS out [BaBR4RATA] |
[x32323232)
int main{int arge, char s=argv) ||eecics = Hemory mapi ssssssss
{ ER4B000-BRO40000 ronp BOOODOOD 00:15 BRESISMD  shomeSchester/sse/canariesSa. o
return scani); t
} BEB49000-08045000 rw-p DODOODID 09115 BIOSIS00  /Mome/ChRESTET/SSE/CANSTLES/8.0
t
B3a2000-BRIC IR re-p BOBODDAE B heapl

b7555000-b75C6BB0 rex FUib/Libgee 8. 46.1
AAAB/LIBGEE_5. 50,1

b
chestergaahalyar~/sse/canariess { prsc0008-b7ida
chesterdaahalya:~/sse/canariesd Jb75daddd-0771a
2222222 22222222222222272227 H771a888-0771b

b 901176 ALAb/ 1606/ cmov/ Libe-2.11. 3. 80

bI71d888-07 T 1eddd BILTE Flib/ 1686/ cmov/libe-2. 11,350
P ]

BRILTE FLib/ 1606/ cmov/1ibe-2.11. 0. 80
01176 FUib/ 1686/ cmov/ 1ibe=2.11. 3. 40

b7735000-07736
b7736008-57751 P BIDIOD apsh  /lib/ld-2.11.3.50
BITS1000-6T752000 r--p BOO1LODD 08 BRAOSE AUb/18=-2.11.3. 58
B7752000-07753000 rw-p MOO1CO90 08 BRAGLD Flib/le-2.11.3.80
bleb6iad-blechddd re-p DOODONID 00100 § [stack]

Aborted

[vdse]

As a result we will get an output which looks like this, you see that there is a stack smashing
detected and the program is downloaded. So note that there is one thing over here it shows that
the program has terminated at this particular location 0 x 804847A and the value of the canary
which has been modified was 32, 32, 32, 32 this is indeed what was present in the stack due to
the buffer overflow. So the result of the stack smashing detection would also provide the memory

map of that particular program at the point of termination.
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Canary Internals

.glebl scan
«type  scan, @functien

scant scan:
pushl  %ebp pushl  %ebp
movl wesp, Webp movl %a5p, webp
subl $56, %esp subl $56, %Sesp
movl %gs:20, %eax Store canary onto stack movl $.LCO, weax
movl weax, -12(%ebp) y leal =38{%ebp), wedx
xorl HeaKR; Neax movl wedx, 4{vesp)
movl $.LC0, weax movl %eax, (%wesp)
leal =34(%ebp), %edx call __150¢99_scanf
movl Sedx, 4(%esp) leave
movl weax, (wesp) ret
call _Hocg‘JT!cﬂnl Without F
mov i -12{%ebp), %edx i i Ithout canaries
ML ~nghiTa sk Verify if the canary has
e L3 changed
call —Stack_chk_fail

With canaries

gs is a segment that shows thread local data; in this case it is used
for picking out canaries
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So now let us dwell a little more deeper into what actually happens with canaries. So over here
on this part of the slide shows the assembly code for scan without canaries enabled while on the
left side shows the corresponding assembly code that gets complied with canaries enabled. So
you notice over here that without canaries the number of instructions are very less, note that as
usual there is stack frame that is created and then (there are) some parameters which have been
to be set for scan f and then there is an invocation to the scan f, this particular instruction called
ISO C99 scan f would invoke the scan f function from the library and then there is a return from

the function.

Now when canaries are enabled there are a few extra instructions that gets added, now precisely
we have three instructions at the start of the function and two instructions that gets inserted at the
end of the function. Now this set of three instructions essentially loads at random canary into the
stack so the random value which is going to be present in the canary is obtained from this
particular location GS colon 20 that is in the segment pointed to by the GS and at an offset 20 the
random data which is present over here which is essentially that segment has is a random state so
we are taking some random data from there moving it to the EAX register and then storing the

contents of the EAX register into the stack.

Now at the location EVP that is a frame pointer minus 12 bytes is where the canary location is

present. Now at this location we are storing the contents of EAX which is the random value for



the canary then we are having an EX-OR instruction which essentially makes the EOX register
zero. Now we have the rest of three instructions as was here before and at the end just before the
return from the function there is a check which is done to detect whether the canary has changed
or not. Now the check essentially would load the canary value from the stack that is at location
EBP minus 12 into the EDX register and then it would check whether the contents of the canary
has changed.

So this is done by checking whether the EX-OR of the original data present in GS colon 20 is the
same as that in the EDX register, it would that the now if it is the same it would mean that there
1s no change in the canary and the function return successfully. On the other hand, if at this point
we detect that the canary has indeed changed it would mean that the EX-OR value would return
something which is non-zero and then there would be a call to this particular function called
stack check fail. Now stack check fail is a built-in function which essentially would print out this
particular output which tells you the exact information about where the stack smashing was

detected and so on.
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Non Executable Stacks (W"X)

+ In Intel/AMD processors, ND/NX bit present to mark non code regions
as non-executable,

— Exception raised when code in a page marked WX executes
+ Works for most programs
— Supported by Linux kernel from 2004
- Supported by Windows XP service pack 1 and Windows Server 2003

+ Called DEP - Data Execution Prevention
+ Does not work for some programs that NEED to execute from the stack.

- Eg. JIT Compiler, constructs assembly code from external data and then
executes it.
(Need to disable the WX bit, to get this to work)
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And other defense mechanism is implemented in the hardware by the processor manufactures so
this is called the non-executable stack or the W ” X bit. So what this means is that for a particular
segment for example the stack segment one can either write to that particular segment or execute

from that segment. So for example if you can write to a particular segment in would mean that



you cannot execute from that segment. On the other hand, if you can execute a segment we

cannot write to that particular segment. So let us see why this thing would work.

So recollect that in the previous lecture when we looked at the buffer overflow and how the
attacker wrote his payload in the stack and then executed that particular payload is that the
attacker was able to inject code by writing to the stack and then execute in the stack. Now with
this non-executable stack one of these two is not possible so if you write to the stack it would
imply that you cannot execute from that stack. So both Intel and AMD processors support these

non-executable stacks.

On Intel processors this is called as the NX bit while in the AMD processors this is known as the
ND bit. So the NX bit or the ND bit is present to mark the non-code regions as non-executable
thus the stack of the particular program would be having its NX bits set which would mean that

you could write to the stack but you cannot execute from that stack.

Now by chance if let us say the payload is trying to execute from that particular stack then an
exception get raised and the code will terminate. So the NX bit support from the OS perspective
has been supported from the Linux kernels since 2004 and also Windows XP service pack 1 and
Windows Server 2003 so this is called the data execution prevention. Now we would note that
this is a very efficient way to prevent the attack, the reason is that all that is required is just 1 bit
for a page and this bit incorporated in the page directory and page table for that particular

process and it is just that single bit which is sufficient to actually prevent the attack.

However there are several non-malicious programs which actually would need to execute from
the stack for example the JAVA just in time compiler would construct assembly code based on
some external data and then execute it. Now for such applications the code gets constructed on
the stack before it gets executed. So this application would not complete if the NX bit gets set.
So in order to actually run this particular applications on a processor with NX bit enabled it
would require you to disable this NX bit before it this particular application can work. Therefore,
why this is a very efficient way to prevent this buffer overflow attacks, there is also a downside

present the certain types of applications do not complete.
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Some Defense Mechanisms
already Incorporated

bash$ gcc -m32 -fno-stack-protector -z execstack overflow1.c
bash$ .fa.out
$ (shell created successfully)

Refer httEs:"chetrebeiro@bitbucket.orﬁ‘cas\‘sse.ﬁit (directory src/smash) 3

So both this defense mechanisms the canaries as well as the NX bit are incorporated in most

modern systems. So quite likely if you try to run this particular code on your latest for example
Ubuntu systems you would get stack smashing getting detected and this particular code will not
run. However, in order to make it run we would have to disable this particular defenses and the
way to do that is by compiling this particular program with certain option so as to disable this

stack protection and the NX bit.

The way to do it is by specifying minus f no stack protector which would disable canaries and
minus z execute stack which would permit execution from that stack. When this is done we
would get an executable a dot out and this a dot out should successfully run on your machine.
Now you can refer to this code in this particular directory and compile it with these options and
then see this particular program executing and have the payload running and the shell getting

created successfully.
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Points to Ponder

#include <stdio.h>

int scan{)
{

niv etz What happens to the execution when
) ncAnf(Shetil buf2)s canaries are not enabled for this
int madn(int arge, char ssargy) program and given the same input
i return scani); bE|0W?

}

chestergaahalyar~/ssefcanariess gec canaries2.c -00
chester@aahalya:~/sse/canaries$ ./a.out
12222222222222222222222222222022222232222222222222202222

So before we complete this lecture there is some points that you can think about. Now when we
consider this particular example of the main and scan and we consider that when use scan f we
have given a very large input of all 2’s. Now what would happen to the execution when the
canaries are not enabled for this particular program? That is in this very specific program
suppose you have compiled it without canaries being enabled that is by example using the minus
f no canaries option during compilation, what would be the result of this particular program? So

this is something to think about until the next lecture, thank you.



