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Hello and welcome to this lecture in the course for secure systems engineering, in the
previous lectures we had looked at buffer over read vulnerabilities and then we also looked at
format string vulnerabilities. In this lecture we will look at another form of vulnerability

known as integer over flow vulnerabilities,
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What’s wrong with this code?

int main(int argc, char *argv[]){

unsigned short ;g i Defined as short. Can hold |
int i; 1
char buf[80]; :amaxvalueof65535 ........
if(arge < 3){ 1 If i > 65535, s overflows, therefore is
return =1; | g s
} | = truncated. So, the condition check is likely !
/ ! to be bypassed. :
i = atoi(argv
s = i;
if(s >= 80 /% [wl) */ e :
1518 prlétf(uo}, no you di:.l,\nn): ; Will result in an overflow of buf,
: return -1; / which can be used to perform nefarious
i activities
printf("s = %d\n", 8); / }
memcpy (buf, argv[2], i)
buf[i] = '\0';

printf("%s\n", buf);

return 0;

So let us start with a small example, so let us consider this particular program over here and
what we do in this program is take 2 arguments argvl and argv2. Now argvl is essentially an
integer number and therefore we convert argvl to this value of i then we copy this value of i
to s. We check whether s is greater than equal to 80, if so then we printf 1 statement ‘Oh no
you do not” and then return minus 1. If s less than 80 then we copy the contents of argv2 into
this particular buffer we add slash 0 to that particular buffer at the end of this buffer and then

print the particular buffer okay so the expected behaviour would look something like this.

When we run this program which is known as width1, we specify 5 and we specify argv2 as
hello then what we did is that hello gets printed on the screen. On the other hand if you
specify argvl as 80 then it is caught by this if statement over here we get ‘Oh no you do not’
gets printed on the screen and there is a return minus 5. The reason we create this check is

that we have this local buffer buf which is of 80 bytes. Now this C program seems pretty



straightforward it seems to be working fine but there is a problem, the problem is that we

have defined s to be unsigned short and i to be of integer.

As you know short values can hold the maximum value up to 2 power 16 minus 1 which is a
65535. On the other hand integer which is typically 4 bytes could store up to a 32-bit value
thus if 1 is greater than 65535 there is an overflow that occurs and therefore s gets truncated
for example if 1 is equal to 65536 right then s would become 0 because s holds only 16 bit
value and s is of short and therefore s would become 0. So what happens in such cases is that
we can trick this program to print more than what is expected, so for example suppose we
specify that argv] in other words 1 is say 65537 this will cause s to get truncated and have the

value of 1.

Now s has a value of 1 which is definitely less than 80, so this test will fail and we would
enter this part and here you notice that we are copying argv2 into buf with respect to i and not
s thus we would copy 65537 bytes from argv2 into buf so this may create a fault and the
program may crash but it serves the purpose to actually understand how difference between a
shot and an int and seemingly denying statements such as this could actually create havoc in

your program.
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Integer Overflow Vulnerability

* Due to widthness overflow
* Due to arithmetic overflow
* Due to sign/unsigned problems
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So there are 3 different types of integer overflow vulnerabilities the first is due to widthness
overflow second is due to arithmetic overflow while the third is due to sign and unsigned

problems, so we will look at each of these cases with some examples and see what could go



wrong in the program and how an attacker could be able to do something which is not

expected of the program.
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Widthness Overflows

Occurs when code tries to store a value in a variable that is too small (in the number
of bits) to handle it.

For example: a cast from int to short

int al = 0x11223344;
char a2;
short a3;

a2 = (char) al;
a3 = (short) al;

al = 0x11223344
a2 = 0x44
a3 = 0x3344

So let us start with widthness overflow, so this is very close to the example that we have seen
and it is mostly related to when we try to do typecasting, so for example if we have defined
an integer over here and initialised it to 11223344 what we do know is that this integer will
take will occupy 32 bits on the other hand this character as well as the short would occupy 8
bits and 16 bits respectively, so therefore when we actually have statements such as this
where we try to typecast al to this character a2 or typecast al to the short int a3 it would
result in truncation, so if we now print the values of al, a2 and a3 we will get this values. So

not that a2 and a3 get truncated to 8 bit and 16 bit respectively.
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Arithmetic Overflows

int main(void){
int 1; 'xj

1 = 0x40000000;

printf("l = %d (Ox%x)\n", 1, 1);

x = 1 + 0xc0000000;
printf("1* + 0xc0000000 = #d (0x#x)\n", x, X);

x = 1 * 0x4;
printf("l * 0x4 = %d (O0x%x)\n", x, Xx);

x = 1 - OXEEELEELE;
printf("l - OXEff£L£ff = ¥d (0x¥x)\n", X, X);

return 0;

}

nova:signed {55} ./ex4
1 = 1073741824 (0x40000000)

1 + 0xc0000000 = 0 (0x0)
1 * 0x4 = 0 (0x0)
1 - OXEEEFEEEE = 1073741825 (0x40000001)

Next people look at arithmetic overflows and to understand arithmetic overflows we look at
this program, we define an integer 1 and initialise 1 to 0x4 followed by 7 Os and when we do
print this value of | in decimal and hexa decimal notation we get what is expected. Now let us
see when we do some operations on this 1, so let us say we take | and add 0 at ¢ followed by 7
0s what we obtain when we print the value of x is 0 and this happens because 0x4 followed
by 7 Os plus 0x7 followed by 7 0s would be a value of 1 followed by 32 0Os and since x is also
defined as an integer it can only hold 32-bit value and therefore the results truncated the 33™

bit and about would be ignored and x would get a value of 0.

So similar kind of arithmetic overflows can be also seen when we do multiplication, so for
example you take 1 multiply it by 4 and when we do print it you will see that the result is 0.
Another example is when we take L and subtract Oxf 7 fs what we get is something which is
not expected for example when we do subtract we get 0x4 followed by 6 Os and then a 1, the
reason for this is that in sign notation this value of Ox all fs is taken as minus 1 in two's
complement notation therefore it is | minus of minus 1 which is plus 1 and therefore your

result would be 1 plus 1 which is this value.
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Exploit 1
(manipulate space allocated by malloc)

int myfunction(int =*array, int len){
int *myarray, i; Space allocated by malloc

depends on len. If we choose a
myarray = malloc(len * sizeof(int)); I [1) >4 i
if (myarray == NULL){ suitable value of len such that
return =13 len*sizeof{(int) overflows,

}
then,
for(i = 0; i < len; i++){ /* [2] */
myarrny[&] = array(i];
: i
return myarray; expected
} (2) thus leading to a heap overflow

(3) which can be exploited

myarray would be smaller than
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Now let us look at some simple exploits which make use of the arithmetic overflow
vulnerabilities, so will start with this particular example where we will show how we could
manipulate the space allocated by malloc. What we do is simple the function takes 2
parameters and integer array followed by the length and then we malloc length into the size
of integer, so this as you would know would be typically how you would create a malloc.
Since we want an integer array and each integer is of 4 bytes therefore we typically do len
into the size of the integer and we check whether malloc was done successfully and then we

copy array into myarray.

The problem with this function is that the input length is set by the user or rather by the user
who is actually invoking this function, so therefore the user could actually give a very large
number for len such that when you multiply len by size of int which is typically 4 bytes then
there could be an arithmetic overflow and the value returned the value passed and then the

value passed to malloc could be a very small number.

Thus my array gets allocated with a very small memory size. Now what would happen over
here in this for loop as we see that the for loop runs from I equals to 0 to 1 less then len. Now
len we have specified as a very large number and therefore we would obtain a buffer over low
for my array of i, so what we see over here is that we have been able to invoke malloc and
being able to overflow the number of bytes requested to malloc thus the array that we obtain
is very small and we could cause an buffer overflow to my array, so as we have seen before

when we create such buffer overflows it can thus be exploited.
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(Un)signed Integers

*  Sign interpreted using the most significant bit.
¢ This can lead to unexpected results in comparisons and arithmetic

int main(void){

int 1; nova:signed {38} ./ex3
1 = 21147483647 (Ox7ff££fff)
1 = Ox7f££ffff; 1+ 1 = -2147483648 (0x80000000)

printf("l = &d (0x%x)\n", 1, 1);
printf£("1 + 1 = &d (Ox8x)\n", 1 +1 , 1 + 1);

return 0;

s initialized with the highest positive value that a signed 32 bit integer can take.
When incremented, the MSB is set, and the number is interpreted as negative.

The next thing we look at is unsigned integers and the vulnerabilities that can be caused by
due to sign and unsigned integers, so as we know signed integers are interpreted using the
most significant bit. If the most significant is set to 1 then the number is set to be a negative
number. If the most significant bit is set is to 0 then the number is interpreted as a positive

number.

This can lead to unexpected results especially when you are doing comparisons and
arithmetic, so let us take this very small example so what we have done is that we have
defined the integer 1 to be 0 x 7 followed by 7 fs, so this is the largest positive sign integer
that can be represented with a 4 byte integer value, so what we do is we add 1 to this value of
1 and see what would happen, so when we do had 1 what we see is that the number
surprisingly changes from a very large positive number to the smallest negative number, so
this result is not always expected and therefore is a vulnerability which could lead to creation

of exploits.
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Sign Interpretations in compare

int copy something(char *buf, int len){

char Kbuf[800]; This test is with signed numbers.
if(len > sizeof(kbu)) p=———-wrr=~1> Therefore a negative len will pass the
return

} 2 if’ test.

return memcpy(kbuf, buf, len); /* [2] =/
In memcpy, len is interpreted as unsigned.
\ Therefore a negative len will be treated
as positive.

This could be used to overflow kbuf.

From the man pages
void *memcpy(void *restrict dst, const void *restrict src, size_t n);

So let us look at a small vulnerability with sign interpretation that involve comparisons and
then copying, so let us take a look at this function where what we do is we take the parameter
length which is passed as input, check whether len is greater than size of kbuf. Now kbuf is a
local over here and comprises of 800 bytes of data and if it is len is less than or equal to this
800 bytes then we do not go into the if statement but rather do a memcpy where we copy

buffer to kbuf, so what is the vulnerability in this particular function?

The 1* thing you would not is that len is defined as int right it is a signed integer on the other
hand if you look at the man pages of memcpy what we see is that the 3™ parameter that this
over here size underscore t n which corresponds to the len over here is actually defined as
unsigned, so we have internally a (())(13:10) or size underscore t to be an unsigned integer, so
what we see over here is that that an implicit type casting from a signed integer to an

unsigned integer.

So for example if we give len to be minus 1, minus 1 is definitely less than 800 and therefore
this if returns falls and this return statement is not executed but rather we would have a
memcpy getting executed. Now when memcpy executes since it expects the 3™ parameter to
be an unsigned integer therefore there is an implicit type casting of len from signed to
unsigned. Now internally the signed integer for minus 1 is this very large value of 2 power 31
minus 1 and therefore what we are getting is a buffer overflow. What could happen is that we
would have a large buf which could be a much larger than 800 bytes getting copied into kbuf
which is strictly restricted to 800 bytes thus we could get a buffer overflow which could be

then used to create exploits.
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Sign interpretations in arithmetic

int table(800];
int insert_in_table(int val, int pos){
if(pos > sizeof(table) / sizeof(int)){
return -1;
}
table[pos] = val;

return 0;

Since the line
table[pos] = val;
is equivalent to
*(table + (pos * sizeof(int))) = val

This arithmetic done considering unsigned

So let us look at another example of this particular function over here where essentially we
want to fill one particular entry in this particular table defined as global table of 800 entries
with some value, so we pass the value as the first parameter and the position in the table as
the 2" parameter, so what we want to do eventually is to say that table of pos equal to val, so
before doing this we do the customary checks, we check that if pos is greater than size of

table divided by size of int.

So size of table would be 800 times 4 divided by size of int so these 2 together would be 800
we to this check and we checked whether pos is a valid index for this table, if so only then we
copy val into pos, so one thing to note is that this statement table of pos equal to val is
actually executed as follows, so essentially this statement table of pos equal to val is

interpreted as star table plus pos in to size of int equal to val.

Now what we do is we take pos multiply it by size of integers 4 add that to the starting
address of table and at that particular location we fill in the value of val. Now the
vulnerability is at this point, problem with this code is that pos is defined as an integer and
therefore can take both positive as well as negative values. If we give a negative value for pos
for example let us say pos is equal to minus 1 then this if statement would have minus 1

greater than 800 and definitely this particular if statement would be false.

On the other hand when we come to this statement over here a table of pos equal to val over
here pos is taken as an unsigned value so the minus 1 which is pos is interpreted as a positive

value and therefore we would have a table added to a very large positive value which is a



causing a buffer overflow, so the val could be stored in a particular location which is much

further away than the actual size of the table.
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exploiting overflow due to sign
in a network deamon

int get_two_vars(int sock, char *out, int len){

char bufl[512], buf2[512); i . 5 i
______ i sizel and size2 are unsigned |
int size; EEE EEEDS ] |

! Size is signed.

if(recv(sock, bufl, sizeof(bufl), 0) < 0){

return -1;

}

if(recv(sock, buf2, sizeof(buf2), 0) < 0){
return -1;

}

/* packet begins with length information */
memcpy(&sizel, bufl, sizeof(int));
memcpy (&size2, buf2, sizeof(int));

- s=rren

I
if(size > len){ % [2) T st

{if sizel and size2 are large enough,
t -1; P i .
o i size may end up being negative.

memcpy (out, bufl, sizel);

A e H ' Size is returned, which may
i /3

1 i s s g == cause an out to overflow in the |

! callee function 4

So let us look at another example of the integer overflow vulnerability due to sign in a
network process or daemon, so an example of this is given in this function over here so what
this function does is that it accepts 2 packets 1 is buffer 1 and buffer 2 so these 2 packets are
obtained through sockets and then what it does is that assume that first 4 bytes of each of
these packets contains the size of the packet so for example buffer 1 would look something
like this way the 1* 4 bytes would have the size and the remaining bytes would have the

payload and similar structure is present for buffer 2 as well.

So therefore with these 2 memcpy instructions we obtain size 1 to be the size of the payload
for buffer 1 and size 2 to be the size of the payload for buffer 2. Now we add these 2 things
together to obtain size and then what we do is we would fill the buffer called out with buffer
1 followed by buffer 2, so essentially out is expected to be the concatenation of buffer 1 plus
buffer 2. So next what we do is we store in the character pointer out we store both buffer 1

followed by buffer 2.

In other words out comprises of the concatenation of buffer 1 and buffer 2 and then we return
the size. Let us see the vulnerability in this particular program 1* vulnerability you would
notice is that size 1 and size 2 are set by the application which is sending these particular
packets. The next thing you would notice is that size 1 and size 2 is defined as unsigned

integers while on the other hand size is defined as a size integer. Now this operation over here



size 1 plus size 2 would give you size is a vulnerability, so it is on the right hand side we have

unsigned integers while on the left-hand side we have a signed integer.

Therefore if size 1 and size 2 is large enough we may actually obtain size to be a negative
value this size is what is returned by the function and since size can be a negative value it
could result in an overflow in the callee function. What we would have is out to be a very
large value comprising of buffer 1 and buffer 2, what could happen is that out could be a very
large value because size 1 and size 2 are specified as a large unsigned integers on the other
hand size is a the negative value as a result of this what would happen in this memcpy is that
out could be a very large buffer because size 1 as well as size 2 is very large. On the other
hand size could be a negative number as well, so this could result in a buffer overflow in the

callee function.
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Ponder about

#define MAX BUF SIZE 64 * 1024

void store_into_buffer(const void *src, int

‘(‘“‘“’ Find the vulnerability in this function

char global buffer [MAX BUF SIZE];

if (num > MAX BUF_SIZE)
return;

memcpy (global buffer, src, num);

[...]
¥

So this is a small exercise for you to do so in this function called store into buffer we have a
local buffer of size max buf size. Max buf size is defined as 64 times 1024 if num which is
passed as input is greater than max size then we return else we do a memcpy of source to the
global buffer and the number of bytes we are actually coping is specified by num, so I would

like you to find out what the vulnerability of this function is?
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Stagefright Bug

¢ Discovered by Joshua Drake and disclosed on July 27t
2015
+  Stagefright is a software library implemented in C++ for
Android
+  Stagefright attacks uses several integer based bugs to
- execute remote code in phone
— Achieve privilege escalation
*  Attack is based on a well crafted MP3, MP4 message
sent to the remote Android phone

- Multiple vulnerabilities exploited:
+ One exploit targets MP4 subtitles that uses tx3g for timed text.
+ Another exploit targets covr (cover art) box

+ Could have affected around one thousand million
devices
—  Devices affected inspite of ASLR

One quite famous malware which actually uses integer overflow vulnerabilities quite a bit
was known as the stage fright bug, so this particular bug was discovered by Joshua Drake and
was disclosed on July 27" 2015, so the stage fright software is essentially a software
implemented in C plus plus for android applications and because of the bug could actually do
several things such as it could cause like privilege escalation attacks on your mobile phone or
it could also execute arbitrary code on the phone, so the essence of the bug is based on MP3
and MP4 files, so essentially what the attacker does is he creates well-crafted MP4 files
which is then decoded by the stage fright library and then these MP4 files are designed so
that it could trigger the vulnerability and then cause the payload to executed or it could cause

escalation of privileges.



(Refer Slide Time: 22:36)

MPEG4 Format

struct TLV

|5

uint32_t length;
char atom[4];
char data[length];

So the essential idea is based on this particular structure, so what we see over here is that this

structure comprises of 2 arrays one is an array call atom and another array called data which

is of size length. Now this particular structure is present in the MP4 file, so what you see is

that an attacker could create an MP4 packet with a corrupted length value.
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%]
uint6d_t chunk size =

uint32_t chunk_type =
Of£64_t data_offset =

return ERROR_I0;
}

[sni1

switch (chunk_type) (
8]

case FOURCC('t', 'x',

: uint32_t type;

const void *data;
size_t size = 0;

size = 0;
}
if (buffer == NULL)
)

if (size > 0) (

https:

4ExtractotcEE#L1954

status_t MPEG4Source: :parseChunk (of£64_t *offset) {

if (chunk_size == 1) {
if (mDataSource->readAt(*offset + 8, kchunk_size, 8) < 8) {

chunk _size = ntohéd (chunk_size); "

if (ImlastTrack->meta->findData(
kKeyTextFornatData, Gtype, &data, fsize))

uintd_t *huffer = new (std::nothrow) uint8_t[size + chunk size];

memcpy (buffer, data, size):

J/github.com/CyanogenMod/android_frameworks av/biob/b

ntohl (hdz[0]) ;
ntohl (hdr(1]) ;
*offset + 8;

13, g

{

return ERROR MALFORMED;

tx3g exploit
> offset into file

int hdr[2] is the first two

words read from offset
chunksize of 1 has a

special meaning.

(1)  chunk_size is uint64_t,

(2) itisread from a file

(3) itisused to allocate a buffer
in heap.

Allingredients for an integer

overflow vulnerability

Buffer could be made to overflow
here. Resulting in a heap based
exploit.

This can be used to control ...

| .. size written

... What is written
... Predict where objects are
allocate




Integer Overflows

uint64_t chunk_size = ntohl (hdr[0]);

uint8 t *buffer = new (std::nothrow) uint8 t[size + chunk size];

On 32 bit platforms
widthness overflow
(chunk_size + size) is uint64_t however new takes a 32 bit

value
On 64 bit platforms

arithmetic overflow
(chunk_size + size) can overflow by setting large values for chunk_size

20

So this actually shows the broken code, so there are a lot of things which are involved so I
will not go into the details of it. There were multiple overflow vulnerabilities that were
exploited on 32-bit platforms essentially it was a widthness overflow that was exploited while
on 64-bit android platforms it was an arithmetic overflow that was exploited. Now the
integral statements in this function over here are these 2 here it is definition of chunk size
which is taken from the header, so the header is present in the MP4 file and could be set by

the attacker.

This chunk size is used to actually malloc and array of size plus chunk size, so this is array of
size of unsigned int 8 which is essentially an unsigned character array, so the overflow that is
occurring here is because of the fact that this header 0 comes from the MP4 file and could be
manipulated by the attacker, so for example a large value of header could be set and it could

cause widthness overflow or arithmetic overflows on various platforms. Thank you.



