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Practical: Connecting your webapp to your database & intro SQL injection

Hi all welcome to module P10, in this module will be looking at how we can connect our

web app to the database and we will also be doing a small introduction to SQL injection.
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Recap

1. We understood basic data modelling & usage of a DBMS
2. We've built a webapp that takes data from an object and templates it to create pages dynamically
3. We understood the need for a database to separate data & code concerns
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So, so far we have understood how to do basic data modelling and how to use a DBMS.
We have also built a web app that takes data from an object inside the source code of the

web app and uses the data inside that object to create templates, so that it can render

pages dynamically.
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Tasks ahead

1. Clean up our database
2. Connect our webapp to the database

a.  We'll be using the node-postgres project, also known as the pg npm package
3. We'll use environment variables to load the database configuration into our webapp

a.  We can't save the database password in our source code because then everyone on github will be able to see

our database credentials
4. We'lldynamically load the article data based on the URL
We'll attack our own app using SQL injection

6.  We'llwrite code in a better way to prevent SQL injection
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We have also understood that we need to separate data and code concerns and why a
database is required for a typical web application. We are going to now take this
combined knowledge and actually build an application that connects to the database. So,
the first thing that we need to do is go clean up our database and remove all the tables, so

that we can start from a fresh.

We will have to connect our web app to the database. So, for that will be using the node
postgres package also known as the pg package on npn will be using that to help us

connect to the database, so let us head toward coding console.



(Refer Slide Time: 00:59)

@ Chrome File Edit View History Bookmarks People Window Help W50 3 ¢ F m%E Sun243AM Q
el e Module P10: Connectingyour x (%) Code | IMAD console x o
€ C @ hitps//cloud imad. hasura io/code/flles/se is v 0

Server, jsx

ndex.htal"));

ane’, function(req, res) {
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Now what you want to do here is connect to the database and to test that out let us say
that we are going to go to a particular end point, and on this end point we want to see that

we are able to make a select request and return a response with the results right.
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So, let us head to our database and I have cleaned up my database. So, there is no tables



here, let me just quickly create a table called test.
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SQL command
Create table

select test

And let see that has an i d which is an integer and name which is somewhere text field let
us save this let us make id the primary key, let us add an item here right. So, we have got
two items here, now what we are going to do is try to connect to this database. So, we are

going to use a node postgres package and the best way to do is to quickly go to the

documentation.

Schema: ool

Adminer 4.2

Import

€ C O dbimad hasura-appio)
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®) Code | IMAD console X0 Select: test -localhost:543

PostgreSQL » localhost:5432 » coco98 » public » Select: test

Select: test
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Item has been inserted. SQL comimand

Select data  Show structure  Alter table  New item
Select| —Search—| —Sort- ~Limit—| —Textlength— —Action
E) 00 Seiect
BELICT + PRON “test’ LINIT 50 Edit

Modify |id name
edt |1 hello
edt |2 boo

(2 rows) ~ whole result

Modify - Seleted (0) Export (2)-| [~ Import
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var http = require('http'); Example
Jar Pool = require('pg’).Pool;
Extras
FAQ
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Paramet
var config = { Preparec
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Query
b Queryqueue
process.on( ‘unhandledRejection’, function(e) { SSL support
console. log(e.nessage, e.stack)
Testing
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var server = http.createServer(function(req, res) { S—.

53

= function(err) {

glerr.nessage, err.stack)

ead(500, {'content~type': text/plain'});
n error occurred');

4 Clone in Desktop

pool.query(*INSERT INTO visit (date) VALUES (s1)', [new Date()], functian(err) {
if {err) return onkrrorferr);

Say if you go to the node postgres git hub page, you will see that there

called wiki and they have examples written here. So, let us look at the

is something

example app

correct. So, the way we ask us to use the postgres library is to make a connection pool,

and after creating connection pool create a database configuration, write database

configuration contains the host name, the user name the password the database and then

make request right.
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var express = require('express');

* 0 Select:test - localhost8432 - x () Examole - blanciode-posty x

2 var morgan = require(‘rorgon');
3 var poth = require('poth');

4 Ivm‘ Poal = require('pg’).Pool;

5

6 wvar app = express();

7 app.use(morgan( conbined));

!

9

10 var articles = (@);

45

46+ function createTenplate (dota) (B}

8

83- app.get('/', Function (req, res) {

84 res.sendFile(path. join(__dirname, 'ui", 'index.html'));
5 i

8

87+ app.get('/test-do', function (req, res) {
88

8

% 1;

9

% var counter - ;

93~ app.get(" inte function (req, res) {

94 counter = counter + 1;

95 res.send(counter. toString());

% 1;

2

98 var nores = (1

99 app.get('/submit-nane’ , function(req, res) {
100

101 var nane = req,query.nane;

102

103 naes.push(nane);

104

105 res . send(JSON. stringi fy(names));

106 1);

107

108 - app.get('/:articleNane’, function (req, res) {
109
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So, let us try to do a same thing let us create a pool right, and after we make a pool we

need to create a configuration. So, let us create a var config. So, we need to have a user

field, now we know that the user is coco 98, we can have database field we know that

database is also coco 98.
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1 var express = require(expre
var ngrgan = requi re(’morgon
var pdth = require('potn');
var Pool = reauire('g").Pool.

var config = {
user; "cocodt’,
dotabase: "cocodt’,
9 host: 'db.inad.hasura-0pp. Lo
port: '5432",
possnord: process. env. DB_PASSIORD
h
var app = epressO)

app.use(norgan(*conbined"));

+ var orticles - (S}
+ function createTemplate (dato) (G}

91+ app.get('/", function Creq, res) {

9
%

95+ app.get('/test-db', function (req, res) {
%

2

9% b

9

18 var couter = ;

101+ app. get("/counter" , function (req, res) {

92 res.sendFile(path. join(_dirnane, ui’,
b

* 0 Selecttest - localhost5432  x () Bxamgle - riancinode-postg x

Lndex.htal'));

12 counter - counter + 1;
13 res.send(counter.toString0);

01

15

106 vor nones = ]

107~ app.get('/submit-nane’ , function(rea, res) {
108

109 var nane = req.query.nane;
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Now we would like to have the host which is the host whether the DBMS is hosted, it is
d b dot I m n dot (Refer Time: 03:30) app dot i o, we know that the port is 5,4,3,2 now
we need the password of the database. Now if we enter the password here then anybody

who has access to our source code will be able to access this password.

So, we can use an environment variable and you can read upon how environment
variables work, but the idea is that when you deploy this code on the server the I mat
hosting environment make sure that this environment variable is available for you to
inject into your app. So that means, that when your code is deployed at that time this
environment variable will be available and to access this environment variable we need
to say process dot e n v. So, this turns. So, this line of code says that use the environment

variable that is available called d b password right.

So, it will use this password now let us go back to our test d b function, now let us add
this code. So, note this instruction that the pool is the connection pool is created outside
this server request, so that the connection pool is created as soon as the app is started and

not when any open action happens. So, let us copy this code.
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So that means, our pool is now ready, now we are going to make a query. So, pool dot



query, select star from test and once we have result. So, in case we have an error we
return a 500 status code and we say that we make the error available right, and in case
there is no error then we would like to send the result as a json string right. So, let us see
what this looks like let us comment this. So, go to our application let us go to test d b,
and you can see that the output in our result is here. So, we can see that two rows are

available right.
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So, in our, in the object that is returned by database, we have the command, we have the
row count that tells us two rows have been selected and we have the actual rows which is

a array of objects right.

So, if we want to just keep the array of objects we can do result dot rows, and then you

can see the just the rows are been made available right.
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So, now, let us use this idea and try to change our article function that instead of having

this gigantic articles object, we just load the articles from the database. So, the first thing

that we need to do is model this data right.
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So, that this is the object we want. So, let us try to make sure that we can capture this



data in our database. So, I have my database and I am going to create new table

going to create a table with articles.
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PostgreSQL » localhost:5432 » coco98 » public » Select: article Logout

Adminer 4 Select: article

DB:  cscons B
Schema: el B Item has been inserted. QL command

Select data  Show structure  Alter table  New item
SQL command  Import

Create table Select-| ~Search) ySort- (~Limit-) ~Text length ) ~Action

select article
select test

sruzer + Edit

Modify id  title | heading  date content

<p>
edt |1 article-one | Aticle One 2016-06-01 Testing the database
</p>

(1 row)  whole result

Modify - Selected (0) Export (1) - Import
s

I am

So, every article has an i d which is an integer which I will or to increment I will have a

title which is what appears in the URL bar and then I will have the heading, I will have a

date. So, heading is text date I can create as date type content is text. So, let us just check

if that is all the feature title heading date and content 4, we have 4 here and we have i d

which we can use as the primary key.

So, let us quickly set that as a primary key and let us add a value there. So, let us leave

this as default it will automatically chose a particular value, let us say this is article one

article one and let us set the date to 2016 06 01 right and let us set the content to be

testing the database right. So, let us save this save is gone through. Now let us try to

replace this article in our code right. So, what we will do is I am going to change the end

point to be slash article slash.
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So that means, that slash articles slash article one is going to render article one. Now this
part of the function will save the same because this is templating that particular data. So,
we do not have to change the create template function, but we need to change the data
that we are getting right. So, what we need to do is that we need something called the
article data object and assuming that we the article data object which somehow contains
the value from the database, we are going to replace it here. So, let us do that first right

now our job is to try to get the article data object right.

So, let us leave this and let us make a similar query to what we had. So, let say pool dot
query, select star from article where title equal to right and now you want to get the title
which is the article name. So, this is article one we want to find out where directly could
our article one get that particular object, and display it here. So, whenever we have a
string in SQL we have to use single quotes to match, but since we have already using
single quote for a java script string we cannot do that. So, let us convert the java script
string to double quotes, and we affectively want to do something like this right, but this
value is going to come from the parameter. So, it will be ret params dot article name

right.

So, we are going to use the same article name here right and we use that here to select



the particular article and let us say that once we get the result let us define what we want
to do with the result, again if there is an error. So, let us handle the error by right. So, we
will display the error and in case there is no error which still possible that when we try to
fetch this there is title that exist it so; that means, that if result dot rows dot length is
equal to 0, then in that case we should say 4 not 4 that means, that we did not find the
resource that was being requested and we will say article not found, but in case we do
have something then we will say article data is equal to result dot rows of 0 which is the
first element, and if that we have the article data we can template it right. So, let us say

this an action.

Let us go to slash articles slash article one right. So, the error that I am getting is that
column one does not exist, which means that somehow one is being interpreted as if it is
a column name right, and if we go back here you can see that what happening is that it is
saying this query is coming up as something like select star from article where title equal
to article 1, and happening is that it is taking one as a column and that because this is
coming up as the minus operator right. So, it is thinking this is a minus operator and it is
trying to subtract 2 values. So, what we need to do is make sure that this is around a
single quote right this is what we want to do. So, what we are going to do is we will do
add a single quote here, and make sure that we close the single quote here right. So, now,
this string will be equivalent to what we want here right. So, let us save this and see what

we get.
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There we go and then article one is loaded. If you look at the date format it is printing
out the entire date right and that is because the date object is being rendered as a java

script date object.
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8 return henlTeplate;

8}

%

91+ app.get('/", function (req, res) {

92 res.sendFile(path. oin_ dirname, 'ui’, ‘index.htxl'));
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So, to convert that into just date we can use two dates string right let us see what that



looks like and you can see that it looks much neater.
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So; that means, that we have now connected to a database and we are able to load data
here. So, let us quickly take our articles object and replace all the information. So, the
article one content was here. So, let us edit this and change article one’s content, let us do
that for article two this is the date 2016 September 10th. So, that is going to translate to

2016 09 10.
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So, the format that we use here is year year year month month dd. So, that is the format
in which I get my date then save this is well, let us say we have to articles and we can
use that to copy more articles right and you can notice that I do not need to restart my
app as soon as I refresh this page because it fetches the data dynamically from the
database is getting the value here somewhere we find our request two article two also

holds right.
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This i the content for Ey second article.

However this is not particularly safe and let us hack this app and see where there is a
huge security flaw in our application. So, what is happening here is that SQL query is
being generated dynamically according to the value the user enters in the URL. Now
because we should never trust what the user does the user can actually be smart and
instead of entering a string that we expect is going to be the name of the article, but user
can actually enter a different string all to gather for example, where the user can do is put
another single quote right and put a semicolon which will end this select query entirely

and then create his own query here.
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So, maybe he can make the delete query here right and just to make sure the query is a
valid query, there is another single quote here. So, he can do where and then because this
single quote is ending here right he just has to make sure that there is a single quote that
is available here right, and then this when it is joined our line of code here it will become

a valid SQL query right. So, let us see what happens if we do this.

So, let us go to articles, let us put a single quote here right let us put a space and let us
say delete from article where a equal to a our table new is called article. So, delete from
article where a could. So, notice that I am putting a single quote here because the other
single quote will come from a line of code right. So, let us see what that let us see what
happens, if I do this I have to restart my application. Let us try making that query again

and it says article not found right and we do not know why it is saying that.
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But let us try to go to article one, we can say that article one is no longer found and if
you go and refresh your database you can see that all the rows from your database are
been deleted right. So, because we trusted the user and whatever input give by the user
we just inserted into our own SQL query, the user inserted something very malicious and
was able to execute an arbitrary SQL query in our database right. This is unfortunately a
very common way that is very easy to protect from right, but it is a very common way
for hackers to make an attack and they can use that to select data, they use that to delete

data, and they basically access our entire database to do what they want right?

So, the way to protect ourselves in this every good library will give us a way of inserting
parameters inside our SQL query in a way that the parameter is safe. So far example
what good library will do is that it will convert all single quote and escape that they are

putting a back slash right.
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var config = { Prepared Statements

]
Query
ki Queryqueue
process.on 'unhandledRejection’, function(e) { SSLsupport
console. logletessage, e.stack)
n Testing

var pool = new Pool(config) Clone this wiki locally

var server = http.createserver(function(req, res) {

)4

€, errustack)
{'content-type': ‘text/plain’});
es.end(*An error occurred');

(4] Clone I Deskiop

c
b

pool.query(*INSERT INTO visit (date) VALUES ($1)', [new Date()], function(err) {
it (err) return onrror(err);

I

pool.query('SELECT COUNT(date) AS count FROM visit', function(err, result) {

it(err) return onrror(err);
res.writetiead(200, {'content-type': ‘text/plain‘});
res. end( Yo tor nusber '+ result. rows[9]. count);

00l
query('CREATE TABLE IF NOT EXISTS visit (date timestanptz)')
«then(function() {

So, this what the good library will do; that means, at this entire portion will be taken as if
it is a title and this title will be matched and if no match is found no article will be shown
right. So, let us see how node postgres does that. So, if you want to see how it does a
parameterization there is you can see here, that what they do is they use something like a
dollar. So, they say dollar one, and dollar one is the first element of an array right. So,
what we can do here is that we can say title equal to dollar one right remove this single

quote and then give a second argument as an array should be ret dot params dot article

name right.
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108 wvar counter = @;
103 app.get('/conter" , function (req, res) {
10 counter = conter + 1;
m res. send(counter. toString());
»

114 var nares = [];
app. get('/submit-nane’, function(req, res) {

119 names.push(nane);

121 res.send(JSON.stringify(nanes));
2 1;

124+ app.get('/articles/:articlellne’, function Cre, res) {

}
136 var orticledata = result.rows(e];
res.send(createTenplate (articleData));

ss*, function (reg, res) {
join(_dirnane, 'ui’, 'style.

ss'));

And then has a third argument as a function. So, this value will now safely be inserted

inside our SQL query. So, let us save this right.
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And let us insert another title here and let us go to article one, now let us try to make the

query that we were trying to make which was delete, and it says article not found, but if I



go and refresh this our article is still there right, which means that it is trying to actually
search for this string and it does not find this string as a title, which means that our

database access is now safe right.
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So, this way of using a library to make SQL queries is extremely important, we should
never make a query to the database by trusting user input and inserting that into our
query because the user can escape outsider query and then start making random queries
to the database. So, once this is done, we can actually go ahead and delete the articles

object right.



(Refer Slide Time: 19:53)

Next steps

1. Login/logout
2. Session management \

Introduction to Modern Application Development Dr Gaurav Raina (IIT Madras), Tanmai Gopal (Hasura)

@b sies~ Wormenterview | $ 3 D Ext

So, you have deleted the articles object and we saved quite a few lines of code and we
have made our entire articles data dynamic. In the next module we will be looking at

how to implement log in log out and user function and how to implement.



