Privacy and Security in Online Social Networks
Prof. Ponnurangam Kumaraguru (“PK”)
Department of Computer Science and Engineering
Indian Institute of Technology, Madras

Week - 10.2

Lecture - 33
On the Dynamics of Username Changing Behavior on Twitter

(Refer Slide Time: 00:12)

116 = | v I 0| Tools ' Fil&Sign  Comment

On the Dynamics of Username Changing Behavior on
Twitter

Paridhi Jain, Ponnurangam Kumaraguru
Indraprastha Institute of Information Technology (IIT-Delhi), India
{paridhij, pki@iiitd.ac.in
cerc.iiitd.ac.in

ABSTRACT

People extensively use usemame 10 booky
tweets that mention them via Twitter
searched wsername is outdated du
and no Jonger refers (0 the user of imerest. Search by the user's
old username results in a failod atiempt (o reach the user's peofile,
thereby making others falsely belicve that the user account has been
deactivaled. Such search can also redirect to a different wser who
Tater picks the old usermame, thereby reaching to a differeat person

sers, their profiles and
ch engine. Often, the
4 recenl usemame change

commodate their changing requirements over time. However, such
username changes may lead to unwanted consaquences.

Twitter search engine receives zbout 2.1 billion queries every
day asking about events, celebrities and users.” A section of these
querics have a username that finds user * who owns the usemame [ 1),
Sometims, the searchod uscrmame is the user’s old usemame due
10 a recent username change. With no information of the user [D.
auser search with her old usemame may lead to non-scarchability
(o results) or unreachability (broken link) to the user’s profile 2]

Few users who change usemnames may not know the consequences
of failed sgreh but others reportedly take this as an opportunity to
ahscond themselves from stalkers or investigators. A pro-ldamic

altogether. Past studies show that a substantial section of Twitter
users change their usemame over time. We also observe similar
trende when trackad & 7 millioa nosrs an Tuittar far 3 duratinn of

Welcome back to the course Privacy and Security in Online Social Media on NPTEL. So,
what we will do now is continuing the pattern that we have been doing for studying the
analysis, studying how different kinds of patterns can be analyzed on social media. | am
going to look at this paper called 'On the dynamics of username changing behavior on
Twitter'. | think we have mentioned in this topic briefly in the past, which is that how
users actually change their usernames, why do they change, what level of frequency does
the change happen, who are these people - changing it, and what are the benefits
by changing the liSEEIRaNAIEs that is what we are going to look at. This is an interesting

paper which has some interesting implications also.
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tweets that mention them via Twitter search engine. Often, the
searched username is outdated due to a recent username change
and no longer refers to the user of interest. Search by the user’s
old username results in a failed attempt to reach the user’s profile,
thereby making others falsely believe that the user account has been
deactivated. Such search can also redirect to a different user who
later picks the old username, thereby reaching to a different person
altogether. Past studies show that a substantial section of Twitter
users change their username over time. We also observe similar
trends when tracked 8.7 million users on Twitter for a duration of
two months. To this point, little is known about how and why do
these users undergo changes to their username, given the conse-
quences of unreachability. To answer this, we analyze username
changing behavior of carefully selected users on Twitter and find
that users change username frequently within short time intervals (a

......

So, in the abstract, it looks the author say that past studies show that a substantial section
of Twitter users change their username over time. And BUtHOIS actually look at 8.7
million users on Twitter for duration of two months. The data collection is slightly

interesting and complicated also; we look at actually as we progress.
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two months. To this point, little is known about how and why do

these users undergo changes to their username, given the conse- o
quences of unreachability. To answer this, we analyze username D¢
changing behavior of carefully selected users on Twitter and find alc
that users change username frequently within short time intervals (a o
day) and choose new username un-related to the old one. Few favor 0
a username by repeatedly choosing it multiple times. We explore Th
few of the many reasons that may have caused username changes. e
We believe that studying username changing behavior can help cor- s
rectly find the user of interest in addition to learning username cre- 0
ation strategies and uncovering plausible malicious intentions for e
the username change. '

to
1. INTRODUCTION L

Ahont 200 million neere reoictered an Twitter hv 2013 makino it 154

.......

So the high level conclusion from the study is that few favor a username by FEpeatedly
choosing it multiple times. So, essentially what the paper would conclude is that there is
small set of people who actually change their fi@iidles many times and there are slightly



larger set of people who change it very less number of times, and the paper also looks at

the reasons why people actually change their usernames.
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commodate their changing requirements over time. However, such

d username changes may lead to unwanted consequences.
% Twitter search engine receives about 2.1 billion queries every
day asking about events, celebrities and users.” A section of these

g’z queries have a username that finds user # who owns the username [1].
le, Sometimes, the searched username is the user’s old username due
b to a recent username change. With no information of the user ID,
5 a user search with her old username may lead to non-searchability
" (no results) or unreachability (broken link) to the user’s profile [2].
= Few users who change usernamés may not know the consequences
o of failed search but others reportedly take this as an opportunity to

of abscond themselves from stalkers or investigators. A pro-Islamic
State (IS) account of Asawitiri Media is a prime example. The

nnnnnnn t han mnda mane danth theanta ta Taiittar an Fanndae Tanl-
.......

As | have said before, abstract only summarizes what is in the paper then in the
introduction you talk about the whole growth of Twitter, in terms of why it is, how users
are actually using it and what kind of data is being pushed onto twitter, so that is what is

being discussed here.
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t0 a different user, if someone else picks the old username. This can

e cre- _ :
B cause confusion among people searching for the user [4].

Changes to any profile attribute other than username do not lead
to unreachability to the user profile. Hence, in this work, we fo-
cus only on username changing behavior on Twitter. Liu et al.,
in a longitudinal study of Twitter, observed that 3% of 376 mil-

kmg.ll lion users changed their usernames over time [5]. In our dataset of
fer via 8.7 million Twitter users tracked for two months, we observe that
butes. about 73.21% users change their profile attributes and assign new
&ISE values (see Figure 1). About 10% of users change their username
meric, (discussed in Section 3).
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So, the conclusion that, one of the conclusions that the author have is in our dataset of
8.7 million Twitter users tracked for two months, they observe that 73.21 percent users
change their profile attributes, and assign new values, about 10 percent of users changes

their usernames in total.
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values (see Figure T). About |U°/o ot users change their username
(discussed in Section 3).
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Figure 1: Around 73.21% of 8.7 million users change their at-
tributes on Twitter; about 10% change their username.

So, this is basically showing you that about 73 percent of the users change their profile
attributes and assign new values. So, you can just see here that this is the x-axis is the
different attributes, and y-axis the percentage of users who have changed. And the color
here mentions the different number of times that the changes were made. Two means
twice the value users actually changed, and then three times, four values and five values
changes. 73.21 percent of the 8.7 million users change their attributes on Twitter and just

about 10 percent of users change their username.
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o Twenty percent of users trigger 85% of username changes; preferences
observed to change five time or more. Username chang- characteriza
ing behavior follows Pareto principle. Ten percent username
changes occur after an hour (20% after a day) of the earlier Identifying
username change. ods to ident

o Sixty five percent of users choose a new username un-related vised metho
to the old one while thirty five percent re-use an old one tions, follow
sometime later. anomalous |

pects of thes

e Reasons to change username include benign reasons like space

oain, suit a trending event’ gain / lose anonymity, adjust o~ detection [I¢
real-life events, avoid boredom and malicious intentions like ~ andunderst
obscured username promotion and username squatting. nign or frauc

user accoun!

With recorded past usernames of the users, Twitter can benefit in
ectively redirecting user search queries rather than either serving 3. DAT

So, now let us look at the contributions of the paper. So, there are three contributions on
the paper. 20 percent of users trigger 85 percent of username changes, again this is the
same Pareto principle that we have seen in the past, or a power law pattern that is 20
percent in users trigger 85 percent of username changes. Observed to change 5 time or
more. Username changing behavior follows a Pareto principle, 10 percent username

change occur after an hour of the earlier username change.

- the username changing pattern is also interesting because there are multiple
reasons why people change it, people change, because they want to get some space. For
example, if at all if my account when | started was Ponnurangam Kumaraguru, which is
pretty long and if | change the account to Ponguru, I will start getting when users tag me
or mention me in their post, they would get actually more space to write the content. And
all this is happening just because there is space GONSEaINt in Twitter.

Whereas, in facebook if you see there is lot more space for the content and therefore,
facebook actually allows you to change your username only once. Twitter allows you to
change as many numbers of times as possible that is the reason why this problem is
actually appearing. 65 percent of users choose a new username unrelated to the old
name, while 35 percent reused an old one sometime later. You will actually see a table

later also where there is a small set of people who actually collude that is in a group, they



would actually use the same name and different users will start using the same fiahdle

The reasons to change username include benign reasons like space gain, suit a trending
event, a gain or loss anonymity, adjust to real-life events, avoid boredom and malicious
intentions like obscured username promotion and username squatting. I will just tell you
quickly what they are and then when we go into the paper as we move forward, we can
actually look at them in details. Space gain, | said the Ponnurangam Kumaraguru to
Ponguru. Suit a trending event the some event that is going on let us take IPL — cricket,
football | would change my Hal@lé to look very similar to them, and therefore, I will &t
more of attraction. Gain or lose anonymity, | create in account Ponguru which is
Ponnurangam Kumaraguru which is probably very identifiable, whereas if | have an
account saying a guy from Chennai, the anonymity is pretty high.

Adjust to a real life events and things are changing in my life. So, earlier let us take | was
a grad student I could have a graduate in my user - but as now | am a professor so,
could actually use professor in my user handle. AVGIGIDOIEHOMItISIDOrING since | have
_ Ponguru for a long time, malicious intent is user obscured username
promotion, | could actually create an account which is, change my user handle which is
very similar to somebody who is popular and actually get my handle promoted and
username squatting. | could actually register for an account called Amitabh Bacchan,
now and keep it for me whenever Amitabh bacchan actually wants to create an account,

they would actually have to take the account from me.

This username squatting is actually pretty popular problem in terms of the usernames
also. There was an incident even in India when the current government in central wanted
to have an account there was an issue of PMO India. So, squatting of that handle like
ponguru for somebody to actually use it is a problem and this is a traditional problem in
general domains also. Somebody could squat - called pmoindia.in or pmoindia.com
or apple.com, and they could actually have others to pay for. | think there was in there
was an experience with the housing.com when they wanted the domain there was

squatting for that domain name.
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and understand if the reasons for frequent username changes are be-
nign or fraudulent intend to contribute to identification of malicious
user accounts.

ving 3, DATA COLLECTION

Our data collection methodology is divided in stages. We first
create a large seed set, track the seed set for two months every fort-
night, find users who change usernames more often than others,
filtered these users and track their profiles every fifteen minutes for
a longer stretch of 14 months.

Seed Set: In order to access any changes to username, we needed to
track users as Twitter API does not provide any notification when-
ever there are any changes. Users are selected at random to general-

Al MY o (e

.......

So, now let us look at actually the data set collection.
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per with limitations and future directions. -
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2. RELATED WORK o

A user’s profile on a social network is composed of variety of user

attributes like name, location, posts, and friends. These attributes 1, 2

change over time as the user relocates, explores new interests, and Mul

meets new friends. Studying changes to these attributes can help as 8.
trace the user’s history and help various applications to cater to

new likings and moving patterns of the user. Seec

by ¢
Evolving User Behavior: Researchers have studied user’s posts 201¢
over time and suggest that few topics of posts remain consistent due scrit
to user’s inherent interests while new topics evolve due to breaking and
events, and news from social circles [8]. User’s location has been are (
studied to note patterns of relocation in order to find her other so- as

.......

So, as | said before in related work that [EIERISIMention of three different types of
domains in this three different areas that this paper attacks which is evolving user
behavior how users are actually changing the behavior online.
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Profile Linking: Temporal changes to profile, post or connection
attributes help users to reflect their changing requirements. Col-
lective data over time could be helpful to understand the user and
model the user better. A plausible application of temporal data is
to linking profiles of user acress social networks. Pioneering stud-
ies by Perito ef al. and Zafarani et al. show that by using unique
attribute of the user — username, it is possible to achieve good ac-
curacy on profile linking. To an extent, the studies aimed to model
user behavior of creating usernames and assumed similar behavior
on other social networks [6, 13]. However, both the studies as-
sumed prior access to a set of user profiles known to belong to the
user across networks in order to extract usernames and model the
username creation behavior. We, however, collect usernames cre-
ated within a single social network i.e. Twitter and initiate research
on understanding nsername creation hehavior nsing historv of at-

And the second one is profile linking, which we have seen in this course before in terms
of actually connecting to user handles and finding out whether there is a same identifying

malicious.
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preferences while choosing new usernames, and believe that such a
characterization can help profile linking.

Identifying Malicious Users: Extensive research has devised meth-
ods to identify fake followers [14], and spam accounts [15]. De-
vised methods analyze profilés, tweeting behavior, URLS, redirec-
tions, followers and connection network to identify a malicious or
anomalous behavior. Only few studies examine the temporal as-
pects of these users and include them as a feature for malicious user
detection [16]. Our work of tracking an account’s Twitter username
and understand if the reasons for frequent username changes are be-
nign or fraudulent intend to contribute to identification of malicious
user accounts.

3. DATA COLLECTION

All these three different types of domains actually come into this research work, so the
authors actually mention about these related work.
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3. DATA COLLECTION

Our data collection methodology is divided in stages. We first
create a large seed set, track the seed set for two months every fort-
night, find users who change usernames more often than others,
filtered these users and trackitheir profiles every fifteen minutes for
a longer stretch of 14 months.

Seed Set: In order to access any changes to username, we needed to
track users as Twitter API does not provide any notification when-
ever there are any changes. Users are selected at random to general-
ize the analysis on Twitter. However, we chose not to track inactive
users since it is unlikely of them to change their username (or any
profile attribute). We, therefore, selected a seed set of 8,767,576
users who participated in 17 local and global events during April

1 212 - Qantamhar 2 M2 ranardad hv an avant manitarina tanl

Data collection, so in terms of actually the total data that was collected, the authors
actually created a large seed data set, track the seed set of for two months every fortnight,
find users who change usernames more often than others, filtered theses users and track
their profiles every 15 minutes. Essentially, what others did was they took the large data
set and they were they tried tracking it every fortnight. And for the small data sets, small
user set from this larger data set, they were actually tracking it for every fifteen minutes.

We will actually explain later why this is this approach authors took this approach.
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Seed Set: In order to access any changes to username, we needed to
track users as Twitter API does not provide any notification when-
ever there are any changes. Users are selected at random to general-
ize the analysis on Twitter. However, we chose not to track inactive
users since it is unlikely ofl them to change their username (or any
profile attribute). We, therefore, selected a seed set of 8,767,576
users who participated in 17 local and global events during April
1,2013 - September 3, 2013 recorded by an event monitoring tool,
MultiOSN [17]. Hereon, we refer to the seed set of 8,767,576 users
as 8.7M users.

Seed Tracking: We tracked 8.7M users for any username changes,
by querying them every fortnight within a period of October 1,
2013 - November 26, 2013, via Twitter Search APL Table 1 de-
scribes the numbers. By comparing two consecutive scans, old




So, | think then users who participated in the 17 local and global events during April 1,
2013 to September 3, 2013. So, essentially there where they have to be some ways of
collecting the users So, one approach that they took is events between April and
September, 2013 all the people who posted at about these global events the handles were
taken and they were actually the data for these 8.7 million users were collected which is

about that users handles.
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Seed Tracking: We tracked 8.7M users for any username changes,
by querying them every fortnight within a period of October 1,
Sts 2013 - November 26, 2013, via Twitter Search API. Table 1 de-

due scribes the numbers. By comparing two consecutive scans, old
ing and new usernames of a user were recorded. Twitter usernames
een are case-insensitive, therefore any case changes were not counted
$0- as username changes. We found that 853,827 users of 8.7M users
lo- (10%) changed their usernames at least once during a small obser-
ent vation period of two months. However, querying 8.7M users lacked
sed necessary data such as exact timestamp of username change and all
on- username changes made by a user during the observation period.
que The reason being long scan stretches of four to five days each time

........

Seed tracking, now from now on 8.7 users is the seed users. 8.7 million users for any
username changes by querying them every fortnight within a period of October 2013 and
November 2013. So, 8.7 million users, every fourteen days go and check whether they

have actually changed their handle.

By comparing two consecutive scans, old and new usernames of a user were recorded,
which is if fourteen days before, if my account was Ponguru, and today my account is
ponnurangam dot kumaraguru both of them are actually captured. Twitter usernames are
case-insensitive; therefore, any changes, any case changes were not counted as username
changes. We found that 853,827 users of the 8.7 million users which are about 10
percent, changed their usernames at least once during a small observation period of 2
months. In these 2 months, 10 percent of these 8.7 million users changed their user

handle which is actually pretty large, 10 percent of users changing their user handles.
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Seed Filtering: To capture the actual time and date when users nam
changed their usernames as well as capture most username changes repe
triggered by users, we needed to scan 8.7M users at short inter- 359
vals. Quicker scans would need 1,462 application authentication Ino
tokens. We, therefore, used limited authentication tokens to respect ter ¢
the Twitter API resources utilization and initiated a fifteen-minute used
scan. We consciously aimed at selecting users who have exhibited diffe
username changing behavior in the past and are more likely do re- secu
peat the same in future. We think that tracking users who do not sequ
participate in such behavior add little value. We, therefore, filtered i
711,609 users who changed their usernames at least once and ran- toge
domly sampled 10,000 users® to monitor them at short intervals. the ¢
leng

Dataset: We query 10K users via Twitter API every 15 minutes. char
We term the faster sean of 10K nsers as Fifteen-minute scan Fifteen- n

.......

So, now how do you, meaning we cannot actually collect all the users, -miIIion users
for very frequent data collection. So, the authors actually decided to sample, so tracking
users who do not participate in such behavior - little value, which is the users who do
not change the behavior we therefore, filtered users, 711,609 users who changed their
usernames at least once and randomly sampled 10,000 users to monitor them for a short

intervals.

The idea is to find out people who are changing their usernames and from their take the
usernames and create a small sample to collect data, and the big reason why we want to
actually, the reason why authors actually choose to collect a smaller data set of only
10,000 is that. If you had to make so much of API calls to Twitter, it is GOINGNE be
impossible, so that is what they call. That is what the author say here if you look at it,
quicker scans would need 1,462 application authentication tokens. And therefore, it is
going to be actually hard to do that. Now that we have seen the different types of seeds

that the authors used.
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domly sampled 10,000 users to momtor them at short intervals. the ¢

leng
Dataset: We query 10K users via Twitter API every 15 minutes. chat;w

We term the faster scan of 10K users as Fifteen-minute scan. Fifteen- e ¢

minute scan starts on Nov 22, "13; we bookmark the scan till Jan user

22,15 and use 14 months scan for our analysis. (leng

user

2 0.8).

Name of scan Period of scan # users Tor 4
Fortnight scan Oct 1613 -Nov 26,13 | 8,767,576 i

Fificen-minute scan | Nov 2213 -Jan22°15__| 10,000 .

creal

Table 1: Dataset statistics. Note

worl

tradi

4. CHARACTERIZATION tofl

8501100k

Here is the table that actually gives you the - in a such things formed, fortnight scan
October 16, 2013 to November 26 2013, 8 million users - 15 minute scan November 22
to January 22 of 2015 10,000 users.

(Refer Slide Time: 16:44)

LA ] 2 h-tanpet

Son GRS H M| ®® |16 =@ x| 5 i | a2 Tools | FASign  Comment
4. UIHARAUIUMLATIUIY Ob

St

Before analyzing the characteristics of the entities involved in ofithe

username changing process — usernames and users, we estimate the prefere

frequency of the behavior. Out of 10K users, 4,198 users changed —_—
their usernames at least once in 14 months, constituting 14,880 Biiled <
username changes. About 20% users changed five times or more
triggering around 12,648 (85% of all) username changes (see Fig-
ure 3). One user changed her username 113 times in 14 months 4.2

which on manual inspection, turned out to be an inorganic user [18] We
with half completed tweets, tweets with same text, and frequent

across |

their u
posts in short duration. We also examine the number of days af- witlh rl:e
ter which users trigger the change (see Figure 2(a)). Around 20% swer th

of username changes were triggered within a day of the previous

username change. Observe a Pareto distribution with 20% users 4.2.1

frequently changing usernames in short intervals and 80% users o
; : . O On

chanoino rarelv after lone durations (see insef fionre in Fioure 3). -

850211

Out of the 10,000 users, 4,198 users changed their usernames at least once in 14 months.
Constituting 14,880 username changes, about 20 percent users changed 5 minutes or
more triggering around 12,648 - 85 percent of user name changes. And so we will see the

figures also. So, one user changed her username 113 times in fourteen months which on



manual inspection turned out to be an inorganic user with half completed tweets, tweets
with the same text, and frequent posts in short duration So, it is essentially saying that it
is not necessarily legitimate or human being user. So, the conclusion that you want to
remember is 10,000 users, 4,198 users changed their username at least once in 14

months.
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of username changes were triggered within a day of the previous
username change. Observe a Pareto distribution with 20% users
frequently changing usernames in short intervals and 80% users
changing rarely after long durations (see inset figure in Figure 3).

% of users

"0 W7 W
Frequency of usemame changs

0(J 20 40 60 80 100 120
Frequency of username change

Figure 3: User distribution for frequency of changing user-
name. Twenty percent users frequently change usernames and
809% users change rarely.

Tooks | FASign | Commant
SWTT TICST quTsuuIn nuw.

4.2.1  Popularity v/s Frequenc:
On Twitter, users tweet, reply or cor
Changing usenames by a popular user n
her followers or may lead to loss of tv
picks the usemname. In such a scenari
with higher number of followers avoid :
measure popularity of 4,198 users usin
plot it against frequency of username
To find correlation between the two, '
many followers (> 1 million) or too le
username change frequency is weakly
the in-degree of the user (Pearson corr
0.00001, a: 0.05). A significant posi
higher the popularity, higher is the frec
weak correlation does not guarantee the

4.2.2 Activity v/s Frequency oj
An active user on Twitter, who engag

and group chats, may change her userna
confusion during tagging / replying in ¢

active users change their usemames le

1 108 nepre and maeacnra thair activity

We are continuously collecting data for the 711,609 users and hope 1o have a larger

8501100k

So, the reference here is to figure 3. Let us go look at figure 3. So, here is figure 3, which
actually shows user distribution for frequency of changing user names, 20 percent of the
users frequently changed this usernames and 80 percent of the users change rarely. So,
again like the last week paper that we saw, it is a percentage of users where you can
actually see that the first part until about 10 or 12 is actually very short. So, there the
ifSight is actually giving you the more Hetailed view of the data, frequency of username

change versus number of users.

So, one user changed, one user changed it 113 times in 14 months. Around 20 percent of
the username changes were triggered within a day of the previous username change.
Observe a Pareto distribution with 20 percent of the users frequently changing usernames
in short intervals, and 80 percent of the users changing rarely after long duration So, this

is why this is in figure 2(a) that is the distribution that you want to actually look at.
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So, again there is an - here to show the number of days for a username change, this
is 0 to 600, whereas this is just showing 0 to 1. And the frequency of username changes
frequency of username changes here right, this is the percentage of username changes
So, (a) is giving you that, normalized longest common subsequence length, we'll see all

of these, position of change relative to usernames.

(Refer Slide Time: 20:27)

L] . Odedainpet

Don | GUR@AEM @@ e =@ o] 53| &H] L Toots | F&Sign | Comment
150 exaine e DUber of GayS AL SR UG S USRI i U sy

nge (see Figure 2(a)). Around 20%

ogered within a day of the previous

Pareto distribution with 20% users 42/ Popularity v/s Frequency of Change

s in short intervals and 80% users

tions (see inset figure in Figure 3).

with network govern the frequency of username change? We an-
swer these questions now.

On Twitter, users tweet, reply or converse with their username.
Changing usernames by a popular user may lead to confusion among
her followers or may lead to loss of tweets in case someone else
oot picks the username. In such a scenario, we speculate that users
with higher number of followers avoid any usename changes. We
measure popularity of 4,198 users using followers (in-degree) and
plot it against frequency of username change (see Figure 4(a)).
To find comelation between the two, we remove users with too

« many followers (> 1 million) or too less (< 1). We observe that
":"..._ B username change frequency is weakly yet positively correlated to
SR . e the in-degree of the user (Pearson ('orrelariqn: 0.1153, p-value <

0.00001, a: 0.05). A significant positive correlation imply that
higher the popularity, higher is the frequency of change, however

60 8 100 120 weak correlation does not guarantee the same.
of username change

4.2.2  Activity v/s Frequency of Change

An active user on Twitter, who engages herself in conversations
and group chats, may change her username less frequently to avoid
confision durine taoeine / renlvine in a tweet. We coniecture that

for frequency of changing user-
frequently change usernames and

25031100k

So, now look at the usernames itself. Specifically targeting only looking at the
usernames, we actually see popularity versus frequency change. We measure popularity



of 4,198 users using followers, that is in degree you know what in degree is, and plot it
against a frequency of username change which is number of followers that I have versus
the number of times or my username changes. This will actually be interesting results
like whether popular users who are having a lot more followers are actually changing the

usernames more frequently versus people who have lesser number of followers.

To find the correlation between the two, authors basically removed a everybody who had
greater than one million followers, and too less which is less than one for us, because
there is no sense in having or both these types of users because it will actually not, it will
basically - the analysis that we are looking at.

We observe that username change frequency is weakly yet positively correlated with the
in degree of username, which is a significant positive correlation imply that higher the
popularity, higher is the frequency of change, however, weak correlation does not
guarantee the same. Which is that we in this case we only have authors only found weak
correlation. So, there may be a chance that the number of in degree followers is actually

affecting the username changes, but it may not also be effective.
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Figure 4: Frequency of username change vs user popularity
and activity. Weak correlations imply that popularity and ac-
tivity has a little impact on the choice of changing username.
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Figure 4 (a), so if you see here, this shows number of followers from 1 to 10 to the power
of 6, frequency of username changes. So, this is not a really ffiéaning, if it would have
been a positive correlation we could have actually seen all data like this, which is as the

number of followers increases, first percentage of times the username changes increases



then it could be a linear graph. Whereas, this graph is showing you that it is not really
positively correlated. Also if you look at this another metric which is percentage of
tweets posted - frequency of username change, weak correlation imply that
popularity and activity has a little impact on choice of change in username.
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Figure 2: Distribution of users and username changes among different username creation strategies. A s
username multiple times within short intervals and choose un-related new usernames, Users are likel

adding or deleting only characters at preferred positions.

tweets. Figure 4(b) shows the frequency of username change with tweet length is limited and maximum

the user’s activity. To find correlation between the two, we removed is 15 characters, long usemames imp
users with too many tweets (> 100K) or too few (< 1). We observe late that users with long old useman
a weak and positive correlation between the two (Pearson corre- usernames to allow other users (foll

lation: 0.1045, p-value < 0.0001, a: 0.05). A positive yet weak than before and benefit from space g

correlation imply that users with high activity are inclined towards by the introduction of shortened urls

frequent username changes, however activity does not guarantee save space in a tweet [19]. We calcu

frequency. tween new and old username of users :

with old usernames less than and gn

(11). We observe that 75.19% of long

s g same length new usernames while 60

§ . long new usernames (see Figure 5).

. 1 with old usernames of length < 11 t¢

new usernames while most users wit

11 prefer to remove characters for the

observation, we infer that creating st
tive for users to change usernames.

850211000

Which is the second graph is here figure 4(b) shows the frequency of username change
with the users' activity. To find correlation between the two, again the more greater than
ten thousand tweets less than one tweet, we observed a weak and a positive correlation
between the two, same as the number of followers that is so we have weak correlation
between these two, number of tweets posted and the frequency of username change. So,
that is gives you a sense. So, let us go overall the analysis that you have seen until now, it
basically says that 20 percent of the users change five times, that - people who
have changed 113 times and there is weak relationship between popularity and the
number of post somebody posts for the username changes that is what we learnt until

now.
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selves in username changing behavior or only new users change Space gain (Ne
their usemames multiple times. A negative and very weak come- Figure 5: Length difference betwee
lation between the age of the Twitter account and the frequency length of old username. Users with |
with which the account changes username (Pearson correlation: new usernames (higher negative s|
-0.0942, p-value < 0.0001, a: 0.05) implies that both older and short usernames pick longer new u¢
newer accounts engage in this behavior.

. Maintain Multiple Accounts: Few e
multiple accounts. A user is allowed
5. PLAUSIBLE REASONS ple accounts with different email adc
So far it in unclear on reaspns that encourage users to change ing shared username’s owners over
their usernames. Users put efforts to create a suitable usename accounts of a single user within Twitt

to converse with others on the network. A sudden change to the
username directs users to a broken link or to a different user alto- Change Username Identifiability: F
gether who now owns the dumped usemame. We now discuss a set usemames to reverse the identifiabilit
of reasons for usename change based on observations using data to make them personal or anonymous
analysis and talking informally to tracked users via tweets. “loried ligarreto’ changed her usem¢
‘sienteteotravez' (feel again in Englisl
Space Gain: On Twitter, a user can converse with another user intended to make her username anony
by tagging her ‘@<username>" in 140-character tweet. Since the observe users who previously picked

250211000

So, for studying, actually the reasons why people change the name, - the first
author of the paper actually tried doing some interesting things. Once she created a
survey with the some questions asking why users actually change their usernames. And
she posted tweets tagging the users who had actually changed the usernames.

Interestingly we got some both very positive reactions and very negative reactions also.
There were people who actually said why you actually tracking us, - are you and why
you actually understanding username changes that | have done, why you asking me all
these questions. Some users actually reacted with their, gave the reasons, why they are
actually changing their names, usernames and actually explain things. Here is a some
reasons that we said in the abstract, what are the reasons that PEOPIE could actually
changes the usernames, space gain, of course, Ponnurangam Kumaraguru versus

Ponguru would help them change their get more text into the posts.
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ith high activity are inclined towards by the introduction of shortened urls and RT symbol in Twitter to
owever activity does not guarantee save space in a tweet [19]. We calculate the length difference be-
tween new and old usemame of users and separately represent users
with old usernames less than and greater than the median length
(11). We observe that 75.19% of long usemames moved to short or
same length new usernames while 60.87% short usernames picked
long new usernames (see Figure 5). Tn other words, most users
with old usernames of length < I1 tend to add characters in their
new usernames while most users with old usernames of length >
1 prefer to remove characters for their new usemames. With this
observation, we infer that creating shorter usernames is an incen-
tive for users to change usernames.
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Let us also look at the figure 5, which actually is showing you that the length difference
between the names. So, if you look at the x-axis, it is a space gain being in their x-axis
and y-axis is old username length which is to find out that if I moved from ponnurangam
to ponnurangam kumaraguru to Ponguru versus Ponguru to ponnurangam kumaraguru,

what is happening and why are users doing that.

So the authors calculated the length difference between the new and the old name of
users, and separately represents users of the old names less than and greater than the
median length of eleven that was because I think the liad itself showed that the median
length of user handle size was 11. Authors observed that 75 percent of long usernames
moved to short or the same length new usernames. 75 percent, 75.19 percent of long
usernames moved to short or same length usernames. While 60.87 percent short
usernames picked long new usernames So, it is kind of a same kind of percentage of

people are actually flipPilig from small to big, and big to small.

In other words, most users with old usernames of less than 11 tend to add characters in
their usernames. While most users with old usernames greater than 11 prefer to remove
characters from their new usernames; old username length greater than 11 which is
shown as red here they are all moving from, so basically space gain if | actually reduce
my user handle size, | am getting actually more space. If | am getting increasing the

characters, | am losing space that is what is positive and negative here.



It moves from, so old usernames old username less than 11, where if you see here old
username less than 7 tend to add characters, so that is what is here, a space gain and this
is negative space gain. old USEMaMme less than eleven characters. So, this is blue is old
username is less than eleven characters. So, they are actually getting space gain which is
POSitiVeNOIANUSErame greater than eleven which are getting, they are adding more
characters. So, they getting space gain negative, they are losing space. That would help

you to understand what kind of username changes are happening on Twitter.
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Space gain (New - old)
Figure 5: Length difference between new and old username v/s
length of old username. Users with long usernames pick shorter
new usernames (higher negative space gain) while users with
short usernames pick longer new usernames.

Maintain Multiple Accounts: Few exchange usernames with their
multiple accounts. A pser is allowed to manage and create multi-
ple accounts with different email address. We think that by trac-
ing shared username’s owners over time may help link multiple
accounts of a single user within Twitter.

Change Username Identifiability: Few users in our dataset changed
usernames to reverse the identifiability of the usernames i.e. either
to make them personal or anonymous. For instance, a user named
‘loried ligarreto’ changed her username from ‘loriedligarreto’ to
‘sienteteotravez’ (feel again in English) implying that user possibly

In terms of the 10,000 users that the authors are actually analyzing.
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Figure 5: Length difference between new and old username v/s
length of old username. Users with long usernames pick shorter
new usernames (higher negative space gain) while users with
short usernames pick longer new usernames,

Maintain Multiple Accounts: Few exchange usernames with their
multiple accounts. A user is allowed to manage and create multi-
ple accounts with different email address. We think that by trac-
ing shared usemame’s owners over time may help link multiple
accounts of a single user within Twitter.

Change Username Identifiability: Few users in our dataset changed
usernames to reverse the identifiability of the usernames i.e. either
to make them personal or anonymous. For instance, a user named

Tools | FASign | Commant

v to tracked users via tweets. “Joried ligarreto’ changed her usemame from “loriedligarreto” to
“sienteteotravez’ (feel again in English) implying that user possibly
intended to make her username anonymous. In other instances, we
observe users who previously picked less identifiable usernames,

ser can converse with another user
> in 140-character tweet. Since the

2501100k

Maintain multiple accounts, few exchange usernames with the multiple accounts. Which
is | maintain three accounts and | actually keep changing the usernames between these
three accounts. So, the users, some users in the fataisel change username to reverse the
identifiability of the users, Eithel to make them personal or to anonymous. So, for
example, | could actually have a username Ponguru, which is probably identifiable and |
move from Ponguru to professor from Chennai and that would make it anonymous,

compared to professor from Chennai to Ponguru which will make it more identifiable.
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60xx2762x | Peshawar_sMs | MoBile_TricKes | BBC_PAK_NEWS | Sajan Group | 2013-(4-08
11xx370%9x | Vip_Wife Peshawar_sMs | UBL_Cricket Sajan Group | 2013-10-25
28xx1645x | NFS002cric NaKaaM_LiFe | Peshawar_sMs Sajan Group | 2013-11-08

Table 2: Obscured username promotion. Users of a group (partner accounts) collaboratively share and promote the
tweets / description to evenly distribute followers among themselves.

made them personal later. For example, a user named ‘rodrigo’
changed her usemame from ‘unosojosverdes” (green eyes in En-
glish) to ‘rodrigothomas_", thereby implicating that user probably

wished to associate her real identity to her username. 1

picked by the partner accounts with fewer follow
modus operandi was observed when Recorded Fu
Twitter accounts of a terrorist organization, Islami
single username was promoted by multiple ISIS-r
or followers either via bio or tweets, thereby tricki
followers [20]. We suspect that the accounts listec
gage in similar malicious activities.

Adjust to Events: Another user told us in a tweet that she rep-
resents Sahara India FabClub. She has supported Sahara’s Pune
Warriors team in IPL event with username ‘pwifanclub’ and then
Sahara F1 team with username ‘Forcelndia@!" and therefore has
changed her username.

Username Squatting: On Twitter, if an inactive use
the username, in order to block or preserve that
not to allow others to use it, the usemame belon

AR 10




So, just take a look at this table, this is something | mentioned earlier, but I will actually
explaine what [i@pPened in the data set now. So, you should look at the first column
which is the id, which is the unique id that the users have on Twitter, we have put x so
that you can also not identify the users for now. Scan 1 - Peshawar underscore sms; scan
2 - Peshawar underscore went to the next user in row 2. And scan 3 - Peshawar
underscore sms went to the user 3. So, it is a same group Sajan group and given that we
were actually tracking, the authors were tracking every 15 minutes we could actually
find out that every scan at the user handle with different sets of users from the same

group.

It could be the case that this all these handles are actually managed by the same person
that is a probability there, but what we found was this - that usernames within a group
have been shared and people actually use different account starts using the same user

handle. So, the last column is date of observation which is showing you that we captured

data in different snapshots.
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Tablé 2: Obscured username promotion. Users of a group (partner accounts) collaboratively share and pron

tweets / description to evenly distribute followers among themselves.

made them personal later. For example, a user named ‘rodrigo’
changed her username from ‘unosojosverdes (green eyes in En-
glish) to ‘rodrigothomas_’, thereby implicating that user probably
wished to associate her real identity to her username.

Adjust to Events: Another user told us in a tweet that she rep-
resents Sahara India FabClub. She has supported Sahara's Pune
Warriors team in IPL event with usemame ‘pwifanclub’ and then
Sahara F1 team with usemame ‘Forcelndia@!” and therefore has
changed her usemame.

Obscured Username Promotion: Owing to limited number of
users in fifteen minute scan, we use fortnight scans of 8.7M users
for this analysis. To our surprise, we find that a few user pro-
files collaboratively picked the same username at different times-
tamps. Table 2 shows one such group and the rotation of a user-
name among the profiles, as observed in four scans. Username
‘Peshawar_sMs" was used by different user IDs at different times.
All these users claimed to belong to a group, either in their name or
in bio attribute. We term the username which is shared by multiple

AQinn

picked by the partner accounts with fewel
modus operandi was observed when Recc
Twitter accounts of a terrorist organization
single username was promoted by multipk
or followers either via bio or tweets, theret
followers [20]. We suspect that the accoun
gage in similar malicious activities.

Username Squatting: On Twitter. if an inac
the username, in order to block or preser
not to allow others to use it, the usernam
username. Username squatting is against T
usernames on OSNs have been investigated
ature by law researchers [21] to fight cases
ment. We are curious to find if users changi
squat interesting ones. Method to squatting

that either show no activity (i.e. no tweets)
For our fifteen-minute scan, we observe Ul
4,198 users, at least one of their vacated

by inactive Twitter profiles, either created b
Withont the aceess to emails nsed 1o ereate

So, looking at the reasons for actually username changes; adjust to events which is one
user actually said that and the user was actually associated with an event, the event
finished and the user started GONNEEtNG with the another event and then, so they handle

was changed for example, pwifanclub to Forcelndia.
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We analyze tweets and description of the partner accounts men- furesto.hod agn  poney users, on
tioned in Table 2. We calculate number of ‘@' tags mentioned
in their tweets and description. It was surprising to see that ir- 6. DISCUSSION
respective of the group, the partner accounts promoted a shared ‘This work aims at finding how and why
username by posting “Follow @<username>" in their tweets (or in names within a social network like Twitter.
mum’dcscriminm multinle times (see Fieure 6). Altogether for the two username un-related to the old username v

So, this is the explanation that | did with the table two, which is the authors found that a
few users collaboratively pick the same username at different times stamps, and the table
I have already walked you through, so which actually gives you a sense of how the
handles have been managed.
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v
gage in similar malicious activities.

Username Squatting: On Twitter, if an inactive user account keeps
the usename, in order to block or preserve that username, and
not 1o allow others to use it, the usemame belongs to squatted-
username. Usemname squatting is against Twitter Rules.” Squatted
usernames on OSNs have been investigated as a challenge in liter-
ature by law researchers [21] to fight cases of trademark infringe-
ment. We are curious to find if users change usemames in order to
squat interesting ones. Method to squatting here is to create profiles
that either show no activity (i.e. no tweets) or have zero followers.
For our fifteen-minute scan, we observe that for around 12% of
4,198 users, at least one of their vacated usemames are blocked
by inactive Twitter profiles, either created by themselves or others.
Without the access to emails used to create user accounts, it is diffi-
cuffto validate if users created the accounts to squat the usemames
or others block the username with an inactive account.

We think that future research can add these observations as fea-
tures to find malign / phoney users on platforms like Twitter.

6. DISCUSSION

This work aims at finding how and why users change their user-
names within a social network like Twitter. Most users created new

Username squatting. Username squatting is actually against the Twitter rules, but users
actually generate user handles and keep it, so that they can actually [iONetiZesthen when
necessary, when other users are actually wanting to have these handles.



(Refer Slide Time: 33:26)

LB T -Janpa’
Dow | QEDEASZ| @@ se =@ -]z
5. SEVENTeen Percent (3 0ut 0 JU) USemames are promorea

ore than one user. We think that by asking other Twitter users
low a shared usemame and then keep exchanging the user-
with each other, the intention is to obscure the real identity of

er behind the free flowing shared username and distribute the

ers evenly across the partner accounts.
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re 6: A partner account promotes another’in her tweet.

explain the usemame promotion methodology as: an account
a shared username u, while other partner accounts promote
sername by asking users to follow the account with usemame
¢ account gains followers and decides to let her partner ac-
s gain further. She then releases her usemame to be picked
r partner accounts, and picks another (shared) username. She
l!l;&rgx_r‘lolion of the usemame u.. alone with other partner
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member a past dumped username [6]. When creating
across OSNs, a user needs to remember all usernames t
creating usemnames within a network, she needs to remen
the latest one. Therefore, she has the liberty to choose it 1
ferent from others. Un-relatedness between old and new us
may challenge people on the network to derive new usern
auser's old username and use Twitter search engine to fin
Leaving other users in a dilemma of finding her new
what one may not intend to do, therefore, it is less expectec
to change their usernames at the first place. However, ol
sis suggests that a section of users changed usernames for
such as to help current followers write more in a tweet b
ing less space with the new shorter username, intentionall
username with other members of a group to evenly distri
lowers among themselves, anonymize or personalize thei
exhibit their support towards a team / event, etc. Based «
formal survey, we verified the reasons we speculated.
that cither users are not aware of missed searches due to t
change or they care less.
We also inquire if similar reasons for change exist for

cial networks that allow usemame change any number «
Wikipedia is a moderated platform which allows changes

So, that ends the paper. So, this is essentially a paper which talks about how much
frequently the users CHangenthe handles, why do they change the handle, what kind of
patterns, what is the relationship between number of, [llfil@§ changing the handle - people
who are popular versus people who are not popular, people who post a lot more text

versus the people who posts less texts, that is the kind of analysis that this paper.

(Refer Slide Time: 34:05)

Dom QER&RS

252 | @ @0 e @@ [om -] m g | &

T S-anpd
Tools | F&Sign | Comment

Reason Category Example

Privacy “For privacy, since Sstriew has my initials and part of my full name.”

Privacy and Abuse “For privacy. Ive antracted the attention of online bullies lately.”

Link All Accounts “Consistency with other logins across the whole range of places where one can login,
including some publicly accessible online profiles (e.g, Twitter)."

Use Real Name “Changing my account from my nickname to my real name”

Use Easier, Shorter Username “This username is easier to remember for me"

Spelling, Capitalization, Spacing issues

"Didn’t realize there could be a space in the usemame”

Violates Wiki Policy [Promotional]

"My username is promotional/advertising for [[Roblox]] and administrator said either
change your username or make a new account, so I am requesting to change my name.”

Violates Wiki Policy [Group Usage]

“Current username represents organisation”

Violates Wiki Policy [Religious Connota-
tion]

“My current name is apparently too ethnic for some editors, leading 1o inappropriate talk
tpage speculation about my refigion."

Violates Wiki Policy [Bot|

“Didnt read username policy, not allowed to have Bot in username.”

Violates Wiki Policy [Offensive]

“Was told username may be offensive to some, and a violation of username policy."

No /Random Reason

"I would like a username in English, please”

Table 3: Examples of few reasons for username change listed on Wikipedia.

names. Every time a Wiki member wants to change usemame, she

needs to request a moderator with her old username, wished new
nsermame and the wason for chanas_ Wa eallated 16 167 reacns

[3] “How the Islamic State is still Thriving on Twitter,”
hitp://news siteintelgroup.com/blog/index.php/categ
entry/377- how-the-islamic-state-is-still- thriving-or

This paper can be actually very useful in terms of even analyzing and even making some

inferences on username changes.
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Trivacy 00 ARG For prvacy. T atracted e aftenion of oline balies atels™ W

Lk ATl Accousts

“Comistency with oher Jogins acrusy e whole range of places where one cun login, | 67
including some publicly accessible online pftes fe.g. Tiitier).”

Use Real Name ~Changing my account Jrom my nickname fo my real nane™ ®
Tse Fasier, Shorter Usermame “THis wsermaane b caver fo remenber for me” 3%
Spellng, Capilalizaion, Spacing 1ssues "Dt realize fere could be @ space i the mermane” %

Vioksics Wiki Policy [Promotional]

"My usermame 5 prowetionalodvertiving for [[Roblot]] and adwiisiraior aid eher | 2%
change your utemame o make a new accnums, 50 § aw requesting 5o change my nae.”

Viokies Wiki Policy [Group Usage] =CarTent WSE/mame FEpIeseRls Orpamisaiion” 0
Vickiies Wiki Policy [Religious Connota- | My curnent mame is apparently 00 ethnic for some editors, leading 1o inappmyricte talk | 6%
tioa] page speculation about my religion.”

Vickiles Wiki Policy [Bo “Dhud read isername policy, st allowed 10 Tve Bl 1n WSermome. - %
Vickiics Wiki Policy [Olfensive] “TWas 100 wsername wsay b OJeniive 1 Sovee, and @ TIOUHLON 0 usermame vy, %
o7 Random Reason ~Tvvould e @ wername i Englo, please” T

Table 3: Examples of few reasons for username change listed on Wikipedia.

names. Every time & Wiki member wants (o rrurngu: username, she
needs to request a moderator with her old usemame, wished new
username and the reason for change, We collated 16.167 reasons
from 15,288 Wiki members listed within 6 years i.c.. from De-
cember 20, 2007 to December 20, 2013, publicly available here®,
Reasons are described ac free text, so we used grounded theory
and classified the reasons in categories based on Wiki policies of
username crealion’, Table 3 shows the categorics and the dis-
tribution of reasons within each category. We observe that 22%
users request for a username change s their old usemame is not in
accordance with Wikipedia's usemame policy, 30% users change
loog and il aby Sow L ibad idaatil d

131 “How the Islaméc State is still Thriviag ca Twitier,” 2015,
hutp:fincus.sikimtelgroup.com'blog/index pbpeategonesjihad
entry/377-how-the-islamic 1l-the

[4] ~Womas who hagged “Chelsea™ Twilter usermame would fike you to
know she isa't a football club " 2015, hatpuiwww.mirror co.uk/spoet/
row-zed/woenan- who- hagged-chelsea- twitier- 5344884,

5] Y. Liu. C. Kliman-Silver, and A. Miskne, “The Tueets They are
a-changin’: Evolution of Twitler Users and Behavior.” im JCWSM /4.

[6] R. Zafarani and H. Lins, “Coanccting Users across Secial Media
Sites: A Behaviceal-modeling Approach.” in KDD'13.

|7] P.Jaim, P Kumaraguru, and A. Joshi, “Other Times. Other Values:
Leveraging Attribate History to Lisk User Profiles Across Online
Social Netwoeks.” in #7. 2015,

Also here is a table which actually also says few reasons for username changes. Privacy,
for privacy since as my initials and part of my full name. So, is simply people are
actually given the reasons for why people change the usernames privacy, privacy and
abuse, link all accounts, use real name, use easier, shorter username and reading the text
in the column one violates wiki policy, violates wiki policy, violates wiki policy for
religious reasons. So, these are not from the user handles from Twitter. Authors actually
got a chance to look at the username changes in Wikipedia and these are the reasons that
people had actually mentioned even in Wikipedia you could actually change your handle.

(Refer Slide Time: 35:21)
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1o gain anomymily and avoid abuse. few for unificd identity, ad-
just o spelling errors and capitalization. Few examples for user-
name change are mentioned in Table 3. Study of usersame change
on two networks, Twitter and Wikipedia, show that few users are
concemod about their privacy while others wanl (o establish their
unigue identity across platforms, Few other reasons are platform
specific ¢.2. usermame promotion on Twitter to gain followers while
username change on Wikipedia to adjust to platform’s poticy.

7. LIMITATIONS AND FUTURE WORK

Duc (o limited Twitier API resources. we monitored a small st
(10K} of Twitter users at short intervals of 15 minutes and recorded
4,198 users who changed their usemames in 14 moaths. We un-
derstand that our dataset capures a small popalation out of million
Twitter users. However, our intention is 1o highlight observations
about username changing bebavior over time. We further attempt
1o reason the change by informally asking users for feedback via
writing tweets (0 them. As we received few responses, we could
not list reasons of all username changes we observed.

We suggest to extend the work in two direstions, First, we
sugeest a detailod investigation of their behavior, connections and
tweeting pattems of users who fom groups and rotate username to
understand their intentions. Second, we plan to extend the dataset
to peove the validity and generalizability of derived inferences.
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Of course this work, ffiéaning all of these kind of work has to have some kind of a
limitation. So, here due to the Twitter API restrictions only ten thousand users' data was
actually collected and analyzed for the fifteen minutes scan, that is one of the biggest
limitations for the study. And that are many [ifeetions that people could actually take this
kind of work; one direction which users - take or people - take is actually
extending, increasing the data set of the analysis itself studying it among much larger
data set probably may give some more results which is generalizable to large audience

also. With that I will stop this paper; I will see you soon.



