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Network Processors, Security and
Performance

Welcome to the section on Network processors,Security and Performance.This is going
to be an introductory level talk on, how one goes about designing a router,a network
processor within a router and then what are all the components within a high speed router
that you can see. The question is what is the difference between ageneral purpose
processor and a network processor. So, we will try to explain this during this whole
lectureand we will also look at somesample,a single network processor sample.There are
other companies which also make network processor, but we have taken up a example of
42,40 because in the previous section, Vasanwould have talked about the free
scaleprocessor. So, we are taking one of the free scale processoras an example. The

agenda for this talk is some think like this.
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Agenda

* Basics of Networking / Packet Processing
* NP vs. GPP

* Network Processor Architecture

* Use of ASICs

* Security aspects in NP and Routers

* Conclusion

We will look at basics of networking and packet processing and then we will look at, it
probably may not be in the same order, but what you are going to look at is; see once see
we have to understand what is networking and what is packet processing, before you
understand the architecture.Just like in a general purpose processor you talk about
bullion logic and things like that and then understand about bits, bytes and all those
things. We will also look at the packet processing of the networking processorso there is

the next level,| mean we can take it consider it as a next level.

We will see the difference betweennetwork processor and general purpose processor and
we will see a sample network processor architecture and we will also see why ASICs are
very important in network processor architecture.Other than security,one of the things
that is needed in network processor is performance; therefore,we have to have both
securityand performance in a network architecture. Not there is not needed in
yourgeneral purpose processor, but general purpose processorare used for say
implementing algorithms,that implement security and then you also have secure chips,

which can be added to the network processor andso on.

But then we will see why this becomes very important, we will be considering only the
routers that are available in the industries. 1 am mostly going to take some examples of

Cisco routers, because these materials are available on the web,so | have taken Cisco



routers as an example and then finallywe will see what these that in designing network

processor we should also consider both security and performance together.

(Refer Slide Time: 02:43)

Networking Fundamentals
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Thus, let us start with some networking fundamentals and this is a very well
knownfundamental stuff that most of you study, even though many of protocol donot
follow this, but this can taken as a standard.One of the things that we can a look at is, see
you use a transmit data package and then it is (Refer Time: 03:02) by another user and
then what happens is the data packets you start adding headersand then the headers
increase in size. So, if you look at this,it starts with a small data and then with every

levellayer that goes down,the data packets increase in size.

If you look at a routerthat operates more or less of the network layerandso at the network
layeryou call them as packets,data packets and then at the data link layer you call them as
frames,the physical or a data link layer you, this is the terminology that we use. We will
look at the operations that happen at this network layer, we will look at some protocols
and in general how protocolsprocess data packets. So, protocols is a way of exchanging
information between two systemsand then we will look at how, see that there is the
commonality in this kind of packet processing and that is the reason. So, we will
consider both network and data link, at data link they call it as a switchingand even at the

network layer you can do switching,so they are called route switchers. Then we will look



atswitching as a concept in generaland then see how processor can be designed to meet

the needs of performance and security.
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Processing at Layers
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Now, going into the detail, if you look at this let us concentrate mostly on the network or
the data link layer. So, as | told you it is called packets of the network layer and frames
of the data link layer,sowhen it comes at the packet level then the most important aspects
that router as to take care isroutingand then configuration of routers, how to configure
the routers and how do you assemble smaller packets into larger packets or take bigger
packets and cut it into smaller packetsandso on.These are all some of the functionality

that a route has to provide.

Then going down at the frames, a similar functionality is provided but here what happens
is you are looking at error checking and things like this, cyclic redundancy check andso
onand physical structure, you have to do physical data encoding and there are two
mediums which you will usually transmit a data with wired or wireless andso on. So,
another important aspect in these layers is,| mean in network processor is the power that
it consumes.So obviously, | mean in general purpose is people go on to (Refer Time:
05:30)for example, the processor that Vasan discussed in the last section,it has low
power, arm cot X is low power.Nowcan we achieve that kind of low power in networking
because wireless itself takes lot of power to transmit the data,so that is another aspect in

networking, where power is also one of the major considerations.Now there are other



things see, they on the right hand side you can see the devices that actually work are the

different layers.

If you look at this network layer, you have routersand then just below the network layer
you can use a switch or a bridge or a wireless access pointand then below that you have
hub.But usually anetwork process are used only at these two levels, that is a routing and

switching point.
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Packet Processing - Layer 3
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Now, moving onso what happens at the routing layer,see if you look at the routing
layer,you have to take care; any router as to take care of all these kinds of protocols that
can run on the routers. In order to take care of these protocols very straight forward, you
see that there are bunch of algorithms that they are implementing, like distance vector
algorithm andso on, link state algorithm andso on. So, for that you definitely need a

general purpose processor, in any router box you will have a general purpose processor.

Now the other aspect of this is; it also needs,look at this,it also has to converge quite
quickly, the algorithms have to convergence quite quickly which essentially means that
you have to transmit the packets and get the information, then the converge to a routing
point very quickly; that means, you really need high speed processor and you wouldhave
read in your course that usually they make use of pipelining and parallelism for getting
high speed and we will see that we will be using massive parallelism because the packets

can be processed in parallel, in a network processor.



Therefore, every network processor will have massive parallelismand the other aspects
of routing protocols.We will see that all most all the routing protocols actually take data
package, do some kind of processingand then send the data package to some other
piece.This is the common operation that actually happens in a router or a switch,l mean,|

am talking in general, but let us see the specifics as we go on.
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Common Layer 3 Protocols
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The other thing about this routing protocol is even though there are different types of
routing protocols, they travel over either TCP or UDP. For example, you can have ripall
these thingsso all these protocols exist at this leveland then they exchange data
packetsand all those applications that run on top,see there are two kinds of protocols, one
is routing protocols and routed protocols.Routing protocols or these guys, that we have
listed, routed protocols are protocols like I P N,U D P, where they carry data packets and
based on the information that is obtained by using routing protocols, routing happens.

Now these kind of protocols, have look at this they have a three way handshake, T C P
has a three way handshake these also have to be managed.If you look at thisU D P just
dumps data packets, if you take U D P it just dumps data packets,it does not bother
whether the link is full or not. We have to take care of these kind of stuffs,so if you
dumping data packets;How does the router handle it?Does it buffer?The packets or does
it drop the packets andso on.These are all some of the things that a router has to take a

decisionand then finally, both of them used check sum; that means, every packet that



comes in, you have to calculate check sum; that means, you need a really very fast

processor to do check sum calculation.
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Frame Processing — Layer 2
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Now, at the layer 2,at layer 3 we can implement some algorithms and then get it
working.At layer 2 what happens,layer 2 there are different types of; you have to
transmit the framesand for frame transmission,usually they use two types ofrouting
known ascut through switching and then fragment free switching. So, cut through
switching and store and forward switching cut through switching essentially what
happens is, as soon as the packets enters a port,the bits are read and then immediately the
frames are get forwarded to another port. So, if you look at this, it has to perform very

high speed matching and then forward the data packets quickly.

So,the first thing that happens is, if you look at this the headers; headers have to be
(Refer Time: 10:31) and then they have to be matched againsta particular table and then
they have to be forwarded. So, three operations have to happen very quicklyand it is not
if this happens for every packet and if you are talking about Giga bytes per second and
then Beta bytes or Tera bytes per seconds,I mean then you see how much speed is

needed to process this packet.

The other way of doing this is known as a store and forward routing, where a complete
frame is received.Now once you receive a complete frame, then you need a buffer, soa

complete frame is received then it is checkedfor correctness of the frame and then it is



forwarded. As usual some of the things that,I mean and then there is a combination of
these two where in a fragment free switching, what you do is you actually take the first

64 bytes, then store them and then do all the processing that you want and then forward
it, you do not take the full packet.

So, this is actually a compromise between the cut through and the store forward kind of a
switching.Now why | am repeating, why | am saying all this is, if we look at this all
these functionalists has to be incorporated into the processor, that is the idea and let us
see how this is done,so that is why we share these basics.
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Frame Processing — Cut Through
Example

Direction of Incoming Traffic
<

<

Destination MAC Address

8 Pz
v pig
“va
¥E WS
na e

ug g
e ue

ug st

¥

Cut-Through In Theory, Frames Can Be Transmitted as
’ Switching Soon as the DMAC Address is Received

Destination MAC Address

A v
2
3
2

Direction of Outgoing Data Note: ARPA Framing

F| 3|35

http://www.cisco.com/c/dam/en/us/products/collateral/switches/nexus-7000-series-
switches/white_paper_c11-465436.doc/_jcr_content/renditions/white_paper_c11-465436-2.jpg

Here is an exampleof cut through so as soon as the bits are received,so immediately the
destination might; in theory the frames can be transmitted as soon as the D MAC address
is received, as the destination MAC address is received, immediately a switching
happens and then the data is forwarded. So, in this casethis is a direction of incoming
traffic and then immediately cut through switching happens and then the data is
forwarded.In the other example of store and forward the whole packet will be stored and

then a routing, a scheduler kind of stuff can take a routing decision.
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Switches and Routers
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+ Data plane: how are each packet processed?
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Now if you look at both switches and routers in general, what can happen is they have;
what we call it as planes, two planes; one is known as the control plane and another is
known as the data plane.The control plane effectively calculates how a forwarding table
is computed. So, in routing it is known as the routing table, in switching it is known as
the switching tableand this forwarding tables in the router is calculatedusing routing
protocols and in switching it is; you can actually learn, self learning bridges are there;
that means, as soon as a input data packet comes through,that ethernet address is put as a
destination because whenever a packets with that destination comes, then this you know

that the ethernet address comes in a particular port.

So, in that way they are known as self learning bridgesand in order to avoid routing
loops,you have to calculate spanning treesin the switching area. So, if you look at this the
first thing isin routing protocols you need to have a processor which can do fast
computation of routes and then store it in a table.In these places, you need to have
circuits which can learn about the MAC addressesand then which cando the spanning
tree calculation quickly, to ensure that the package now go into a loop,also these are the

two operations that happenat the control plane.

In the data plane, the question is how are each packet processed. So, the first thing that
happens is the header lookup and forward to the correct output port.This is true, even

with the routing protocol or with switchingand one of the things that we have to look at



is how do you manage buffers and bandwidth and these two are essential for quality of
service. You should know that the internet has best effort delivery; that means, the data
packets need not be;are not,say you cannot reliable get the data packets from one end to

the other end.

Let us see how these concepts can be brought in into the network processors and what all
the functionalities.Other than this, you have security aspects for example, the data
packets can also be encrypted. You need to have some fast encryption and decryption
they can happen in the devices.
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Per-packet processing in an IP Router

Accept packet arriving on an incoming link.

2. Lookup packet destination address in the
forwarding table, to identify outgoing port(s).

3. Manipulate packet header: e.g., decrement TTL,
update header checksum.

4. Send (switch) packet to the outgoing port(s).
5. Classify and buffer packet in the queue.
6. Transmit packet onto outgoing link.

This is what happens, accept packet arriving on incoming link or a port, then look up the
packet destination address in the forwarding table to identify outgoing ports, manipulate
the packet headerand then send the packet to the outgoing ports and classify and buffer
packet in the queue.lIt depends on what is the kind of policies you putinand transmit the
packet into the outgoing. So, these are the major operations that happen inside a

router.Now you have to design a hardware to take care of this.
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Network Security

Defending protocols against attacks
Defending take over of devices
Defending packets against attacks
Defending devices against attacks
Maintaining QoS under attacks

Nowthe other part;not only you have to design a hardware take care of this, you also got
to protect your devices against attacks.Your protocols have to defending against
attacks,you have to define the take over of devicesbecause it is not just designing
aprocessor, the router or the device that uses the processor carries information. So, how
are you going to protect that informationand then you have to also provide quality of

service.You do not want voice calls to drop now and then even try does not like it.
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For this what people have done is, you have a layered model of security. So, the first
topyou have the internetthen you have perimeter securityand then you have the internal
network security and then you have something known as a quarantine zone or quarantine
network or a demilitarized zone,we will see how this is architecture. So, if you look at
this you are not going to look at security in isolation,| mean for example, 1 think in the
previous talk you would have talked how toboot securely.Now is that alone enough in a
router for example,l mean if | boot securely in a router, in an operating system if | boots
securely and then ensure that processor are isolated, yes | provide good amount of

security.

But what happens in a router because in a router data packets can come from outsideand
they can initiate buffer attacks and other things like that or they need not even initiate
buffered attacks, what they will do is | will clog a port, just by sending too many data
packets. What will you do?You have a secure operating system that is fine you have a
secure processor, but if I clog your port, no data is going to get transmitted. So, you have
to have mechanisms for preventing these things; also that is very important while
considering the router architecture. So, you should have your network processor must be

careful of handling these kind of issues.
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In general,what happens in any organization; how the organizations protect their

network?See,for example, this is the land devices that are there in the organizationand



this is the access router,which connects to the internet, if you look at this.Now what
happens is between the; then they have something known as a demilitarized zone,now in
this zonethis has why it is called DMZ is because this communicates externally and also
this has go to communicate internally.You understand?If | have a email,then | go and
login to the email server and this email server usinga S M T P protocol has to contact
another email serverso that it can forward the messages or email that you send. So, this is
the layer that people usually attack so that this given higher level of protection, they use

something known as intrusion deduction systems.

Now these devices also use network processor,so a network processor is not just about
sending and receiving data, it is also about those devices, these kind of devices intrusion
direction systems,firewalls and all those things using these kind of processorand then
what happens is that, then your router should also provide something known as virtual
private network because you have a public network and what they actual do is they
tunnel the data packets. When you tunnel what happens, you put a header over a header
so the header processing time increases, not only that; that increases the size of the
packetsand if you buffer those packets, rememberif you buffer larger size packets and
you need more memory; that means, more power consumption. All these things are

relatedso if you look at this, how to I design something which can manage all this.
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A Complete Overview of Security
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This is a complete overview of security, see you are suppose to have data security, you
have to have application security, you have to have host security, you have to have
internal network security and you have to have perimeter security, you have to have
physical security and policies and procedures and awareness and as you go from top to
the bottom,it is (Refer Time: 20:23) security measures and multiple controls at each
layers.Now one of the things we should understand this policies, procedures and
awareness, have a human related factors also,whereas if you go up to this; in this
physical security is providing security guards and other things. So, if you look at our
network, our devices up to this perimeter,you can have devices which can give you

security and many of those devices use networkprocessors.
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Question

How does one achieve all this with

a) Processor Architecture
b) Device Architecture
¢) Network Architecture

Along with Performance?

So the question now is, now that we have understood whatthis whole problem is about,
the question now is;How does one achieve all this with a processor architecture, a device

architecture and network architecture and along with performance.



