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Now, we discuss about the insecurity of passwords.

(Refer Slide Time: 00:10)

One of the simple thing that we notice, people always pick very weak passwords. What

we mean by weak, a several things has listed in the slides.

(Refer Slide Time: 00:32)



The password will be the user name itself, it will be trivially shortlike 1234 or it can be

full of low case letters or it uses words from the dictionary or patterns on some keyboard,

these are all weak passwords in the sense that one can easily hack by what we call as

brute force attacks. Brute force is we just keep trying different combinations and we try

these combinations from different sources like we take dictionary and then take all the

combinations  and  then  we go and find  out  whether  the  user  has  used  one  of  these

combinations.

So, by just doing such type of brute force attack, a hacker can easily find out what the

password is. The thing is that one can try to force user to pick strong passwords. For

example, you can go and tell, it should have a special character, it should have capital, it

should be not less than some length like 8, 8 characters. The moment you put this, then

some  people  cannot  even  create  passwords.  So,  they  will  be  struggling  to  create  a

password and that means that your admin will have a problem. So, they will start calling

help by saying none of the password works. So, if you start making more and more rules

on how to create  a password for a man,  for a normal user, average user it  becomes

extremely difficult.

(Refer Slide Time: 02:20)

The user can also employ some alternate channels which will create password given a set

of rules, but then the same channel can be used by the hacker to hack those passwords.

So, there is again a trade-off between a complicated password and the acceptability of

that complicated rules from the users point of view. So, on the other front  if you want to

go  and  ensure  that  the  users  do  have  a  strong  password,  the  auditors  who  do  an



information security audit with the permission of the management can go and with the

prior approval, he can go and test some of these passwords and see if these passwords

adhere to some strength.

They can use actually password cracking tools to find out, if some passwords are weak

and then you can inform the users of the system saying these are the passwords that are

weak and go and change them. So, these one way by which we can force users to pick

strong passwords. But, still one has to remember there is a balance that we need to strike

here between, how complex the passwords could be and how acceptable that complexity

is for the user.

(Refer Slide Time: 03:49)

There are lot of password cracking tools, though this is not the intention for us to teach

how to crack a password here. But, nevertheless it is very important for someone in this

area to understand that there are open source password cracking tools. So, we give some

examples you can go to the website that this shown in the slide, it is sectools dot org.



(Refer Slide Time: 04:10)

Now, we have a very famous password cracking tool, the ripper password cracker and if

you carefully looking to the first few lines, it is work on different operating systems like

flavors  of  Unix,  Windows,  dos,  BeOS, open VMS, etcetera.  So,  it  is  sort  of  a  very

versatile tool, the John the Ripper password cracker.

(Refer Slide Time: 04:37)

Another  one  interesting  approach  for  password  cracking  is  called  the  rainbow  table

method. We will talk about rainbow table method in the level two course, but one of the

things that we need to understand here and we also encourage the users to go to the

different websites that we have listed here and understand more about rainbow tables.

Why it is called a rainbow, because it does variety of cracks and variety of operating



systems like Linux, Windows and also a variety of protocols like ssh..

The  interesting  think  about  rainbow is  that  it  is  when  we  do  a  normal  brute  force

approach, it takes lot of time and space, space in sense of memory. Now, this rainbow

table  method  actually  uses  some  precomputed  stored  hash  strings.  In  a  hashes,  a

password is not stored just as a password, but it is actually converted into or obfuscated

into  a  very  complex  string  using  a  hash  function.  So,  this  actually  use  some

precomputed, stored hash chains to quickly go and crack a password.

So, this is the very interesting technique you will discuss about rainbow table methods in

the level 2 course. But, I still suggest that you can go to the websites and understand,

what is rainbow table method for password cracking, it is a very interesting one.

(Refer Slide Time: 06:21)

So, there are many other open source tool which can do a brute force cracking of the

password, this is one brute force network auditing tool which can do this.



(Refer Slide Time: 06:43)

Now, another consequence of hacking the password as such password hacking is actually

a disclosure of the private information. So, it is against the confidentiality property and

that is why we want to stop hacking password. But, the hacking of the password, the

policies that are used to prevent hacking of a password can affect the availability of a

system.

So, for example, we could have a policy saying that for every three attempts of login, if

you use a wrong password for three wrong logins,  immediately your system will  be

disabled for say 30 minutes for you to access again. So, if someone actually wants to

stop you from using the system, if the hacker wants to stop you from using the system,

he just has to use your login id and login 3 times with the wrong password, so the next

30 minuets you cannot use the system. And if you does every 25th minute again and

again or every 30 minutes again and again, you can permanently you will not be in a

position to use the system.

There are more stringent policies, especially in internet banking where if there are 3 to 4

logins  with  wrong  passwords  or  wrong  id,  then  the  entire  internet  banking  itself  is

disabled and you need to go sometimes in person to enable it back. Though it is a very

important security measure to safe that your account from the bank perspective, but then

it can be used by a hacker to deny you the service.

So, policies that are put to ensure confidentiality, in this case password can turn out to be

detrimental, for some other property in this case we are seeing the availability being the



violated. So, this is the coupling between confidentiality, integrity and availability. If I go

and  increase  the  confidentiality, increase  assurance  for  confidentiality  I  may go and

decrease  the  assurance  for  availability  and  this  is  a  very  interesting  example  in  the

direction.

(Refer Slide Time: 09:31)

So, another interesting thing is the more on the, what we call as port knocking. The port

knocking is something like there are different ports. For example, if you access a web

server say HTTP, it  uses port  80,  FTP uses port  21,  the SSH uses port  22.  So, port

knocking is to keep, there are some ports which will not be exposed, but then one way of

a denial of service is to do this port knocking, where you keep repeatedly requesting for a

port and hence making it unavailable or very scarcely available for a genuine user.

So, another thing is that suppose let us now again come back to confidentiality. If I am

using intuitive brute forcing of saying that if you have a wrong password, if you enter

wrong password for some time, you go and cancel the login or say for example, three file

logins, use stop listening to additional login attempts only for a period of time. So, do

you log and analyze, all these authentication failures is very important. Because, if it

coming from a genuine user who has forgotten his password or is it is coming from an

attacker, who wants to denial the service to the user. So, every 30 minutes if you find the

user  for  a  consistent  period  of  time  giving  wrong  passwords,  then  there  should  be

something else that needs to be done to safe guard the interest of the genuine user.

And other important thing is that if the same password can be used for multiple network



applications, it is not just I am trying to login for one application. But, I may be doing

with the same password I  can do multiple  applications.  Arewe going to  stop all  the

applications or are we going to prevent for a single application, so these are something

needs to be addressed, when we look at passwords.

(Refer Slide Time: 11:59)

So, this particular slide talks more about port knocking and how port knocking can be

used for a denial of service type of attack.

(Refer Slide Time: 12:11)

So, let us come and look at the shadow password files, now very interestingly some of

the password cracking tools actually required password hashes as input, they do not need



actually password as input. So, we can look at the honey net project site which we have

stated there,  you will  realize that  the  input  to  the password cracking tool  is  not  the

password, but it is going to be the hash of that password which is actually stored in a

shadow password file.

So, that is why many of the people involved in security, says that you should not have a

file system that is unencrypted. The shadow password file is actually stored in a directory

in the file system and if you are not encrypting the file system, then the shadow password

file will be available for some one to steal and that will become a very, very interesting

input or very important input for lot of password cracking tools.

So, one of the recommended procedures for implementing a secure system is to also go

and encrypt the file system. What you mean by encrypting the file system? All the files

that are stored in the disk are in some encrypted form and it gets decrypted when you

load the file. While if I am going to encrypt all the files, then the shadow password file is

also encrypted and so a hacker, who steal these file will not be in a position to find out

what are all the hashes.

So, this is the double level protection that is needed, so that we have more security in our

systems. The password encryption algorithm, so you enter a password that password is

encrypted  and stored  in  the  shadow password file  and the  password is  signed,  it  is

converted to some other form in a very obscure form and stored in the shadow of a

password file.
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So,  people  use different  encryption  algorithms and if  an encryption algorithm is  not

strong, then one can go and find the password by doing some reverse Engineering. So,

one of the recommended encryption algorithm as of today is the SHA 256 or SHA 512

and you can see the website that is listed there to understand more about these encryption

algorithms  and  when  you  have  an  installation,  you  can  actually  go  and  check  the

password file to find out which encryption algorithm is used specifically in the Redhat

Linux distribution.

So, using of a strong password encryption algorithm is  also very, very important for

ensuring  protection  of  password.  Now,  comes  another  interesting  thing  from  the

windows prospective.

(Refer Slide Time: 15:52)

The windows  add something call a LAN manager, which was very close to ldap (15:55)

where  you store  the  password.  The  password  hashes  were  actually  stored  on  active

directories  in  early  times  and  then  there  was  a  project  call  LM  crack  which  was

specifically  target  that  to  retrieve  the  passwords  from the  LAN manager. It  is  very

interesting to read that the objective or the goal of LM crack, the design goal of LM

crack was to walk large key space based on a dictionary style attack rather than on a

comprehensive brute force attack and to complete the task in under 5 minutes.

The result was a program that utilizes a data base of precomputed hashes which can

search an effective key space of 3 trillion passwords in less than 60 seconds with an

average success rate of 50 percent or more. So, how to prevent windows from storing a



LAN manager hash of a password in active directory and local security access module

databases., You can go and look at the support page even by Microsoft.

So, this was one very interesting reported attack on password which was on the LAN

manager  hashes  that  were  stored  by  windows.  Windows  also  have  a  SysKey  for

encrypting the SAMdatabase and decrypt in the memory on a need baisi. The  SysKey is

actually a system generated key and the SysKey need not be actually part of your file

system, it can be stored at some other place where integrity and confidentiality can be

more ensured.

Now, what SysKey does? The SysKey is basically used to encrypt your file system. So,

when  somebody  accesses  your  disk,  they  can't  understand  any  information,  because

everything is encrypted.

(Refer Slide Time: 18:10)

But, when the files are moved to the memory, the same SysKey can be used to decrypt it

and so the decryption happens in the memory. Now, this can be certainly a way by which

you can get more security for the passwords, because the passwords are encrypted and

they are only decrypted when it comes into the memory. The hashes are also decrypted

only when it comes into the memory. But, then recent technologies like what we call as a

cold boot, where in we can take the processor out and study or the memory out and we

can actually get glimpses of the memory, glimpses of what is stored inside the memory.

This type of cold boot can basically go and read the decrypted data that is already inside

the memory. So, that is why many of the secure systems today need what we call as



tamper detect which will prevent an attacker to psychically open the enclosure and go

and study the contents of the memory using such techniques like the cold boot.


