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Welcome back to this course on Foundations of Cyber Physical Systems. So, from today's lecture
we will be discussing this topic of how to model dynamical systems which is very important for
creating a formal model for continuous time systems. Primarily that we call as plants which are to
be controlled, and also in this week we will learn about how to design some basic controllers which
satisfy some control objective with respect to these plants. So, let us get on with this topic.
(Refer Slide Time: 01:03)

CPS Examples
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So, if you remember from our earlier lectures we have talked about several cyber physical system
examples. And in all of these examples we are talking about how some controller is going to
control some plants through a cyber-physical infrastructure. So, we will be touching upon these
concepts of mathematical control theory
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CPS Organisation

| CPS : Motivational examoles and compute platforms
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| Lyapunov Stability, Barrier Functions

W i v e W e
~
w

Quadratic Program based safe Controller Design
| Neural Network (NN) Based controllers in CPS 10 2

| State Estimation using Kalman Filters (KF) ] 11 a
Attack Detection and Mitigation in CPS | 12

which are required, | mean, for a student to learn in case they are embarking on this idea of that

they want to model such dynamical systems at a theoretical level to understand what it means by
stability of systems and how to do some basic control design. So, what we will be starting with is

how to model continuous dynamical systems.

Systems for which we expect that with time continuum there exists some evolution and how to
control such systems. So, I will just repeat that this is a very deeply studied topic of basic control
engineering which we will be covering at a high level and we will be touching upon the basics, so
that it kind of arms you with the artifacts of control theory which are required for modeling and

controlling cyber physical systems.

And as you can understand the basic idea in this course is to use such theoretical primitives in a
more practical sense that how to make them mappable to processor architectures and network
infrastructures and make some good use of them.
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What is a cyber-physical system?

"A cyber-physical system (CPS) s an integration of computation with physical processes.
Embedded computers and networks monitor and control the  physical processes, usually with
feedback loops where physical processes affect computations and vice versa”
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So we will again study from this introductory parts that what really we mean by a cyber-physical
system. So essentially, we are talking about an integration of computation along with physical
processes and that is primarily what most embedded computers do. That means computers which
are very low power small form factor computing chips which may be ubiquitous embedded inside
some other network fabric and which is tasked with this idea of monitoring a physical plant and

providing it with suitable control messages, okay.

The idea as we have discussed earlier also is that such compute platforms will be executing this
control algorithms and they are going to execute in the loop with this cyber physical plant. And
what we will be talking about here is how to model this kind of plants mathematically and how to
design a control algorithm for which in future we will be writing some programs and scheduling

and mapping them to an onboard system.

So, we will be talking about the mathematical parts here, like modeling the plant and creating a
basic controller which is going to control the plant, that is all.
(Refer Slide Time: 03:48)



Components of a cyber-physical system (CPS)

Physical plant fs the physical part of the cyber-physical system consisting e.g. mechancal/electrical pats;
biological/chemical procasses,

«Cyber part consists of sensors, actuators, embedded  computers, software and communication
Infrastructure,
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Common structure of an cyber-physical system m
So like we discussed that a cyber-physical system has got various components and inside this big

fabric where we have sensors, we have actuators, we have computation, we need to, when we are
starting to do a design the first step would be that how you model this plant using a set of equations,
okay.

(Refer Slide Time: 04:10)

Starting with an example: Cruise Control System

+ Cruise control is a standard example found in many moden vehicles,

* |t maintains a constant vehicle speed despite of extemal disturbances, such as changes in wind or road
grade.

+ It controls the speed by measuring the vehicle speed, comparing t o the desired ot reference speed, and
automatically adjusting the throttle.

m s the mass of the vehicke and u s the control force

acting on it

+ The force u represents the force generated at the
road/tire interface.

+ The resistive forces, bv , due to rolling resistance and
wind drag, are assumed o vary linearly with the vehicle N
velocty, v , 6nd actin the direction opposite the vehicke's t:"f ,
motion.

So let us start with one of the very basic examples that are of a cruise control system. So, as we all
know that a cruise control is a standard example and it can be found in many modern vehicles. A
cruise controller task is to maintain a constant vehicle speed and why that is a difficult task because

the vehicle may have may suffer from external disturbances such as the drag resistance etc., which



will happen due to changes in wind, due to changes in road condition, which will affect the effect

the friction which this vehicle is about to face on the road etc.

So, the idea of a cruise controller is it is going to control the speed of the vehicle and the way it
will do is it will measure the vehicle speed at the run time. And compare that with the reference
speed and accordingly it is going to decide whether to increase or decrease the throttle input stuff
like that, okay. So let us say here we have a simple vehicular model it is taken from this website
ctms.in.umiz.edu. So, if you go to this website, you will see lot of examples of such dynamical

systems and how to design basic controllers, we are just taking an example from there only.

So, let us say you have a vehicle with mass m and let us say u is the control force which is acting
on it and this control force, let us think how it is going to be going to be generated. So the driver
is going to press the accelerator or the throttle and that would kind of generate a torque request to
the engine, right, and accordingly the engine power trend in order to meet the torque request it will

do some actuations.

And due to that, the torque that is being pushed on the wheels of the vehicle that will get affected
and accordingly the vehicle speed will increase or decrease. So that is how the thing works at the
high level we are just saying that well let us create the force equations of this mechanical system
and equate them like we do in standard mechanics. So this force u represent the force that is

generated at this road tire interface. So, we are talking about this force here.

And because we need to create the equations for this free body diagram here. Now what are the
different forces that are acting on the system? So of course, this forward force, forward pushing
force will create acceleration and that will create a speed and change in position of the vehicle,
right. So that is one thing. And another is while the vehicle is trying to move forward let us say,

the vehicle will also face resistive force due to the surface friction.

Now the way we model such resistive forces is that is typically a proportional to the current speed
of the vehicle or the current, so, if the current velocity is v the resistive force is bv due to this

rolling resistance, which is, and the wind drag. So, there are different factors such play here and



what we are doing is we are doing a simplistic modeling, we are pushing all those factors inside a
scalar coefficient b, and well we are saying that well the net backward force would be nothing but

it is a proportional to the forward movement velocity and that is why that force is some bv, okay.

So, that is how this force bv is kind of acting in the direction that is opposite to the vehicle's motion
and bv is assumed to be varying linearly with the vehicle velocity. Now in order to analyze this
vehicle, we will need to figure out which are the variables that that we need to talk about. So of
course, the net force will create an acceleration which will create a velocity and that will definitely
create a change in the position of the vehicle. So let the position of the vehicle be denoted by x. So
that v is x and a, is the acceleration which is v equal to % that is the second derivative of the
position X, okay.

(Refer Slide Time: 08:16)

Starting with an example: Cruise Control System

Applying Newton's 2nd law over the summing forces in
the x-direction, we arrive at the following system
equation:

mv+by=u

a=r=y

Since we are interested in controlling the speed of the p p=y
vehicle, the output equation is chosen as follows:

y=v

Similarly, we can represent each CPS as dynamical system. We design controllers such that these
dynamical systems can provide desirable performance. G}
—

So now if we apply standard equations of motion and sum them up in the x direction, we will arrive
at something like this.

mv+bv=u
So that is the net force acting on the vehicle in a forward direction which is mv should be equal to
u-bv, right. So, you have this equation here and what we are interested in is to control the speed of
the vehicle but let us understand that what the controller is going to measure.



So, typically for a vehicle like we have discussed earlier during our lectures on sensors and
actuators the way that we measure a vehicle's dynamics is we measure its velocity using some hall
effect sensors, right. So, the output equation in this case should be some y which is the
measurement variable to be equal to v, right. So, these are the 2 equations which are going to

model the dynamics of the system.

And, typically for most CPS systems we can create such a set of equations, right, and we have to
create such a set of equations which may be very complex based on the complexity of the CPS
itself, right. And what we are tasked here to do is we need to design controllers such that this
dynamical system can provide us with some desired performance in this case.

(Refer Slide Time: 09:33)

Formal Definition

Dynamical System

v ltis a system that changes over time according to.a set of fixed rules that determing how one state
of the system moves to another state.
+ Comprising of two components:
v Astate vecfor, which is a minimum set of variables that fully describe the system and ts
response fo any given set of inputs.
v Afunction, which tells s, given the curent state, what the state of the system will be in the next
instant of ime- .., rate of change of the state vector

So if we try to give a formal definition here that well what is a dynamical system. It is the system
that will change over time according to a set of fixed rules. Now those some of those rules may
also be time variant in some cases we will come to those things. And what this dynamical system
model determines is how the state of the system changes with respect to time. So, suppose if we
have a dynamical systems model what is important to understand is that given this dynamical
systems model, if we know some of its state variable values at some state, using this model we

should be able to evaluate the state variables values at some future time point, okay.



So primarily when we are trying to model a dynamical system, we will say that it comprises 2
components. One is a state vector that is a minimum set of variables that fully describe the system
and its response to a given set of inputs. Now when | say fully describe a system and we talk about
a car, a car is a very complex system there are so many variables which are changing their values

as time passes, right.

Air to fuel ratio and several other things in the mechanical part and maybe several other things, let
us say the temperature inside the car, that is also changing, right. The point is we are trying to
focus on a specific functionality of the car. Let us say we are talking about just the cruise controller.
So, in this case we will be only concerned about the variables of interest, which are velocity and
acceleration and thereby the position, right. And we want to see how this controller affects that
velocity those variables and accordingly we will choose that set of variables only.

And if those variables are related by certain equations, then we will try to minimize to a set of
variables that fully describe the system, and then we will call this set of variables as a state vector,
okay. And the other important part is using this set of dynamical equations or differential equations
that | can write which express the inter relation of these state variables and the output variable, we
will try to create a functional form which represents how these state variables change their values

over time.

So, once | do that what | have is a function that tells me that given the current state and what will
be the state of the system in a future instant of time. So that is basically a function which gives me
the rate of change of the state vector. So this is the most important part of dynamic or system
modeling. We have to identify what is the state vector what are the variables of interest and this is
the minimum set of variables that I must model, because if I do not use that; set of variables and
kind of eliminate any one of them then maybe | will be missing some property of interest for this

dynamical system.

Or maybe | will not be able to model how some of the other variables which | am already
considering they are going to change their values, their functional relationships. So, in this is why

we will try to figure out what is my state vector and then we will try to figure out what is this



function that tells me that given this state vector at t equal to t. Let us say t, what is the time what
is the value of the state vector at some any future time point t prime. So that that is what this
function which we call as a flow function will actually tell me.

(Refer Slide Time: 13:19)

System State

* Astate vector can be described by,

() = fft) lth o)
o For any state-determined system, from the knowledge of state variables at an initial time t and the System inputs
for time t 2 L, itis possible to predict the future system state and outputs for all time t > L,

+ The state vartables are an internal description of the system which completely characterize the system state
atany time t, and from which any output variables y(t) may be computed

+ The number of state variables, n, Is equal to the number of independent energy storage elements in the
system
A

So, let us say my variables typically when we are talking about a dynamical system modeling, we
will be saying that let us say the state vector is given by some x(t). And let us say there are n
variables of interest which are these vector components and they are x(t), X2(t), up to xa(t). So, for
any state determined system from the knowledge of the state variables, like I said, at initial time
t0, and the system inputs that means what are the system inputs like the values of u here right. Now

what is what is the value of u that | am giving if these are provided to u?

You should be able to figure out that well in future what is the value of the state variables at some
future time point, right. So, the state variables are often internal description of the system and they
completely characterize the system state at any time like we are saying so this is the minimum set
of variables and they represent and which we must need to consider. And they are good enough to
characterize the system state of interest, okay. And typically using the state variables we will also
model what is the output variable y.

So, for such systems where we have full state feedback, we will think that well this entire state
variable set or the state vector is observable. And then the y will be equal to x and otherwise may

be a subset of them may be observable or maybe some transformation some c times the x vector x



=y is what is observable, okay, and that is my set of output variables. Now this number of state
variables that is the size of this vector is basically equal to the number of independent energy
storage elements in the system. Because if we eliminate any one of them, we will be missing on in
the description of the potential of the system.

(Refer Slide Time: 15:18)

System Function - the state equation

* Afunction can be descnbed by a single function or by a set of functions
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So we have also not only talked about the state variables we have also said there must be a function
which tells me the rate of change this of these variables. Because | must know the rate of change
with these variables in case, | want to see that well what is the value of those variables in future,
right. So, we are saying that there must be a function that describes the flow of these variables,
okay. So, typically the way we will write it can be a single function or it can be a set of function

components, okay.

So that each of these components give you the rate of change of each of these individual
components of the state vector. So, it may be like this. So, if you see the way we are writing is we
are considering x;, X,, up to x,,. So, the rate that those are the derivatives of X1, X2, Xn like that and
we are saying that well they may be expressed as f1 of X1 to X, f2 of X1 to X, and finally like this f,
from x1 to Xn. S0, when we are writing it like this it is like a big function f which comprises this
member functions f1, f2, up to fn. And they together give me the dynamics of the state, that means
the dynamics essentially means how the states are changing with respect to the flow of time.
(Refer Slide Time: 16:47)



Classification of Dynamical System

Linear Non-inear
" Autonomous | Non-autonomous |
Conservative |Non-conservative|
~ Discrete | Confinous
One-dimensional| Multidimensional

So now once we understand that well we need to identify a set of state variables and we need to
compute a set of functions. So, as you can see from these vehicular equations here it is clear right
which should be my state variables and what should be the functions, we will again come back to
that through some real examples. So, at a high level we can understand we need to figure out what
are these x's, X1 to xn for any CPS system that is given to you and you need to identify what are

these functions f1, f2, up to fa.

Once we have identified this set of functions and this set of variables on which the functions is
defined, we have a dynamical model of the system. So now if | want to classify these dynamical
systems into, | mean, it all means that well what are the different functional forms I am assuming
here, okay. So, the system may be linear or non-linear based on the functions being linear or non-
linear. The system may be autonomous or non-autonomous based on whether the system requires

an explicit input or not.

The system may be conservative or non-conservative, it can be even a dissipative system which
continuously dissipates energy. The system may be discrete or continuous by the model. That
means, the model is such that it only tells you the value of the variables at certain time periods, at
certain time instance let us say some t = kh, k being an integer and h being a period of the system.

So, then I am only interested in the values of the variable at those discrete time points. Also, the



system may have multiple state variables it is multi-dimensional or it may have a single dimension
it may be a 1-dimensional simple system.
(Refer Slide Time: 18:33)

Classification of Dynamical System

+ Linear systam- the respective state equation(s) describing the system behavior must satisfy two basic
properties
o Addiivity: f(x+y)=1(x)*1(y)
* Homogenetty. f(ay ) = of (y)
Example: f(x)=3xandf(y)=3y
o Additivity: f(x+y)=3(x+y)=3x+3y=f(x)+{(y)
+ Homogeneity: 5 f(x )= 5« 3x=15x=f(5x)
+ Non-Linear system- the respective state equation(s) are described by a nonlinear function, It does not
satisfy previous basic properties.
Example: f(x) = 5% f{y )=y @
“«
So just to understand when we call them a linear system and non-linear system. So it is basically
the whether the functional form we talked about is linear or non-linear. And by definitions we
know that if a function is linear, it should satisfy this kind of relations, any linear transformations
like additively and homogeneity like this so either alpha is a constant, okay. For example, f(x)
equal to 3x, f(y) equal to 3y, these are linear functions, right. And when the given functional form
is by the mathematical definition and non-linear function. That, means | cannot express it as a line
in a multi-dimensional coordinate system, then I will say that well it is a non-linear function. For
example, these are of course if you, if you get their geometric interpretations, these are not linear
functions here.
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Classification of Dynamical System

+ Autonomous system- s a system of ordinary differential equations, which do not depend on the
independent variable. If the independent vanable is time, we call it time-invarfant system

Property: By definition, 3 ime-invariant system’s output will shift in time if its input shifts in time, otherwise
will remain exactly the same

Example:

« Lety (1) = 10x (1) be the output of a system
+ Consider a delay of the input: xgt) = x (t + &) and yy(t) = y (1) = 10x4t) = 10x(t + §)

+ Now delay the output by &: ys{t) = y (t+ 8) = 10x(t + &). Clearly yy(t) = y4{1).
* Hence the system Is time-invariant or auonomous.

+ Whereas, if y(t) = tx(t), for a delay of the input we get: yy(t) = y{t) = te!) = ix(t 4 &) and f
output we ge: y,(t) = y(t + &) = (1 + Sx(t + 5).

« Clearly yy(t) f= yaft).
+ Hence this system Is non-autonomous. “ i

Now coming to this autonomous systems an autonomous system is again a system of ODEs or

yin

oD

Ordinary Differential Equations, and they do not depend on the independent variables. There is no
extraneous independent input. All the inputs that are there that are already part of the model and if
the independent variable in this case is time, then we call it a time invariant system. So, by
definition when | say that a system is time invariant, that only means that well if I shift the input’s

time, the system's output will also only shift in time.

And otherwise, it will be remain exactly, it will just remain the same. For example, let us say you
take some examples here. Let us say you take y =10xt so that is a system equation and let us say
you delay the output ,okay. So that means you are saying that there is a delay with which the output
really appears and then let us say you are applying this thing to the function you are computing

y1(t) equal to this. So as you can see that the output is also kind of getting delayed here, right.

Now if you delay the output here, okay, so this is your yi(t) here, okay. So, as you can see at time
t, the output is 10 times xdt because that is how you have changed your definition here, and then
what will happen is well since x at t and x at t + delta are same, what you get is something like
this. Now if you delay the output here, you will get well y(t) is y(t + delta). So that that simply
means well the output time 1 am as per this equation it will just also shift by delta, x will shift by
delta.



And you come to the same value so clearly here y; and y», that mean the time shifted values are
just same here, right. So, if | take ya(t) as this, and y»(t) as y at t + delta, so these are the 2 things
we are trying to compute and they are coming out to be same, right, so it is a time invariant system
right. And if you take another system like this y(t) equal to time times x at time t right, so if you

see that if you delay the input what do you really get is ya(t) is this, right.

So, you see here your delay is only inside this, | mean, we are saying that the system's output is
delayed like this, right. So that is what for the delay in the input. And now if | delay the output, it
is going to look like something like this. So clearly here they are different, and these are not this
is the time variant system example actually. Now of course this is an example with respect to time
but autonomy also means several other things. Because if you have a system which is like | said,
that if I try to give a general definition of what an autonomous system is it simply means that it

can see, take all its decisions by itself without any kind of external input.

| mean, so does it mean that autonomous system does not have any external input? Well not really.
It depends on whether i am modeling that input as part of my system also. So, if I am doing that
then my than that input is included in my definition of the system. So, I will try to call it as an
autonomous system. But if | consider that input as | mean as something which is not modeled

inside the dynamics of the system, then it is non-autonomous.

Because every time point it is waiting, | have to if | have to evaluate the system I have to wait and
see that well what is the input that | have, whose effect I am not model and then accordingly I will
keep on varying myself, | mean keep on keep on evolving the system like that, right. So, when 1
say that it is a system of ordinary differential equations which do not depend on independent

variables it’s really about all kinds of variables. It is not only about not only about time.

Now, so that is a simple classification or subset here that when we say that the independent variable
is time, then we mean that well, the system's definition is not changing with time and that is why
we call it a time invariant system. So, this is a classic example | am repeating that when | have y(t)

= 10x(t) if you just try to define it physically you see the definition of the system is given by this



equation and this definition is not changing with time, right. So because if I just write I mean you

do not need to do all these things, right, you just write y(t + delta) what you have is 10x(t +delta).

So, the definition is not changing with time but if we have t here, then that means the definition of
the system is a function of the time variable itself, right. That means the definition at some time
value t; is different from the definition when I am writing it for some time value t, rights. So, at
t1, the definition is t; times x of t1, and t. the time definition is t2 times x of t2. So, if t1 is not equal
to t2, then the values are definitely different, right. So, it’s not only about the value it’s about how

whether the definition of the system is changing.

So, in this case definitely its changing so this is not a time invariant system but this one really is
so the is also how you can just talk about it and let me just repeat what we discussed here. So, if |
give if you see that you give a delay here, in the definition, that you give a delay in the input itself
and you say that well this is, this is how x is coming in a delayed manner. And then for y, | had

this equation. And similarly, if | put in the delay here then also I get a similar equation here, right.

Now and in the other case if you consider the delay in the input your output is coming like this but
if you consider the delay in the output here, right, and y you model that entire time itself as delayed
then you definitely have something different here. So, this system is non-autonomous. So, that is
why we will try to conclude this lecture and we will see what the other classifications and how it

works forward from the next lecture. Thank you for your attention.



