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Lecture - 48
Side Channel Attacks (Part II)

We continue with the discussion on Side Channel Attacks. In the previous lecture if you
recall, we had talked about timing analysis attack. And in this lecture we shall be talking
about another kind of side channel, that is power analysis attack ok. So, this is the second

part of the talk.
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In this talk we shall be first talking about power analysis attack. There are two types of
power analysis attack that can mounted simple and differential. And lastly you shall be

talking about some of the countermeasures ok.
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Power Analysis Attack

P el te

(Refer Slide Time: 00:59)

Introduction

* Basic concept:
+ A much more effective form of side channel attack [Paul Kocher et al, 1998],
* Analyzes the power consumed by a device during the processing of some cryptographic
operation.

* What it can yield?
* Information about what the device is doing.
# Can extract the key information.
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So, let us see what this attack is all about. Now incidentally, this power analysis attack
was also proposed by the same gentlemen Paul Kocher three years later after timing
analysis attack was proposed in the year 1998. Now the point is that this kind of an

attack is much more effective as compared to timing analysis attack.

This is much more efficient and much more effective. The idea is that in timing analysis
attack we are measuring the time right. Here we are trying to measure the power that is

consumed by the device. Suppose there is a battery operated device that is working,



inside some cryptographic operation is going on; may be its a smart card reader. Let say
somehow I am measuring how much current the device is drawing from the battery or

from the power supply source.

If I can measure that; that will give you give me an information about how much power
is being drawn by that device ok. So, this kind of an analysis can yield information about
the device is doing. And just like timing analysis, here also we can extract the key

confirmation. Let us see this in a little more detail.
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The attack setup will look something like this, here is our device ok. This can be any
kind of a device; this can be smart card reader; this can be an FPGA board, this can be a
box which is computing something, anything. But from outside some power supply

connection must be there right; either from the mains or from battery.

So, the only thing you have to do, you have to have an access to that point from where
the power is being drawn. And if you can connect a very small resistance in series to that
and if you can connect a probe across it, and if you use a storage oscilloscope to store the

sample files, what is a storage oscilloscope?

Storage oscilloscope will read the values in excess of time. And we are storing it in

memory and will be displaying it the waveform on the screen. Storage means it is also



storing in memory, so that you can do offline processing on that data if you want ok.

This is the data acquisition or attack setup whatever you call.
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This is in a slightly more detail where you see a storage oscilloscope here. You see an
actual smart card reader here, where small resistance is connected in series just as | said
to the battery. And there is a computer system, which controls this device smart card

reader; usually the smart card reader is connected to a computer system ok.

And this storage oscilloscope will be capturing the data; storing it and they will be
transferring that file to a computer system for offline processing. This is how typically it
works ok. Now, an offline processing you can do using any language; for example, you

can also do it in MATLAB if you want.
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Simple Power Analysis (SPA)

* Attacker directly uses power consumption to learn bits of secret key.
= Waveforms visually examined.

¢ Can identify:
~ Big features like roundsaiDESMES)squarevs. multiply i nentiation,
= Small features, like bit valug:

* Relatively easy to defend against.

So, in this simple power analysis, we use the same power analysis setup that we showed;
to visually analyze the waveform; observe the waveform. And the attacker can directly
get lot of information about what is going on inside. Now, if the waveform is too
complex then it can be captured, transferred to the computer and offline some processing

can be done ok.

Now, in this process we can compute a lot of things like, square and multiply in RSA
exponentiation or some features of other complex algorithms also. And this is relatively
easy to defend against and one thing you just recall in the previous lecture when you said
that. When you observe an waveform, we can directly see different places where you

will see some variations in the waveform for modular exponentiation example.

And you can directly say that which are the 1 bits and which are the 0 bits in the key. So,
you see in timing analysis you are only able to estimate how many ones over there. But
here if you can visually see the waveform, you can exactly tell what was the key; which

are the zeros and which are the ones; that is the big advantage.
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So, conceptually speaking, the waveform can be something like this, where for 0; the
waveform will be like something different and 1, it will be something different. I am just
showing it conceptually like this. So, just by looking at the waveform, you can directly
get this; suppose the key is 101011; you can directly say it will be like this, 01011; like
this it is coming. And if you introduce that dummy operation, which we talked about in
case of timing analysis attack to make the two parts of the if statement symmetrical, then

there will be no difference in the operation during zero and one bits.

Both will do square and multiply together. So, they will appear to be all similar. So,
simple power analysis will not work. So, simple power analysis will work, can give you
the exact key when no counters measures have been implemented; that means, dummy
operation has not been incorporated. Then you can directly get the key, if you mount this

kind of an attack.
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Differential Power Analysis

* More complex,

* Multiple measurements are required.

* Partition the data and related curves into two sets according to selected bits.
* Take the difference, and look for peaks or differences.

But differential power analysis is much more sophisticated. But also mathematically
more complex; [ am just trying to give you the basic concept, how it works. Here we
need to make multiple measurements. In simple power analysis we are making only
measurement and by visually inspecting, we are directly able to say the key; let us say

for the example like modular exponentiation for RSA.

Here we make multiple measurements; we do some kind of a comparison of the different
waveforms, we do subtraction. And we try to see in that after subtraction whether you
get some peak somewhere or not. This peaks are coming from mathematical, there is

mathematical foundation behind it. So, I am not going into the mathematical details.

So, we are looking for peak by looking at the difference waveforms. We are trying to
estimate the key; what can be the bits of the key? I am, by trial I am assuming it to be 0,
to be 1 and making measurements; take difference waveform and see whether peak is
coming. If peak is coming, then my guess is correct; if peak is not coming, then my

guess is wrong; the idea is something like this.
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DPA Process Schematic
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Pictorially it is like that, so I make many measurements. And depending on the different
selection bits I change the bits of the key. And I again get multiple measurements; I take
the difference. And after difference, I get the differential power analysis curve. Just

pictorially I am showing it like this.
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DPA Result Example
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And this DPA curve as I had said, if you see, you see in some of the curve, you can
distinctly see some peaks like here, which means here the correct key guess you have

done. So, these waveforms are being shown, this one is for a correct key guess and this



for an incorrect key guess. So, if the key guess is correct, then you will be getting a peak
like this; if it is not correct, then you will not be getting any peak; wave form will be

something like this ok.

So, the idea is very simple; you carry out a large number of such experiments; compute a
lot of such traces; take different you see. Even if there is, this kind of counter measures
implemented, then also DPA is able to break it. So, DPA requires much more stronger
counter measures to stop it from detection. So, it is much more sophisticated in that

respect ok.
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Countermeasures
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Introduction

* Relatively easy to implement for timing analysis.
+ Make the execution time data independent.

* Power analysis attacks that look at specific intermediate values of the
implementation are much harder to defeat.
+ Two broad approaches practiced:
a) Hardware-based
b} Software-based

Now, let us talk about some of the countermeasures. For timing analysis as I had said the
countermeasure was relatively simple. There was only one if statement; you try to make
the two branches of the if statement symmetrical in terms of time. In one of the branches
there was a square and multiplication, other branch there was only a square. So, we

added a dummy multiplication to make them equal ok.

But in power analysis attack, particularly differential power analysis attack we have to
have much more sophisticated countermeasures. Because differential power analysis
attack will not be you can say, even if you make the two branches symmetrical, still
differential power analysis attack can identify those peaks; if the key guesses are correct
ok. So, the countermeasures that are proposed for differential power analysis, they are
both hardware based or software based; you can do it in both ways; some of them I am

just mentioning here.
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a) Hardware-based countermeasures:

* Special logic styles that minimizes data-dependent leakage.

: : =
+ Implementation of masking schemes.

+ Additon of noise wit

* Random process interrupts that provide for an internal timing de-synchronization.

e —

For hardware based countermeasures, you see there are some logic design style; here |
am talking about IC design; normally we design on IC chips using CMOS. In CMOS
also there are various design styles, dynamic; under dynamic also there are several types
static. So, you should use some kind of a design style, where power consumption will not

differ much depending on what kind of operation is going on.

There are some logic design styles where data dependent leakages are less. So, it is better
to use those kinds of design styles. And there is something called masking scheme; we
talked about obfuscation in the first lecture in this series. So, when you are storing some

data we are trying hide.

Let say I want to store a number n; I am not storing it as n. Let us say I am taking it
exclusive-OR with some other value k; and I am storing this. So, unless I know k;, |
cannot retrieve n that is the thing. Or I can use some kind of noise generator; it will
generate some random numbers, it will generate random power noise, random interrupts;

these are some of the counter measures.
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b) Software-based countermeasures:
* Aim to avoid the occurrence of predictable intermediate results,

* Introduce redundant computations.
* Internal randomization used t used.
A ram_igr_gjalue, not known to the attacker, is added or multiplied with intermediate
values. —
T =

Similarly, for software based countermeasures, here you can introduce some redundant
computations, then some randomization; you can mask the data; these random values are

added or multiplied. As I said some random value r you can add to a data n and store it.
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' Conclusion

* Side channel attacks

+ Powerful technique but specific,

% Targets a Enicu\ar implementation rather than { generic a\goritha

% Most devices as well as software implementations on embedded platforms can be targeted.
-y ey
“\Hard to evaluate and prevent,

* Possible loophole:
% Resisting ane kind of attack may iﬂq_@g_e;mﬂmms with respect to another one.
— el

+ An active area of research,

Conclude finally, side channel attacks are very powerful; but they are not general; you
can apply them only if the device is available with you ok. If the device is available, only

then you can mount. And it targets a particular implementation; that means, a device; this



is not a generic method ok. And most of the embedded platforms where some

implementations are there, they can be targeted by side channel attacks.

There are countermeasures, but it is hard to evaluate and prevent. So, people do use
countermeasures try to secure the systems. But still some side channel leakages do
happen and there are vulnerabilities, which can possibly be exploited. But still people try

to design systems such that those vulnerabilities are less in number.

And one big loophole is that let us say if you are trying to resist one kind of attack. Let
us say you are stopping power analysis attack. But maybe in the process you are
introducing weakness, so that another side channel attack can be mounted using a
different side channel mechanism like scan chain based attack or something else ok. This

is in fact, a very active area of research many people are working on this.

And this side channel attack resistance design, hardware security, this has become a very
hot topic of research nowadays. So, in terms of securing systems, this hardware security
is a topic which cannot be ignored in the present day. Where more or more devices are
being propose in the embedded platform, IOT is this kind of system; we are seeing more

and more with every with every passing day you can say.

So, if you cannot secure these kinds of devices in a very good way, then it will be very
easy for someone, some attacker to penetrate into that kind of a system right. So, with
this we come to the end of this lecture. In the next lecture we shall be talking about some

other mechanisms for hardware attack.

There are a couple of things we shall be discussing; one is relating to physical unclonable
function. And the other is related to hardware Trojans. These are the two things we shall

be discussing.

Thank you.



