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Lecture - 52
ITOT Applications: Plant Security and Safety

In the previous lectures, we have seen the applications of IoT and IIoT in different
application domains such as food and agriculture, healthcare and so on. We are going to
continue further and we are going to look at different other applications, applications of

IoT and IIoT in the power sector more specifically in the power plants.

So, just as a recap when we talk about IloT basically it is the integration of information
technology with the conventional operation technology in the manufacturing or power
sector. So, IT-OT convergence is what characterizes IloT. So, here also in the power

plant we are going to experience the same thing.
(Refer Slide Time: 01:12)
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» Data collected from IloT enabled devices increase productivity
and efficiency.

» Using lloT, the equipment can be monitored remotely.
» Sensors collect data and send to cloud.

» Different machine learning and artificial intelligence based
algorithms are used to analyze the data.
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So, let us look at some of the advantages of the adoption of 10T solutions in the power
sector. So, basically when we are talking about IIoT once again we are talking about
smart devices, devices which are sensor equipped, actuator equipped and so on and these
smart devices have connectivity between them internally and also between each of these

internal each of these devices in that internal network to the external world.



So, basically what happens is, the data are collected from these IIoT enabled devices in
the case of power plants from these power sector [IoT enabled devices and these data are
sent for further analysis to improve the productivity, to improve the efficiency of
operations of the workforce that is working in the power plants and so on. So, essentially
what is going to happen is, we can also have remote monitoring and remote control; this
is very important; remote monitoring is fine, but remote control of the different

machinery of the different equipments that are working in these power plants.

So, essentially what is happening is from these different smart power devices the sensors
that are embedded in them are going to collect different types of data, data about their
health, data about the temperature, the operating condition, etc. of these different
machinery and these data are going to be sent through this connected system the network
to the cloud for further processing. Different machine learning algorithms, artificial
intelligence algorithms and so on could be used to analyze the data at the remote end at
the cloud. So, let us look at their different advantages of the use of IIoT in the power

sector.

(Refer Slide Time: 03:21)
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So, if we are talking about the benefits or the features of incorporation or integration of
IoT and I1oT in the power sector this is what would happen. So, we are going to get these
different benefits, we are going to get the advantage of active participation of end

consumers possible. And this would be possible because essentially in the power sector



we are talking about these different machinery machineries like transformer machineries
like different motors, etc. So, different motors etc. and there could be different other

power systems machinery which could be basically connected together.

So, these machinery; number one is this connectivity between these different machinery
can help in the transmission of energy or electricity which is there traditionally in all
power plants; all the traditional power plants have the capability of transmission of
energy. Transmission of energy maybe right from the point of generation through
different grids, micro grids and so on to the end consumer devices, station substations
and so on to the homes and offices of the end consumers. So, all these connectivity helps

in the transmission of electricity in a traditional power plant.

So, that is there, but in addition with IIoT it is also possible to integrate information
technology, information and communication technology or IoT. So, this will basically
help in 2 types of communication happening between these power machinery, one
communication is the transmission of electricity and the second form of communication
is basically the transmission of the information that are collected from these different

power machinery in the power plants. So, 2 types of communication are going to happen.

So, the incorporation of IT, ICT and IoT can essentially help the end consumers in the
homes and offices to actively participate in the entire process. So, they will not be just
the passive recipients of the electricity or the power that is generated, but they can also
be an active participant in the process; thereby many things can be achieved. So, what

are those many things?

So, first of all improved or customized services can be enjoyed by the consumers, the
consumers can on-demand enjoy different loads of energy that is a possibility like this
there are different possibilities. It is also possible through the integration of IT, ICT and
[oT with the traditional power grid to have online demand scheduling. So, online demand

scheduling means like let us say at your home you have different appliances.

So, through online demand scheduling it would be possible to have some of these
devices operate autonomously in certain parts of the day and in certain other parts of the
day other devices may be operated without any human intervention. So, the demands
consequently in different parts of the day are going to change from the individual

customers. And holistically as well when you take all the customers together the demand



on the micro grids and the power grids holistically that is also going to vary over time
throughout the day. So, online demand scheduling would be possible with the integration

of IT, IoT and ICT with the traditional power grid.

Other possibilities are to have different features of let us say black out prevention, it is
possible to have self healing system that means, that if some part of the system goes
down there are other parts of the system that can take over without any human

intervention so self healing.

We could also have in a smart [IoT enabled power system, we could also have automated
fault detection, and fault prevention is something over here captured through self
healing. And also different other things such as let us say voltage stabilization in the form
of taking care of voltage dips and surges and their prevention could also be done. It is
also possible to integrate plug in electric vehicles and plug in hybrid electric vehicles and
their connected systems, it is also possible to basically have a self optimized system and

SO on.

So, self optimized means like, if something can be improved over time the operations
could be improved based on the data that are collected from the sensors that are
integrated to these different power machinery. So, the analysis of that data over a period
of time can help in the optimization of the processes of the machinery their operations
and so on so, self optimization that is also possible. So many different benefits exist from

the integration of IIoT with power system.
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Drivers of IloT in Power Plant

» Low cost powerful chips v
» W?ﬁchip, carféras, sensof{accelerometers are used.
b3 Standarﬂ/igation with IPV6

¥ 3G,/ldG, 5G networks a‘r_:med, the devices are standardized with
TCP/IP and IPV6 protocol.

» Standardization with software technology
—
» Use of artificial intelligence algorithms, and cloud computing software
makes it easier. \
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So, let us now look at further and try to understand the different drivers of IIoT in the
power plant. So, what are these drivers? We have seen that traditional electrical systems,
power systems and their integration connectivity not only to transmit electricity, but also
to transmit information between these different components in a power plant and also

externally from these different components to the outside world.

This is what basically looks like in an IIoT enabled power system. So, there are different
so, for this connectivity we need low cost powerful chips, Wi-Fi enabled chips, cameras,
sensors, different other sensors, accelerometers, etc. these could be used these are like

end devices acting as drivers.

Then standardization in the form of use of IP, 3G, 4G, 5G technologies and so on.
Standardization of software technology, use of artificial intelligence, cloud computing,
etc. and to have overall integrated application supporting different layers at the very top
would be these Al and ML supported applications or maybe standalone other
applications as well and thereafter we have the cloud layer at the bottom of the
application layer. We may have a fog layer, we may then have at the very bottom the
devices layer, the field layer and so on. So, all of these different layers are possible. So,

let us look at how the architecture is going to look like in a smart grid.
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So, in a smart grid which is going to result in through the integration of IloT with the
traditional power plant this is what is going to happen. So, we are going to have kind of a
layered architecture typically like a 3 layered architecture, where at the bottom layer we

are going to have this sensing. So, this is going to be our sensing or perception layer.

This layer will consist of different sensors, RFIDs, cameras, audio devices and many
more. So, the data that are collected from these sensor enabled machinery are going to go
through different types of gateways; some gateways will take care of the enterprise
requirement. So, enterprise gateway, we can have normal access gateways, we can have
home gateways for home customers and so on. So, we have all different types of

communication. So, this is basically our gateways.

So, through these gateways the data are going to be sent to the network layer; the
network layer. In the network layer we are going to have different network technologies
such as wireless networks, mobile networks, satellite networks and any other different
type of network that you can think of. And finally, this data from this layer is going to get
to the application layer; supporting different applications for smart offices, smart homes,
applications for electric vehicles, plug in electric vehicles, plug in hybrid electric
vehicles, etc., applications for smart transmission and so on and in between we can have

this cloud and fog implementations.



So, fog implementation can be done closer to this sensing; so, fog implementation can
happen over here. So, cloud basically implementation can be done just below the
application layer. So, this is how an IIoT enabled electrical power grid is going to look
like and this is our smart grid. So, these are these different drivers that we talked about

and then let us talk about the benefits of the digital power plant.
(Refer Slide Time: 17:35)
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Digital Power Plant Benefits

» Increase efficiency

# Smart grid: automated devices increases efficiency and reduces
manpower.

» Reduce cost

» Automated devices: no need of money for manpower, fuel, maintenance.
» Improves performance

# Turbine's performance improvement, remote monitoring.
» Reduce energy demands

» Helps users to learn how to use energy in real time.
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A digital power plant can help increase the efficiency so we can have smart grids which
can help in automation of these devices, connectivity between them, overall increasing
the efficiency, reducing the involvement of human resources, manpower and so on. So,
overall improvement in efficiency is what can be achieved through these digital power

plants.

Reduction in cost can happen because we are talking about reduced human resources. So,
automated devices would be deployed and you can have reduced manpower
consequently reduced wages and so on to be incorporated and also reduced fuel reduced
maintenance and so on. So, these are these different reductions that can happen through

the incorporation of digital technology with the power plant.

The other features would be improving the power the performance of different turbines,
wind turbines, remote monitoring. So, all of these improved performance remote control,

remote monitoring can be possible and also reduced energy demands. So, this basically



will help the users to learn how to use the energy in real time in an efficient manner. So,

these are these different benefits of digital power plants.

(Refer Slide Time: 19:11)
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Source: Arun Ramamurthy and Pramod Jaln, “The Internet of Things in the Power Sector Opportunities In Asla and Pacific”, ABS Sustalnable
Development Working Paper Series, 2017,
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So, architecturally these are the different components of an [IoT enabled power plant. So,
we will have all these different components edge devices, hubs and gateways, then we
have storage maybe in the form of cloud etc., then analysis of the data analytics maybe at
the cloud. And then the corresponding actions maybe some kind of a feedback control
will have to be sent; a feedback signal will have to be sent to the machinery to control
certain components in the desired machine. So, these are the different components of in

the architecture of a smart power plant.
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lloT Maturity Model

Source: Arun Ramamurthy and Pramod Jain, “The Internet of Things in the Power Sector Opportunities in Asia and Pacific®, ABS Sustainable
Development Warking Paper Series, 2017,
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So, IIoT maturity model has gone through all of these different layers in the power
sector. So, it starts with monitoring, monitoring is very simple because if you have the
connected sensors, actuators then this monitoring would be possible, for the control you
need to take help of the actuators and for the control basically you need to send a signal,

a feedback signal back to the machine or a component in the machine.

So, monitoring, control these are all possible through the integration of IloT and
optimization over time using or analyzing the data that is received; autonomy overall can
be achieved autonomy in all respects device level, system level, application level and so

on. So, all levels of autonomy would be possible so this is this [ToT maturity model.
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Communication Network

» Home area network (_ L)

» Covers in-home loT devices. Wireless: Zigbee, 6LowPan

» Neighborhood area network (w pw)
» Distribution domain networks. Data collected from smart devices and
sentto gatewgg; ——

» Field area network (W)

» Distribution domain networks. It includes controller, regulators, and
data collector, Wireless: WiMAX, 3G, 4G. Wired: Ethernet.

» Wide area network
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In terms of the communication network, because communication network is the core in a
smart grid or a smart power plant so, the communication network has different parts. So,
these are some of these different parts; this is the well known ones are home area
network, which is basically IoT devices in the home and for these communication
technologies like Zigbee, 6LowPan and are often used and these are these different
standards and technologies that we have already discussed in detail in an introductory

lecture on IoT.

So, this is something that we have already discussed. So, after home area network, we
will have this never neighborhood area network in short it is also known as the NAN and
so, this particular network basically talks about the distribution domain in the networking
of the distribution domain. So, the data that are collected from the smart devices are then

sent to the gateways in the neighborhood area network.

So, neighborhood area network basically just concerns the distribution system. So,
basically these smart devices are going to send the data to the gateway and that is
basically the scope of the neighborhood area network. Field area network also known as
FAN, this basically concerns distribution domain networks as well, but here it includes
the connectivity of the controllers, the regulators, the data collectors, etc. and typically
wide area wireless technologies such as WIMAX, 3G, 4G, etc. are used and for wired,

Ethernet is also used.



And then we have this traditional wide area network in the conventional network and
communication system. So, these are these different communication networks that one

would encounter in a smart power plant.
(Refer Slide Time: 23:16)

Smart Grid in Power System

Information flow Power flow Power system
Wide area network Generation Step up transformer | ~
Neighborhood area e
e Transmission Step down transformer | ~
Home area network Distribution_ i Gateway it
< consumption

Source: Y. Saleem, N. Crespl, M.H. Rehmanl, R. Copeland, Internet of Things-alded smart grid: Technologles, architectures,
applications, prototypes, and future research directions, arXiv preprint arXiv:1704.08977, 2017
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So, if we are talking about the smart grid, there is power flow, that is traditional, that has
been there already. So, power flow; starting from the generation station through the
transmission to the distribution and consumption units, the power flows like this. Power
system basically setting up of the transformer then stepping up of the transformer,
stepping down of the transformer and sending the energy through the gateways; this is the

power system.

And the third component is basically this information flow, through the wide area
network, neighborhood area network and the home area network. So, these are these 3
different components of a smart grid in a smart power system. So, information flow,

power flow and power system together holistically works to offer, to deliver a smart grid.
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lloT in Power Plants Applications

» Digital twins

¥ Considered as virtual power plant, reduce fuel and energy
consumption by incorporating data.

» Supply chain management

» Sensors monitor product condition and optimize delivery time.
» Smart pumping

» Combined with sensors and software. Automated flow control.

Source: https://www.plm. siemens. fglobalfen/p: sfsimeenter, hitp://smartpumping com.au/
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So, for IIoT implementation in the power plants different technologies such as digital

twins such as supply chain management, smart pumping.
(Refer Slide Time: 24:33)
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lloT in Power Plants Applications

» Smart boiler
» Customer can control it by mobile application
» Energy efficient usage
» Automatically reports if any defects are there
» Smart water monitoring
» Detect flow of water and volume of water of a pipe in a time period.

» Sends data to cloud storage.

» Saves wastage of water.
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Then smart boilers, smart water monitoring and so on. So, all of these different types of

applications are often used.
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lloT in Power Plants Applications

Smart metering
» Important element of smart grid S,,..ﬂ‘"
» IoT reduces operational costs as operations are remotely managed]Makes
» Reduces the chance of energy loss.

——
Building automation

» Monitors the building remotely.

» Elevators, lighting systems, and other electronic systems are
connected through internet.
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Concepts for smart metering, building automation are also quite popular. Smart metering;
particularly I would like to emphasize this smart metering, basically is an important
element of smart grid, where IoT is used to reduce the operational cost as the operations
are remotely managed; this basically reduces the chances of energy loss and optimum
use of energy. So, reduction in energy loss is basically achieved through the smart

metering concept.

So, the deployment of smart meters basically has already happened throughout our
country in India. So, in different parts of the country smart meters are already in use and
particularly in other countries also smart meters are quite widely used building
automation, smart phones, smart offices etc. So, basically you want to monitor the
condition of the building remotely, in a smart building there would be sensors that would
be fitted to elevators, lighting systems, other electronic systems, etc. and they are all

going to be connected and monitored through the internet.
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Supervisory Control And Data Acquisition (SCADA)

» Software and hardware allows organization to process locally
or remotely.

» Sensors gather real time data.

» Programmable logic controller or remote terminal units
communicate with different objects and route the data to
SCADA software.

» SCADA software processes the data. Then users analyze the
data to make decision.
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SCADA based control, supervisory control, supervisory data acquisition and supervisory

control so, SCADA based power plants are a reality now. So, SCADA software are used
or deployed in order to process the data, then the users analyze the data to make the
different decisions and this decision making can also be automated, different rules could
be implemented in order to make the decision making automated and the system fully

autonomous.
(Refer Slide Time: 26:29)
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Advanced Metering Infrastructure (AMI)

» It comprises whole infrastructure:- smart meters,
communication networks.

» Smart meters: collect information about energy, water etc.
Transmits the data to network.

» Communication network: Broadband over PowerLine, Fixed
radio frequency are used.

» Meter data acquisition system: gathers data from smart
meters

» Meter data management system: analyze the data.
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AMIs: Advanced Metering Infrastructure it basically comprises the whole infrastructure,
smart meters, communication networks etc., smart meters help in the collection of
energy, collection of information about the energy supply, water supply, etc. depending
on what distribution network we are talking about; if we are talking about the traditional
energy distribution the meters in those. So, then it is the smart energy meter if we are
talking about the water sector, water distribution network, then we are talking about the

smart water meter.

So, irrespective of that AMIs and particularly the smart meters are core to the
implementation of this particular concept. So, communication network broadband over
power line, fixed radio frequency, these are some of these communication medium that
are used for the connectivity of this metering infrastructure. Smart meter data acquisition
system which is basically the MDAS, the MDAS is basically helps in gathering of the
data from the smart meters. And the meter data management system which is the
MDMS; this MDMS basically helps in analyzing the data that are collected from these

smart meters.
(Refer Slide Time: 27:50)
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lloT in Electricity Sector

» Efficient power grid system
» Collect data from sensors
» Use the data to manage resources
» Optimization, stakeholders take decision about power usage.

» Data collected from sensors can easily predict if any failure in
grid.
» Predict earlier if any accident is going to happen.
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So, IIoT in the electricity sector in different parts of the electricity sector not only in the
power plants, but also in the different parts starting from the generation point till the
consumption point IIoT implementation can help in making the processes the systems

overall smart. So, efficient power grid system would help in collecting the data through



the sensors, use the data that are collected from the sensors to manage the resources and
then self optimize and take automated decisions for overall improvement of the power
system and reduction of power usage. The data that are collected from the sensors can
help in performing different predictions through the implementation of different
statistical techniques, machine learning techniques, and different Al techniques and so

on.
(Refer Slide Time: 28:42)
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lloT in Water Sector

» Saves water using smart sensors.
» 10T sensors track water pressure, water quality etc.

» The gathered data is sent to utility company to analyze the
data.

» It gives public useful information about how to stop wastage
of water.

» It also predicts the water leakage.
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In the water sector IIoT could also be used to save water using the data that are collected
from the smart sensors that are deployed in the water distribution system. [oT sensors
can track water pressure, water quality etc. So, I have already shown you in a previous
lecture one of the deployments of a model water distribution system and how a SCADA
based monitoring system can help in getting and the idea about the quantity and also
theoretically the quality of the water that is flowing through different junctions of that

water distribution system.

So, basically different features such as prediction of water leakage, then optimization of
water usage, all of these things could be done with the deployment of IIoT in the water

sector as well.
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lloT in Wind Energy Sector

» In wind energy sector, large turbines are used. The factories
also locate at remote location, It is hard to maintain.

» With loT, the local control system can adjust switches and
software.

» The remote location of farm is not an issue with IoT.

» 10T can predict any issues of turbines easily and it can be
addressed earlier before any large scale damage.
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In the wind energy sector likewise IIoT deployment can help in improving the efficiency
this can also help in remotely controlling the different wind generating turbines these
could be controlled remotely over a network from some control station. So, both

monitoring as well as control could be done in an I1oT deployed wind energy platform.
(Refer Slide Time: 30:11)
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lloT in Solar Energy Sector

7 In loT based solar energy sector, sensors monitor their
performances from the control panel.

» The gathered data is sent to cloud server to analyze.

# 10T helps to understand the problem of device whether it is
hardware related problem or network related problem.

» 10T helps to detect any problem in real time.
# 10T can manage large solar grids.
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So, wind energy, solar energy as well IoT based solar energy sector sensors would
monitor the performances from the control panel, the gathered data will be sent to the

cloud server to analyze and this [oT would help to understand the problem of device



whether it is the hardware related problem or the network related problem. So, overall

the solar grids could be managed much more efficiently in an optimized fashion.
(Refer Slide Time: 30:37)
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Challenges of lloT in Power Plant

» Security issues
# Privacy issues, chances of denial of service attack.
» Low power devices

# loT devices are resource constrained devices, battery powered
devices.

» Scalability issues
» Number of devices are increasing, Increase of data bandwidth.
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So, there are different challenges of implementation of IloT in a power plant, there are
security issues because now we are not just talking about the operational technology that
has been existing the transmission of energy, the transmission of electricity, but now we

are also talking about transmission of information, transmission of data that is collected.

So, security of the data, privacy of the individuals so, these are all different issues that
will have to be considered through the integration of network and communication with
the traditional power supply. So, low power devices, IoT devices, resource constraint,

energy constraint, battery power and so on.

So, all these different features and the challenges that we have discussed previously,
these will also make the implementation of security issues a challenge. So, there are
scalability issues as well as. So, the number of devices that are connected are going to
increase over time. So, this basically will require an increase in the data bandwidth
which is itself a challenge. So, these are some of these broad classifications of challenges
with respect to the security privacy having low power devices, their security in turn and

the scalability in terms of increasing the number of IoT connected devices.
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Challenges of lloT in Power Plant

» Determinism of network
» Using cloud makes the pracess delay about 200 msec or more.

# Poorly designed

» Most of the devices are poorly designed as different protocols are
used.

# |t lacks of standard authentication for the edge devices.
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Determinism of the network is also important we are talking about integration with
cloud, but throwing the data out to the cloud and getting it back. So, all of these basically
increases the processing delay by about 200 millisecond or even more and this basically
reduces the overall efficiency in the decision making process and taking different control

actions consequently.

Poor designing with respect to implementation of non standard protocols, non standard
authentication mechanisms, non standard security mechanisms etc. So, these are some of

these different other existing challenges of IloT implementation in the power plants.
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So, we come to the end of this particular lecture, we have seen highlights of the benefits
and features of implementation of IIoT and IoT in the power sector. We have seen that
there are many different types of benefits, but the challenges are also huge, we have also
looked at the overall architecture for the implementation or the deployment of 10T in the

power plants.

And holistically the power sector which basically takes care of different machinery and
the supply chain overall from the generating point of the power to the consumption point.
So, taking care of the automation of the whole chain is what is of concern in the IloT

deployment in the power sector. So, these are different references.

Thank you.



