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Cloud Computing- Case Studies

The current lecture on cloud is on some case studies and more specifically case studies
related to the available cloud platforms and including the CloudSimulation platforms. So,
we are going to go through some of them. So, before I start I would like to mention that
you know before even before the adoption of cloud whether it is for R and D purpose or
whether it is for actual use in a business it is required to assess this particular technology
the different solutions that are offered by this technology it is required to assess. So, how
can we assess one of the ways is through simulations. So, there are different simulations
platforms that have been that are made available by different community groups. So, we
can use those in order to assess how cloud is going to perform what are the different
modules what are their implications on the overall performance of the system and so on.

So, that is a very important aspect of cloud computing.

So, I will go through some of these different CloudSimulation platforms, but before that
I would like to make you understand some of these issues of simulation. So, first of all
the simulation tools would be required to ensure reliability scalability and repeatability

for of performance evaluation.
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Infroduction

v" Simulation tools provide reliable, scalable and repeatable
environment for performance evaluation

¥" The simulators facilitate pre-deployment tests of services

v As the demand of cloud computing is growing everyday, the
simulators and technologies are needed to be studied
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So, you know we have to ensure that the system is reliable even before it is used it is
scalable and the data that we are getting you know that is repeatable. So, we have a
repeatable environment which will give you the same or similar kind of data even if you
rerun the same simulation over time you know you run in you know at different instants
of time you know you have a repeatable environment which will give you similar kinds

of data. So, that is very much required for performance evaluation.

The simulators basically facilitated pre deployment tests of services then that is basically
quite generic as well I mean not just specific to cloud any simulator even mean what a
simulator does is even before you deploy the infrastructure the services is the platform as
a whole you need to test how it is going to work. So, this is another purpose of the
simulator and the third is as the demand of cloud computing is going every day the
simulators and technologies are needed to study how things how different features which
are going to be enabled which are going to be added additionally how they are going to

perform in the cloud environment.
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Intfroduction (contd.)

v’ Cloud simulators allow customers to
® Evaluate the services
= Testingat no cost
= Enable repeatable evaluation
= Control the environment
= Pre-detection of issues affecting performance

= Design of countermeasures
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So, CloudSimulators allow the customers to evaluate the services to test the services and

the platform at no additional cost because no additional infrastructure is going to be
taken enabling a repeatable evaluation repeatability. I have already mentioned to you
controlling the environment pre detection of issues affecting performance pre detection
means even before actually the cloud is deployed you want to pre detect what are the
issues that are going to be there which would be affecting the performance of the cloud
environment and that has to be done even before the deployment is going to take place.
So, CloudSimulator will help you do that and designing of the countermeasures in the
case of you know the performance degradation due to some issues or you know certain

things going wrong.
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Cloud Simulators

v’ Different Cloud Simulators are:
= CloudSim
= CloudAnalyst
= GreenCloud
= jCanCloud
= GroudSim
= DCSim
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So, what are the counter measures that have to be taken and you know designing that and
evaluating those aspects different CloudSimulators that are available include CloudSim
which is probably one of the most popular you know simulation platforms that is
available in the community CloudAnalyst is another one third is green sorry,
GreenCloud. Next is iCanCloud, the next one is GroudSim and the last one is DCSim in
this particular list. So, these are some of the some of the CloudSimulators that are

available for use if you want to simulate cloud before actually deploying cloud.
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CloudSim

v A simulation framework
= Models cloud computing environments — Data Center,
applications, users, network topology
® Written on Java-based environment
= Allows to examine the performance of application services
= Dynamic addition/removal of resources during simulation
= Developed at CLOUDS Lab. of University of Melbourne
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So, CloudSim is a simulation platform as I said before which has different modules
which has different classes for different cloud computing environments including
modules for data center you know for modeling data centers modules for data center
virtual machines applications users network topology. So, there are different types of
modules and their corresponding models that are made available it is CloudSim is based
on a java based environment it is written on a java based environment that allows to
examine the performance of application services. It is also possible to dynamically add
and remove resources in CloudSim and CloudSim was developed at the University of
Melbourne by the team led by Professor Rajkumar Buyya, he is very much popular in
cloud computing and in his lab the clouds lab of the University of Melbourne this

CloudSim platform was developed.
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Advantages of CloudSim

v Time effectiveness: Cloud-based application implementationin
" Minimum time
= Minimum effort
v Flexibility and applicability:
= Support for diverse cloud environments
= Enables modelling of application services in any environment
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The advantages of CloudSim include taking care of time effectiveness. So, cloud based

applications implementation has to be done in minimum time with minimum effort. So,
time effectiveness is one second thing is dealing with fix flexibility and applicability
supporting you know the use of diverse cloud environments enabling the modeling of

application surfaces in any environment.
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Features of CloudSim .

Various cloud computing data centers

Different data center network topologies

Message-passing applications

Virtualization of server hosts

Allocation of virtual machines (VMs)

User defined policies for allocation of host resources to VMs
Energy-aware computational resources

Dynamic addition/removal of simulation components

Stop and resume of simulation
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These are the some of the advantages of CloudSim features of CloudSim include I will
just read from this list and because these are quite self explanatory I would simply lead
them without actually needing to expend them in further detail. So, features include
various cloud computing data centers different data center network topologies message
passing applications virtualization of server hosts allocation of virtual machines user
defined policies for allocation of host resources to virtual machines energy aware
computational resources dynamic addition or removal of simulation components and

stop and resumption of simulation.
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CloudSim Architecture

¥ User Code: Top most layer
= Presents different machine and application
specifications
¥ CloudSim: Middle layer
= Providescloud environment
= Enables modelling and simulation
¥" Core Simulation Engine: Bottom most layer
= Eventscheduling
= Entity creation
® |nteraction between components
® Clock management
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So, these are some of the features that are supported by CloudSim in the CloudSim
architecture we have different layers the topmost layer is the user code layer which
basically presents the different machine and application specifications the middle layer is
actually the CloudSim layer which provides the actual cloud environment. And also
enables modeling and simulation of cloud and the bottom of most layer is known as the
core engine core simulation engine layer and these basically takes care of event
scheduling event scheduling means because we are dealing with discrete event
simulation different events like the creation of the virtual machine the porting of the

virtual machine on the host and so on.

So, these are like discrete different events. So, scheduling of the events is taken care of at
the bottommost layer the core engine layer creating these different entities these different
virtual machines the data centers etcetera. Entity creation is also done at the core engine
layer interaction between the different components the clock management because you
know there is actually a clock class from which you know the whatever you know
entities you borrow you inherit you know you have to take help of the clock; that means,
the time you will be required to be inherited. So, that these different entities are time

synchronized and overall we have a clock managed solution.
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Top Layer: User Code

v Basic entities:
= Users
= Physical Machines
* Virtual Machines
= Applications & services
= Scheduling policies
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The top layer basically has different entities such as the users the physical machine the

virtual machines the applications and surfaces and scheduling policies. So, basically I



will show you with the help of this particular figure. So, what will happen is you have
this user code and then you have the simulation specification and the scheduling policies.
So, simulation specification and you know the scheduling policy again breaks into 2
parts one is the application configuration which has sorry as a application configuration
the cloud scenario and the user requirement. So, this is basically that simulation
specification. So, this is taking care of by these three different components the cloud
scenario user requirement and application configuration the scheduling policy is taken

care of by this subcomponents which is basically the user broker.

(Refer Slide Time: 10:05)

Middle Layer: CloudSim

¥" Creation and simulation of
= Dedicated management interfaces
= Memory, storage, bandwidth and ViMs
v" Helps in solving issues like
= Hosts provisioning to VIMs
= Application execution management
= Dynamic system state monitoring
v Allows a cloud service provider to
= |mplement customized strategies
= Evaluating the efficiency of different policies in VM provisioning
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And the data center broker the middle layer is basically the CloudSim layer which takes

care of the creation and simulation of dedicated management interfaces issues such as
memory management storage bandwidth and virtual machine creation and simulation are

taken care of at this layer.

This particular layer helps in solving issues like host provisioning to virtual machines
application execution management and dynamic system state monitoring it allows a
cloud service provider to implement customized strategies evaluating the efficiency of
different policies in virtual machine provisioning here is the overall CloudSim

architecture.
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So, we have different layers in CloudSim we have the user interface structure the virtual

machine services cloud services cloud resources and network. So, these are the different

components of the cloud same.

So, user interface structure has 2 different sub components the cloudlet and the virtual
machine. So, cloudlet is sort of like a small physical server which will put the you know
which will create these virtual machines then we have what the virtual machine services
constituting the cloudlet execution of the cloudlet that is created and the virtual machine
management. Then we have the cloud services comprising of virtual machine
provisioning bandwidth allocation CPU allocation memory allocation and storage
allocation then we have the fourth one which is the cloud resources component of the
layer which includes event handling sensor management data center and the cloud
coordinator and then we have the network layer which takes care of the network

topology and message delay calculation.
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CloudAnalyst

¥ Simulationtool designed based on CloudSim
¥" Provides GUI

v" Supports geographically distributed large-scale Cloud
applications

v The purpose is to study the behavior of such applications
under various deployment configurations 5
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So, that was the CloudSim another production another system which works on top of

CloudSim is the cloud analyst which is a product that was again developed by the group

led by Professor Rajkumar Buyya.

So, the crowd analyst is a simulation tool designed on top of cloud seemed to provide a
graphical user interface that will support geographically distributed large scale cloud
applications the overall purpose of cloud analyst is to study the behavior of such
applications under different deployment configurations. So, basically this cloud analyst
will have different metrics to trick take care of the performance of this cloud the different

parts of the cloud and so on.



(Refer Slide Time: 12:54)

Features of CloudAnalyst

Easy to use due to Graphical User Interface (GUI)
High level of configurability

Repeatability of experiments
Graphical output (e.g. charts, tables)

v

v

v" Flexibility of adding components

v

7

v" Easy to extend (Java Swing) and uses blended technology
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The features of cloud analyst include it is easy to use due to the availability of GUI it has
high level of configurability it has a feature of flexibility of adding different components
repeatability of experiments graphical output provisioning with the help of charts and

tables.
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CloudAnalyst Design

Main components
GUI Package: Front end
Cloudsim | A - Simulation: Create, execute, hold

{CloudAnalyst -
.

|_Bxtensions | : | * UserBase: User traffic generation
.

DataCenterController: Events of data center
Internet: Internetwaorking & routing
InternetCharacteristics: Properties of Internet (delay,
Bandwidth, throughput, ete.)

* VmloadBalancer: Policies for load balancing

* CloudAppServiceBroker: Entities for routing between
UserBase & data center

A
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And easy extend extensibility with the help of java swing and different other

technologies the cloud analyst architecture is given in front of you in the figure. So, we

have 2 main components one is the CloudSim extensions by offering different metrics



different you know different extensions that will help you to analyze what is going on
how the cloud is behaving and so on and the graphical user interface. So, this interaction
with the core CloudSim and the different components the 2 components of cloud analyst

are shown in this particular figure.

So, the cloud analyst list basically comes with different components such as the GUI
package for front end development the simulation, simulation component which
basically creates executes and holds virtual machines then we have the user base for user
traffic generation data center controller internet for internet working routing networking
network provisioning. So, on internet characteristics component which basically takes
care of properties of the internet with respect to delay bandwidth throughput etcetera the
VM load balancer which takes care of issues of policies for load balancing and the cloud
app service broker which takes care of entities for which has entities for routing between

the user base and the data center.
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GreenCloud

v Why:
= The computing capacity has increased the cost and operational expenses of data centers
* Energy consumption by data center is the major factor driving the operational expense
¥ What:

= Operational cost is the energy utilized by computing and communication units within a
data center

¥ How:
* GreenCloud monitors the energy consumption of servers, switches, etc.
= Developed as an extension of a packet-level network simulator N52
[

urc: . Wissich, P, Bowwry, %. U. Khan, "GreenCloud: A packet bevel simlaior of snergy-awsns cloul computing dats center”, I, Supsrcompat., vol. 62, no. 1, pp. 1263
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So, why do we need GreenCloud. So, sorry, so, that was the cloud analyst and now we

have another Cloud simulation platform which is known as the GreenCloud. So, why do
we need GreenCloud. So, in GreenCloud, by the way this GreenCloud was developed by
a team of US and Europe. Pascal Bouvry group and Semi Olokun you know from the
University of North Dakota and Pascal Bouvry from University of Luxembourg in

Europe. So, they together came up with discrete GreenCloud platform which is again a



packet level simulator which is energy aware and that basically helps in reducing the
overall you know energy expenses with the help of energy expenses in the adoption of

cloud.

So, why do we need GreenCloud the computing capacity has increased the cost and
operational expenses of data centers. So, energy consumption by data center is the major
factor that drives the operational expenses. So, what is GreenCloud it offers operational
cost. So, operational cost is the energy utilized by computing and combination
communication units within a data center and how that is done GreenCloud basically
monitors the energy consumption of the servers the switches etcetera and it is developed

as an extension of NS2 packet level network level network simulator.
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Features of GreenCloud

v User-friendly GUI
v" Open source

¥" Facility for monitoring energy consumption of network &
devices

¥" Supportssimulation of cloud network components

v" Supports monitoring of energy consumption of individual
components

¥ Enables improved power management schemes
v" Dynamic management and configuration of devices
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The features of GreenCloud are listed over here I would just read read it out for your

convenience. So, number one feature is that it is it offers a user friendly graphical
interface number 2 is it is open source. Next is the facility for monitoring energy
consumption of network and devices forth is that it supports simulation of cloud network
components fifth is it supports monitoring of energy consumption of individual
components. Next is that enables improved power management schemes which is very
much important in the context of this particular simulator energy consumption
monitoring and reduction is an important feature that is offered by GreenCloud and the

last one last feature is dynamic management and configuration of devices.
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Open Source and Commercial Clouds

- Open Source Clouds Commercial Clouds

Examples OpensStack, CloudStack, Amazon Web Services (AWS),
Eucalyptus Microsoft Azure, Google App Engine
Facility Mostly offers laaS laaS, Paas, Saas Services on
subscription
Security Implemented by user Implemented by service provider
Type Private/On-premise Public/Off-premise/Hosted-private
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So, those were the simulators now let us talk about some real commercial and open

source cloud platforms that are available for use. So, some examples of opens open
source cloud include OpenStack; CloudStack eucalyptus and so on commercial cloud
platforms include Amazon web services Microsoft azure Google app engine and so on.
So, now, let us look at the open source cloud platforms these open source cloud
platforms mostly offer infrastructure as a service whereas, the commercial ones offer in
addition to infrastructure as a service platform is a service software is a service. So, on a
subscription basis or; that means, on a payment basis in terms of security these security
issues are implemented by the user; that means, by the customer at the user end and
commercial clouds these are implemented the security aspects are implemented the

security components are implemented by the service provider.

So, here the type of the cloud is private on premise; that means, in the facility of the user
the cloud will be installed and so on premise and the commercial clouds are basically
public of premised. So, these are not available on the campus on the in the institutional
premises and so on. So, these have to be available made a these are made available to the

public and these have to be subscribed to over the internet.
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OpenStack

Collection of open source technologles

Managed by the OpenStack Foundation

Supports vastly scalable cloud system
Preconfigured software sult

Different services available for users

Considered Infrastructure as a Service (laaS).

Ease of use: add new instances quickly to run other
cloud components

Provides a platform to create software applications

L - O

L

Developed software applications can be used by
the end users

Source: OpanStack Webaite www, opsnitack. on/software
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So, OpenStack is one very popular form of a cloud platform that can be used. So,
OpenStack is a collection of open source technologies that is managed by the OpenStack
foundation it supports vastly scalable cloud system it has preconfigured software units
different services are available for the users it considers infrastructure as a service. So,
OpenStack basically supports IaaS and not a SaaS or PaaS it is easy to use because you
know one can easily add new instances and can quickly run different cloud components
it provides a platform to create software applications and has been developed it has

developed software applications which can be used by the end users.

So, this is basically the schematic of OpenStack. So, we have the common network
component which includes a container storage and virtual machine. So, this is basically
the common network component then you have these different apps at the user’s apps

layer and then it also connects with the dashboard geographical interface.
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Openstack Components and Features

¥ Components: ¥ Features
*  Compute (Nova) = Allows users to create and deploy virtual
= Networking [Neutron) machines

®  Block storage (Cinder)
= identity (Keystone) * Allows set up of cloud management

*  image (Glance) environment .
= Dbject storage (Swit) » Supports easy horizontal scaling - dynamic
Dashboard [Horizan) addition/removal of instances to support
2 [Trove more users in real-time
= Open source software - free to access the
source code and share their own code to
community

= Search (Searchlight)
5 Key manager (Barbican)
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And the different monitoring tools are also available through the OpenStack platform
OpenStack has different components and features. I am not going to go through, but as
you can see over here they have different components for computation networking
storage you know and so on and so for database etcetera, etcetera and they have different
names for each of them nova neutron cinder glands keystone swift horizon trove etcetera,

etcetera.

These different components have their own different names the features include allowing
users to create and deploy virtual machines allowing the setting up of cloud management
environment supporting easy horizontal scaling. That means, dynamic addition and
removal of instances to support more users in real time and open source software this is
open source software which is freely accessible to anyone we along with the source code
which can be shared to shared in order to share with the community for the deployment

and use of this platform.
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Microsoft Azure

v" Previously Windows Azure
v Supports laas and Paa$

v" Supports extensive set of services to quickly create, deploy
and manage applications

¥" Many programming languages and frameworks are supported
v" Available across a worldwide Microsoft-managed datacenters

Source URL: hitps:/ature. microsolLod e whal s -auio
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Microsoft azure is available on a payment basis it is not free it you know earlier it
actually it used to be known as the windows azure it supports infrastructure as a service
and as and also the platform as a service. So, infrastructure as a service was also offered
by OpenStack, but not platform as a service. So, this paid software Microsoft azure
basically comes with the platform as a service in addition to the infrastructure as a
service it supports extensive set of surfaces to quickly create deploy and manage
applications there are many many programming language support and frameworks that
are available in this particular platform the azure platform and it is available across a

worldwide Microsoft managed data centers.
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Azure Services

Compute

Mobile services

Storage services

Data management

Messaging

Media services

Content Delivery Network (CDN)
Developer

Management

Machine Learning

L A N S
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So, these are the different advantages of Microsoft azure and here the list of different

services that are supported by as your are given in front of you we have support for
computing support for mobile services storage services data management messaging
media services content delivery content delivery means that you know something like
offering different types of media you know etcetera through platforms like YouTube and

SO o1.
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Azure as Paas$ (Plafform as a Service)

¥" Platform is provided to clients to develop and deploy software

v Clients focus on application development rather than worry
about hardware and infrastructure

v Low Cost

v less vulnerable to security attacks

¥ Ease to move on to new tools

v Solves the issues related to most of the operating systems,
servers and networking.

Source UNL - hittps:/ sl comye /
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So, content delivery network developer you know developer services management
services and machine learning support as your as a platform as a surface PaaS platform is
provided to clients to develop and deploy software. So, this is very important. So, when
we talk about platform as a service we are talking about some platform that is offered for
the development of the software to the clients you know clients get the development

platform for use on a after makings the payments.

So, clients basically focus on application development rather than worrying about the
hardware and the infrastructure as your is low cost is less vulnerable to security attacks
as claimed by them then it is easy to move on to new tools with the help of azure it also

solves.
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Azure as laas$ (Infrastructure as a Service)

¥" Offers total control of the OS and application stack

v Features to access, manage and monitor the data centers
v" |deal for the application where complete control is required
v" Facility for loading of custom configurations

Sourca UIL: hetps:/ bk
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The issues related to most of the operating system servers and networks azure as

infrastructure as a service the previous one was platform as a service. And the next one is
infrastructure as a service in this particular module it offers total control of the operating
system and the application stack it has features to access manage and monitor the data

centers and it is ideal for the application where complete control is required.
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Amazon Elastic Compute Cloud (EC2)

v' A web service for users to launch and manage
server instances in Amazon’s data centers

v Provides various APIs, tools and utilities
v Facilitate dynamic computation scalingin the
Amazon Web Services (AWS) cloud

v Supports pay-per-use billing rather than making
large and expensive hardware purchases

com/eca]

200 welb services Website hitps./faws smaron
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The next one which is also quite popular is the EC2 Amazon platform EC2 elastic

compute cloud the name says it actually the advantages of Amazon EC2 is evident from
the name. So, a web service for users to launch EC2 is a web service for users to launch
and manage the server instances in Amazon’s datacenter it provides various APIs tools
and utilities it has the facility for dynamic computation scaling in the AWS cloud and it
supports paper use billing rather than making large and expensive hardware purchases.

So, Amazon has different is EC2 Amazon EC2 has different instances.
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Amazon EC2 Instances

v Virtual computing environments
¥ Instance templates of different configurations = CPU, memory, storage,
networking capacity
¥ Dynamicinstance allocation by AWS according to user demand
v Instance types
= General purpose: T2, M4, M3
= Compute optimized: C4, C3
= Memory optimized: X1, R4, R3
= Accelerated computing instances: P2, G2, F1

Source URL: itps,//aws amazoncom/ecf
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So, these instances are of different types for different serving different purposes and their

specific names that are given by them in EC2 are also listed over here.
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Features of Amazon EC2
v" Operating system:
= Supportsall OS types
= Custom distribution: Amazon Linux AMI/Amazon Machine Images
v" Persistent storage:
= Temporary: Local ‘Instance Store’
= Amazon Elastic Block Store (EBS)
= Simple Storage Service {EB]
v Automated scaling: Rule based / Schedule based
v" Different “availability zones” in data centers increases fault-tolerance
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So, in terms of the operating system EC2 basically supports all operating systems in

terms of storage it has temporary storage for local instance store which is a local instance
store and also the Amazon elastic block store the EBs and the third is the simple storage
service s three. So, these are the persistent storage mechanisms that are available to a in
EC2 then the automated scaling, which is basically for horizontal scaling where there are
rules and schedules that are given and the scaling is going to be on the basis of that there

are different available zones in the data centers that basically increases fault tolerance.

So, EC2 basically comes with the concept of available zones availability zones. So, in
the availability zone basically it is designed the zones are designed in such a way that if
there is some component that goes down there will be some other component that is

going to automatically take over.
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Features of Amazon EC2

¥ Firewall Rules/Security Groups: Only predefined protocols, ports, and
source IP ranges reach the instances

ElasticIP address: Mapping between IP and any VM of user
Amazon CloudWatch: CPU, disk, network resource utilization monitoring
Enhanced security for instances using public-private key pair
Virtual private clouds (VPCs):
= Logically separate from the rest of the AWS cloud

L

= QOptionally connected to user’s own network
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So, the zone basically at the time of creation basically ensures that such availability is

there. So, that basically improves the overall fault tolerance in data centers.

features of Amazon EC2 also include firewall support for firewall rules and securities
overall there is predefined protocol ports etcetera which has source IP ranges supporting
different firewall rules and security mechanisms elastic IP address mapping which
basically maps between the IP and the VM of users. So, what you have essentially is one
pool which is basically the IP address pool the other one is the pool of virtual machines
that can be created for the user. So, basically this elastic IP addressing will map between

the IP addresses and the virtual machine and the corresponding virtual machine.

Amazon CloudWatch CPU disk network resource utilization monitoring these are some
of these functions of CloudWatch then you have the enhanced security mechanisms as
features in EC2 and the last one that I would like to mention specifically is the formation
you know is the availability of feature for creation of virtual private clouds. So, which
will basically logically separate the private clouds not private cloud, but it is sort of like a
virtual private cloud. So, I can install in my lab a virtual private cloud which will be
logically separating from the rest of the Amazon web services cloud and this can be

optionally connected to the users own network.

So, with this we come to the conclusion of this lecture we have gone through 2 different

aspects of cloud one is the different simulation platforms they are there CloudSim cloud



analyst so on and so forth thereafter we spoke about the actual you know cloud platforms
that are available for real deployment. So, in which again there are 2 classes of such kind
of tools one is the open source once. So, OpenStack by open foundation is OpenStack
foundation is an example of a open source cloud platform the paid ones include Amazon

EC2 Amazon web services Microsoft; Microsoft azure and so on.

So, with this we you know stopped over here with the cloud and also in another lecture
you will be given some hands on demos some demos with which you can perform some
hands on you know experimentation with cloud if you have the facilities with you. You
can you know when we go through these different you know steps in the next lecture you

can also perform the experiments yourselves with the adequate facilities at your end.

Thank you.



