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Fig. 1: Wireless sensor network
In a wireless sensor network, a sensor node senses physical
parameters from user-specific application area using different sensors
and sends the data to base station though single or multiple hops.
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Hardware design of a sensor node; we have seen that a wireless sensor network consists
of large number of sensor nodes. And then it is all about establishing wireless
communication between these sensor nodes. So, that the data that is sensed by each of
these sensor nodes could be transmitted through a multi hop path to the intended
destination node the base station and so on. So, the main problem is how do you design a

wireless sensor node. So, it can be designed in 2 different ways.

In fact, many different ways if we are talking about a regular wireless sensor node
embedded system based wireless sensor node, this is what we are going to cover, now,
but name spaced wireless sensor nodes could also be designed additionally, nano
technology name spaced nano embedded name spaced technology could also be
designed. So, mens at the micro electromechanical system and names is nano
electromechanical system. So, both micro scale and nanoscale devices could also be
designed, but we are not talking about the micro scale and a nanoscale devices, now we
are talking about designing wireless sensor nodes at the normal skill which are little



bigger in size, but you know this is the first thing that one could do more easily without

in the absence of existing technologies for mints fabrication or names fabrication.
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Some characteristics and requirements of a sensor node

= Energy-efficiency

= Low-cost

* Distributed sensing

= QOperate in high volumetric densities

= Be autonomousand operate unattended
= Be adaptive to the environment

= Wireless connectivity

= Multi-hop

= Distributed processing
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So, there are different characteristics and requirements of wireless sensor nodes they
have to be energy efficient low cost distributed sensing should be supported, you know
should be able to operate in high volumetric densities the autonomous and operate
unattended, be adapted to the environment should support wireless connectivity multi
hop communication and distributed processing like this. There are many requirements
and characteristics of sensor node.
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Design Challenges

There are several challenges in the design of wireless sensor node
= Flexibility and redundancy

= Scalableand adaptable structure design

= Reliability

= Energy-efficiency

= Low-cost

= Size
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So, the main design challenge is to design how to design the sensor node in order to be
inner to make it flexible and support redundancy redundant redundancy is a feature of
sensor networks. So, how do you design a sensor node which would be able to take care
of these attributes. Scalability and be able to adapt to the structural design. Be reliable

the energy efficient low cost and the as much small in size as possible.
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Wireless Sensor Node: The Architecture
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Fig. 2: Block diagram of wireless sensor node
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So, here is the overall architecture of a wireless sensor node. So, little later on during this

lecture 1 am going to present to you a wireless sensor node that we have developed



ourselves in our lab at 11T Kharagpur. So, basically a wireless sensor node has couple of
different units one at the core of a wireless sensor node is the controller and memory
unit. So, the controller basically all the you know computations that are there. So, all the
logics are implemented in the controller and also there is a memory unit then what is
required is to communicate. So, for communication purpose you need a communication
module and we are talking about wireless communication. So, it is a wireless module

third is the sensors themselves.

You know whatever sensing has to be done the sensors has to be have to be attached to
these sensor nodes that are developed. And then you have some kind of an energy unit
which is going to power these nodes. So, we are talking about battery power sensor
nodes. So, that we support and so on. Then you have the actuators you know. So, what
after based on sensing you know, the actuation may have to be done.

So, the actuators have to be attached GPS is optional having an LCD screen maybe for
debugging and so on. Is optional or displaying the messages these are optional things
even the actuator is also an optional item right. So, based on sensing you know if
actuation has to be done if the requirements of the application is such that actuation may
not may need to be done then actuators may be required. So, this is the overall

architecture of a sensor node.
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Functional components of Sensor Node m
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Now, if we talk about a wireless sensor node these are the different units. So, as we can
see from here. So, first we have the power unit power unit for power management. Then
we have the communication unit for communication purpose support of different radio
network protocols. Then we have the controller unit like this which basically hosts the

operating system and also executes the different algorithms.

And then for data handling and filtering fusion of data etcetera then you have the sensing

unit like this. So, these are the main component functional components of a sensor node.
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Controller

Controller performs different tasks, process data, and control the
functionality of other parameters in the sensor node.

Different types of controllers used in wireless sensor node
= Microcontroller

= Field-Programmable Gate Array (FPGA)

= Digital Signal Processor (DSP)

= Application-specific Integrated Circuit (ASIC)
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So, when we talk about the controller, controller is the main one of the core units of a
sensor node. The controller basically is tasks to perform different processes execute
different algorithms for control communication etcetera to know all different types of
algorithms different logics you know and so on and so forth. So, all these things all kinds
of computation are done and the controller. And there are different types of controllers
that are used in a wireless sensor node. Microcontrollers are used then FPGA could be
used to DSP based controllers could be used. ASIC based controllers could be used like
this you know there are different types of controllers that could be used in a wireless

sensor node.
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Controller (Contd.)

Microcontroller

General purpose processor for information processing and
control

Optimized for embedded applications
Uses clock cycles efficiently

Low power consumption
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Fig. 3 : Microcontroller ATMEGA 324

Examples : MSP430, ATMEGA 32, and PIC 16F877

[htto:/www, atm
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So, here where the picture that we see is that of a microcontroller called at mega 3 to 4

and this is a microcontroller which basically consumes very low power and uses the

clock cycles very efficiently, and this is very attractive for use in embedded applications

in general and ah.
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Controller (Contd.)

FPGA

Reconfigurable

High processing capability

Does not have a fixed hardware structure

Parallel processing is one of the most important features
May be good for testing

Examples : CyclonellEP2C5T144 and EP4CE6E22C8
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And sensor nodes in particular FPGA based controllers are also attractive particularly for

parallel processing applications then.
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Controller (Contd.)

DSP

= Optimized for signal processing tasks

= Easy to reconfigure

= Easy to store data

= Consumes more energy compared to microcontroller

= Notsuitable for wireless sensing application

Examples : TMS320C6748 and TMS320C6746
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DSP based controllers are also there these are particularly attractive where signal
processing tasks are quite heavy and; however, you know DSP based controllers they

basically consume more energy compared to the microcontrollers.
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Controller (Contd.)

ASIC
= High performance for specific applications

= Non-standard integrated circuits constructed for one specific
purpose application only

= Overall design can be made into one integrated circuit
= Reduced number of additional circuits
= Not flexible
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Basic base controllers are quite popular when a specific application is there which is

targeted and for that actually asking this controller are more popular.
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Memory Device

A wireless sensor node should have sufficient memory space to
perform the needed tasks.

Three types of memory are used in wireless sensor node
= Flash memory
= Fuse bit

= Electrically Erasable Programmable Read-Only Memory (EEPROM)
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So, this is about the controllers then we have the memory device, the memory device
which basically will store the data right. So these data have to be stored in the memory
space. So, this device basically store state and there are different types of memory
devices that can be used flash memory could be used fused bit memory could be used
EEPROM based memories could be used.

(Refer Slide Time: 08:00)

Communication Module

Communication module receives the transmitted data from
neighbor nodes and transmits to the sensed data to neighbor

nodes
Source Channel
= = Modulator
=ource Coder Code [
¥
Channel
v
T Source Channel
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So, that is the memory unit and then you have the communication unit. So, for

communication basically the data is received from the source node and then once it is



received you know it goes through the source coder, then the channel coding is
performed modulation is performed goes to the channel you know at the destination and
it is demodulated and then general decoding is performed source decoding is performed
and the data is finally, delivered to the destination module destination node.
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Communication Module (Contd.)

Medium options

= Radio frequency

= QOptical communication (laser)
= |Infrared

= Ultrasound
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So, there are different mediums that can be used radio frequency you know RF medium
can be used for communication. Optical communication could also be used then infrared
would be used ultrasound could be all of these are different types of you know wireless
medium that could be used for communication purpose between the different nodes you

know wireless sensor network.
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Communication Module (Contd.)

Radio frequency

= Based on electromagnetic waves

= Ease of use and integrality with other devices
= Communicationrange is long

= |t has different penetration through the walls of the buildings or
houses based on the frequency.

= Used in various medical applications.
= Antennasize at least A/4
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So, | am not going to go through this in detail, but this is there for you to go through if
you do not have basic understanding about the different features of this media. So, first is
the radio frequency medium video frequency based communication, where you know
different electromagnetic waves are sent from the source to the intended recipient. And
so there is some kind of antenna that has to be designed. So, these antennas are going to
these antennas are going to send the RF signals from the source. And these RF signals
are going to be received at the recipient where they have to be decoded and further
demodulated etcetera in order to get meaning out of the information that is send.
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Communication Module (Contd.)

Optical communication (laser)
* Line of sight communication
= Spend less energy than radio

= Security since there is no broadcastand if a channel is
intercepted it would interrupt the signal

= No need for antenna

= Sensible to atmospheric conditions




Optimal communication laser based line of sight communication it is basically more
popular for line of sight based scenarios. And these basically spend less energy than
radio communication, but at the same time as we have seen that you know wherever
there is line of sight you know optical communication could be used, but not always
another advantage is that there is no necessity for use of separate antennas for you know

optical based communication.
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Communication Module (Contd.)

Infrared

= Communicationis usually directional
= |ttravels onlyin straightlines

* No need for antenna

= Communicationrange is very short less than 1 meter.
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Infinity it is also very popular you know it is a communication that is directional in
nature; that means, that it is travels in straight lines there is no need for antenna and the

communication range is very short very short means less than a meter or so.
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Communication Module (Contd.)

Ultrasound

= Communicationis usually directional

= Pretty resilient to multi-path propagation
= \ery good ranging capabilities

= Good wall penetration
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Ultrasound is also quite popular, you know particularly when you have medium in
between the source and the destination; that means, that you know maybe a concrete wall

or something like that ultrasound could be used because ultrasound.
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Transceiver Characteristics

Transceiver has different unique characteristics
= Service to upper layer: packet, byte, bit

= Power consumption

= Supported frequency, multiple channels

= Data rate

= Modulation

= Power control

= Communicationrange
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Basically penetrates the concrete walls as well the transceiver is the unit which takes care
of the communication you know transmission and reception both. So the transceiver
basically takes care of offering services to the upper layers by in the form of sending

packets bytes bit is etcetera. So, the transceiver basically has different other



characteristics as well. You know lowering the power consumption because you
normally charger transceivers basically consume lot of power they have quite power
hungry. So, a good transceiver has to be designed which can consume less power for

their use in sensor networks.

(Refer Slide Time: 11:42)

Transceiver States

Transceivers can be put into different operational states, typically:

= Transmit: Ready to transmit
data to neighbor nodes

= Receive: Ready to receive —
data from neighbor node eceive
= /dle: Ready to receive, but

not doing so
= Sleep: The transceiver is

switched off condition
Fig. 4 : Transceiver states
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A transceiver basically can operate in these tips. We can see the 4 states in the slide in
front of us. So, it can be in the idle state, it can be in the transmit state, receive state or
the sleep state. So, transmit state is basically ready to transmit data to the neighbor nodes
whenever the node is basically ready to transmit data to the neighbor nodes it is in the
transmit state. Receive state in the node is ready to receive data from the neighbor nodes
if the node is in the idle state it is ready to receive, but is actually not receiving the
packets, actually not receiving the packets from other nodes. And sleep state is basically

when the transceiver is switched off.

So, it is the sleep state the transceiver is switched off, but at the same time sensing is
going on. So, sensing is going on if you know if this particular transceiver which is in the
sleep state is attached to a particular sensor node sensing is going on, but the transceiver

is in the sleep state.
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= ZigBee (IEEE 802.15.4)
* |ndoor/Urban:up to 100 (30 m)
* Qutdoor line-of-sight: up to 300 (90 m)
* Low power and data rate e
®= Low Wi-Fi (IEEE 802.11) Fig. 5: ZigBee
® High data rate upto 1 Mbps
* Infrastructure mode and Ad Hoc mode
= Communicationrange 10-100 m
= Bluetooth (IEEE 802.15.1) Fig. 6: Wi-Fi
* Low power

= ShortRange upto 10 m

o/ datasheats/Wireless/ Zighee/XBee-Datashest. paf]
)

Fig. 7: Wi-Fi
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So, these are some examples of different communication modules that could be used in a
sensor node. A ZigBee based communication could be used which is quite popular. In

fact, ZigBee is popular for use in sensor nodes ah

So, ZigBee is based on the standard | triple E 802.15.4, which is basically good for
indoor environments particularly where you know where there is requirement of low
range low data rate and low power consumption and sensor network requirements sensor
network applications basically have such kind of requirements the second is Wi-Fi. So,
you know Wi-Fi offers longer range higher data rate, but at the same time consumes
more power. And Bluetooth is good for you know forming wireless personal area
networks you know and the transmission range is up to 10 meters and Bluetooth also

consumes low power. And Bluetooth is based on the standard I triple E 802.15.1.
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Sensors

*= Main categories
= Passive, omnidirectional
Examples: light, thermometer, microphones, and hygrometer.

= Passive, narrow-beam e

TR
oresy
Example: Camera Jo0%
= Active sensors
Example: Radar Fig. 8: Temperature Sensor

= |mportant parameter: Area of coverage

L]
Fig. 9: Camera Sensor
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Different types of those were the communication you need communication modules
different types of communication devices that would be used in the standards and so on.
Now let us in a sensor node we have the sensors as well. So, the send different types of
sensors based on the application could be used. You know sensors scalar in nature like
vibration you know which can be measuring the vibration the temperature pressure and
so on. Or sensors which are vector based. So, camera sensors are examples of vector
based sensors. So, scalar sensors temperature vibration you know atmospheric pressure
etcetera. And vector based they are basically camera sensors are an example of that. So,
whatever be the type of sensor it is important to design sensors which can give maximum
sensing range as much as possible typically you know the sensing range is quite low only

a few meters and so on.

But what is important is to design the sensors and deploy them in such a way that the

area or that is going to be monitored is going to be covered properly.
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Wireless Sensor Operating Systems ¥

Need for Embedded Operating System (EOS) in WSNs

Managing the resources

Providing an interface to user applications
Protected operation modes of the CPU
Process with separate address spaces
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So, there are operating systems that are also used in the sensor nodes the embedded

operating systems. And this is like the normal operating systems, but these operating

systems the EOS the embedded operating systems are used for embedded devices.
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Wireless Sensor Operating Systems (Contd.)

EOS challenges

Small memory footprint

Efficientin power and computation
Lack hardware parallelism
Real-time

Robust

Diversity in applications and design

Wireless Ad Hoc and Sensor Networks CSE, IIT Kharagpur

-4

Like wireless sensor nodes and these embedded wireless sensor devices they have small

memory footprint they are efficient in power as well as computation power consumption.

And computation there you know basically support typical embedded applications are

real time in nature. So, they support to real time applications they are robust and they



support divers different types of applications with and become in in different types of

designs.
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Wireless Sensor Operating Systems (Contd.) m

Event-Driven Model
= Advantages
* Concurrency with low resources
= Complementsthe way networking protocols work
= |nexpensive scheduling technique
= Highly portable
= Disadvantages
= Event-loopis in control

= Program needs to be chopped to subprograms

= Bounded buffer producer-consumer problem

oloss Sennor Networks,” in Guide 1o Wireless Sensor Networks, 5, Mis
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Wireless Sensor Operating Systems (Contd.) m
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Thread-Driven Model
= Advantages
= Eliminates bounded buffer problem
= Programmer in control of program
= Automaticscheduling
= Simulates parallel execution
= Disadvantages
= Complex shared memory
= Expensive context switches

= Complexstack analyses
= High portable due to stack manipulation

less Sensor Networks,” in Guide 10 Wireless Sensor Networks, 5. Mis
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So, these embedded operating systems could be based on event driven model thread
given model, and each of these they have their own advantages and disadvantages which

| am not going through.
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Energy Supply

= Recharging may or may not be an option

*= Low-cost
* High-volume
= Light weight
* Less recharging-time
® Longlasting
= Two types of batteries
* Primary batteries — not rechargeable

= Secondary batteries — rechargeable, only makes sense i
combination with some form of energy harvesting
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But it is there for you to go through and have a feel of it. So, everything fine. So, we
have a communication unit we have a sensing unit and so on., But then you know
something has to power these nodes. So, we had computation done using the controller
communication using the transceiver unit. And then then we have the memory unit
which stores the data temporarily and so on. So, but overall this node has to be powered
with some kind of batteries. Typically, so these batteries you know it is good if these
batteries are rechargeable batteries; however, it is not necessary that the batteries have to

be rechargeable.

So, basically you know the primary batteries are not rechargeable batteries, but
secondary batteries are rechargeable. And particularly you know if there is a requirement
of an application which is a requirement of energy harvesting. So, maybe from solar or
maybe from wind or something like that then these secondary batteries are required
because they are rechargeable. And once the energy is repeated energy can be harvested
from the environment and energy can be you know restored in those batteries. So, energy
supplies you know it has to be low cost high volume lightweight and with less recharging

time and long lasting for making them useful for use in sensor network applications.
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Energy Supply (Contd.)

= Basicrequirements of energy supply

= Low self-discharge

= Longshelf life

= Capacityunder load

= Efficient recharging at low current

= Good relaxation properties (seeming self-recharging)

= \oltage stability (to avoid DC-DC conversion)
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So, these sensor energy supplies sensor node energy supplies they should also have low
self discharge rate. Because self discharge is something that we are already familiar with;
so basically you know when you have a battery which is full recharged you leave then
nothing it is going to discharge out of it is battery on it is own. So, these batteries that are
going to be used for powering the sensor nodes. This should have low self discharge rate
this should have long shelf life. And you know they should support different types of

voltages different voltage requirements.
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Hardware Platforms

System-on-chip (SoC) sensor nodes

* Contains BWRC PicNode and Smart Dust, which are mainly
based on MEMS, CMOS, and RF technologies

Augmented general-purpose personal computers (PCs)

* There are a variety of low-power embedded PCs and personal
digital assistants (PDAs), which usually execute off-the-shelf
commercial operating systems such as Win CE, Linux, or real-
time operating systems, and employ standard wireless schemes
such as ZiggBee (IEEE 802.15.4), Wi-Fi (IEEE 802.11), and
Bluetooth (IEEE 802.15.1)

Dedicated sensor nodes

= Containsthe MIT uAMP and Berkeley moto family

Source: M. 5. Obw
Pposs 2014, ch 2

5 Mirra, “Inside & wireless sensor node: structure and operation,  in frineiples of Wireless Senser Networks, Cambric
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Different types of hardware platforms are possible for use you know typically system on
chip SOC sensor nodes are possible augmented general purpose personal computers PCs
are possible dedicated sensor nodes could also be developed. And the corresponding
examples belonging to each of these hardware platform categories are medicine over

here just in the interest of time.
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SWAN Sensor Node

Smart Wireless Applications & Networking (SWAN) designed in-
house a low-cost, energy-efficiency, and flexible wireless sensor
node
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| am not going to mention each of them individually. So, these are the different types of
sensor nodes as | said now | will give you an example of a sensor node that we have
developed in our lab in our lab the swell lab at IIT Kharagpur. So, the swell lab basically
has designed this sensor node. So, let me just point out using the mouse the different
parts of sensor nodes, this is the sensor node and we have already seen that a sent sensor
node needs to do certain computations right. So, these computations can be done with the
help of this controller. This controller can help in performing different computations.
Then we have seen that some kind of transceiver units used. So, by the way this
controller that we have used is the at mega controller. And we have a communication
unit for sending the sense data, and over here it is shown that we are using the ZigBee
communication unit, but it does not have to be ZigBee you know one could use other
types of communication units based or maybe Wi-Fi or you know even GSM based
communication and so on. So, it depends on the application the nature of the
requirements and so on. What type of communication units going to be used, for sensor

to sensor node the sensor node communication typically ZigBee is good, but from sensor



node directly to a base station some long range communication such as Wi-Fi or you
know GSM is better? So, this is basically the USB charging or even in the USB not
necessarily for charging, but USB device which can be connected to a computer for may
be transferring the data, from the node to the computer or from the computer to the to the
node. This is basically the programmer that would be used you know once you have

written the code.

And microcontroller code it has to be burned into the microcontroller right. So, for that
the programmer comes handy. So, programmer basically will help in burning the code
that is written in your PC into the microcontroller. Then we have over here we have this
is the display unit which is an optional thing, but it is good to have if you are if you want
to show something, if you want to display if your node has to display certain messages
for users to understand what is going on. Or even for debugging purposes the display

units good useful.

And then you have all these power units this is the which you know this is the charging
point for batteries to be recharged. So, the power basically the power input can be made
from here. And these are the on and off you know switch, a switches we can be used for
switching on and off the sensor node. And this is on the other side you know this is
showing the rechargeable batteries that are used. So, you | mean these are the batteries
that we have used for our general purpose sensor nodes, but you know one could use
different other batteries a small size battery depending on the requirement for which the

sensor node is fabricated.
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Specifications of SWAN sensor node i
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Specifications of SWAN sensor node
= Processor: ATMEGA 324

= Clock frequency up to 20 MHz

= Power consumption:

= Active mode: 60mA@5 Volts (Maximum including wireless
module ZigBee (IEEE 802.15.4))

= Sleep mode: 100uA@5 Volts
®= 10 bits 8 channels ADC
= Two USART
®= USB connectivity
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So, this is the general specifications of the sensor node that we have developed at mega 3
to 4 processor is used. Then the clock frequency is up to 20 megahertz power
consumption in the active mode is 60 milli amperes at 5 volts input. And in the sleep
mode it is 100 micro ampere at 5 volts input. Then in bit is 8 channel ADC is used
analog to digital converter and 2 USART and USB connectivity. These are the different
specific specifications of the sensor node that | have just shows you the one that we have

developed in our lab here are few other specifications.
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Specifications of SWAN sensor node (Contd.) 1
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Other specifications of SWAN sensor node

= Programming port

®* |2Cbus

= SPlbus

® 32 pins for General purpose Input and Output
= Power On/Off switch

= Charging Switch

= On board Power backup (Rechargeable battery)
= 16x2 alpha numerical display LCD

= Wireless Module Zigbee (IEEE 802.15.4)

= Extra output5 volt, 3.3 volt, GND Pins
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So, I am not going to go through them individually, but it is there for you to just read and

try to have a feel of the nature of the sensor node that we have developed.
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Features of SWAN sensor node i
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Features of SWAN sensor node

=*More flexibility of each peripheral (such as LCD can be added or
removed easily, as per requirements)

=User can change wireless module as per specific requirements

=Any time, user can attach or detach any kind of sensor, actuator
with or from the node

=*As the node is programmable, user can use the node in different
applications changing the firmware of the node

CSE, IIT Kharagpur

And these are the different features of these swan sensors node. It is flexible you know
supporting debugging etcetera you know users can also be able to see the messages you
know what is going on and so on. Users can change the wireless module as per the
specific requirement. So, it is flexible in that sense you just can change the wireless
module you know instead of ZigBee you take the ZigBee output maybe GSM in GSM
module in or Wi-Fi module in. So, that way you know and without affecting the rest of
the board right. So, you take it out and put it in the other module that you want. So, it is
flexible in that scene any time, the user can attach or detach any kind of sensor actuator
with or from the node as the node is programmable users can use the node in different

applications.
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Energy Consumption
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Fig. 12: State of Charge (SoC) of Battery
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Changing the firmware of the node. So, just by changing the firmware of the node this
node you know as a whole can be used for something different applications. So, these are
the state of charge in the battery using this one node. So, you no need to explain we can
without sensors how the charge you know degrades over time is shown in this particular

plot.
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So, here are some references that could be useful for you. So, you know in the book

principles of wireless sensor networks authored by Obaidat and Misra. Here you will



find a chapter which is titled inside a wireless sensor nodes structural operations from

where you can understand some of these concepts that | have covered today.
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So, here a few other references, even you know from where you can purchase these
individual electronic components for that actually these sites are useful. You can
purchase the individual electronic components have your own circuit design about how
to integrate them in the form of an embedded device. And then you know it is all about
the production of the device from that point on. So, this is quite not. So, difficult you

know these sensor nodes are not.

So, difficult to make, but at the same time you know it is not very trivial as well. So,
basically you know once you have some general idea from the lecture today, you know
you can start building a sensor node of your own, by purchasing these different
electronic components from the sites and I have just shown you in the differences. So, |
hope that you have got some good understanding about how to make a wireless sensor
node and the different components of it. How to make a wireless sensor node, actually
we have not talked about circuit design etcetera, but you know we have a patent filed
from where you can get an idea about how to what would be the circuit design for our
particular sensor node or if you can get in touch with us. So, with this we come to an end

of this module on hardware design of wireless sensor node.

Thank you.



