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Medium Access Control in Wireless Networks- Part- |

Our topic for today is medium access control for wireless sensor networks. So, in this
topic will come to know about the different issues of medium access control for sensor
networks the different challenges that are going to be phased you know when you try to
implement the medium access medium access control solutions. And the different
solutions that have been proposed to handle medium access in sensor networks. So, this
lecture and the next one are basically dedicated to all these things that I just mentioned.
So, when we talk about medium access control, it is about a common medium and in our

case it is a wireless medium.
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= Based on strategies, MACs are classified in the following categories
* Scheduled-based MACs
= Contention based MACs

= Schedule-based MACs
* Based on reservation and scheduling

= A central authority (such as an access point) regulates the access to the
medium by broadcasting a schedule that specifies when, and for how long,
each node may transmit over the shared medium.
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There are different sensor nodes that want to get access to the medium. And how do we
enforce the discipline in the different nodes. So, that when the nodes they send the

packets there is no collision either midway or at the receiver end.

So, there should not be any collision due to the fact that 2 or more nodes attempt to send
data at the same time. So, how do you ensure that the different nodes, they send the data

at different points of time. So, regarding that basically towards this particular approach.



In most of the wireless Ad-Hoc networks and definitely in the case of sensor networks as
well, there are broadly 2 classes of medium access control solutions. One is schedule
based fixed schedule based like in TDMA FDMA etcetera. And the other one is
contention based like in the case of the CSMA class of protocol. So, these basically is
also the same. It is also true an applicable for Ad-Hoc networks as well as we have seen
before. So, same thing applies here, but we will see later on that either the fixed schedule
based or the contention based protocols the ones that have been proposed traditionally

they are not usable as such in an efficient manner in sensor networks.

So, why it is so and how it can be overcome? And what are the different solutions to
overcome it these are the issues that we are going to look at in more depth. So, when we
talk about schedule based protocols, there is some kind of reservation and scheduling of
the different nodes to get access to the common medium. So, a basic way could be that
there is a central authority like an access point which, basically regulates the access to
the medium and the broadcasting schedule of the different nodes. So, which means that
this particular entity the access point will give that will assign the different nodes which
one to get access to the medium different time slots, for example, and each of these
nodes they know the specific time slot, when they are going to attempt to transmit and
they are going to refrain transmission in the slots that are not assigned to them by the by

the access point.
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Schedule-based MACs

= Schedule-based MACs
* Example: Time-Division Multiple Access (TDMA) protocol
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So, this is what the schedule based MAC protocols attempt to do. So, if we look at this
particular diagram particular figure, what we see is we have an example of 3 nodes A B
and C. They get their attempt to get access to the common medium. And as we can see
over here for both the down leek link and the uplink, different time slots have been

assigned to this different node.

So, for both downlink and uplink, there are different time slots that are assigned to these
nodes individually. So, which means that these nodes they know when they have to
transmit. And that way this class of MAC protocols they avoid the different nodes
sending the packets they sending the frames at the same time and these frames leading to
collision somewhere in between in the space. In the contention based protocols, these
protocols as this name suggests they the different nodes that one to get access to the

medium.

(Refer Slide Time: 05:00)

Contention-based MACs

= Contention-based MACs
* Do not use channel division (in time or frequency), reservation or
scheduling

= Access to the shared medium is contention-based and allocated to a node
that has data to transmit in an on-demand fashion.
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The shared medium they have to content for getting access to the medium, and they do
not have any fixed you know time slots assigned to them like in the case of the scheduled

based protocol. So, they do not even have a specific frequency assigned to them.

So, they will have to contend for getting access to the medium. And then they will be
able to after they after a particular node has got access to the medium through the
contention procedure, then only they will be able to send the data transmit the data in an

on demand fashion.
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= Contention-based MACs
* Example: Carrier Sense Multiple Access (CSMA) protocol
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So, here is the diagram trying to explain how the contention based protocols belonging to
the CSMA class of protocols function when used for this class of networks. So, here
again we have an example of 3 nodes A B and C. So, as we can see that before data
transmission can take place from node A which is trying to send the data to node C. So,
A trying to send the data to node C, A first will have to contend for getting access to the
medium. So, what it does is it will first send the RTS packet and we by now know what
RTS means. Because this is the terminology that we have already seen in the Ad-Hoc
network MAC protocols.

So, first an RTS the request to send frame will be sent. Then the node C which is the
intended recipient will have to contain the confirmation back to node A in the form of
CTS clear to send. Only after node A has received the CTS corresponding to the RTS
that it had sent then only it can start the data transmission right. And corresponding to the
data sent there are going to be acknowledgments that are going to be sent by the intended
recipient node towards the sender; that means, in this case in this particular. Example C
sends the acknowledgement towards A and as we can see over here node B which is
basically in the neighborhood of nodes A and C, node C node B will have to wait until
the channel is freed. So, when the node you know when it when node be says that there
is an RTS city as being attempted between node A and c it will refrend transmission

during this particular period.
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Why MAC for WSN?

* Multi-Hop Wireless Network
= Not a single-hop network

= Energy constraints of wireless sensor networks
®= Sensors are battery powered
= Ad-Hoc Deployment of Thousands of Sensors
* This requiresthe network formation through self-organization
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So, the question now, is that why cannot we use the traditional TDMA FDMA the
schedule based protocol or the contention based protocols the CSMA class of protocols
here as well. So, more specifically, we need to understand why do we need specific
MAC protocols to be designed for wireless sensor networks. So, here are a few reasons
why. So, first of all as we have seen during the introductory lecture on wireless sensor
networks. So, the sensor networks have the multi hop pattern of communication between
the different nodes. So, basically what it means is that the source node once it has sensed
the data. It will be sending that sense data over a multi hop path cutting across different

intermediate nodes in the route until the data is received by the sink node right.

So, what we have is a multi hop wireless network. So, as such you know you cannot use
your traditional, you know the single hop based networks need to network MAC
protocols like you know the traditional CSMA. Now we cannot use over here the ones
that we could use let us say in our you know Wi-Fi wireless network or other
infrastructure based networks we cannot use them over here because here we have a
multi hop communication pattern number 1. Number 2 is that sensor networks as we
have seen during the introduction are heavily constrained by different factors, energy is
one of the principal limitations of these networks. So, in other words each of these nodes
are severely energy constraint. So, corresponding to that you know all these traditional
MAC protocols that were proposed for instance you know for Ad-Hoc networks or even

other infrastructure based networks. We cannot use them over here because sensor



networks are much more energy constraint than the traditional Ad-Hoc network or even

the other wireless networks like cellular or cellular networks or the Wi-Fi.

So, here we need very lightweight MAC protocols to be supported by these networks
number 1. Number 2, number 3 is that we have a scenario of Ad-Hoc deployment of
thousands of sensors. So, thousands of sensors in a particular region these need these
nodes once we are deployed they will have to self organize the network will have to be
formed and so on and so forth. So, these requirements cannot be a such made by these
traditional protocols the traditional MAC protocol like FDMA TDMA and CSMA. So,

we need a new protocol for use for support of this particular feature.
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MAC Related Properties

* |n wireless sensor networks, the MAC protocol must achieve the
following two goals
= Createthe network infrastructure

= Allow fair and efficient sharing of the wireless communication medium
between sensor nodes.
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Number 4, is that there are different properties of sensor networks. And any MAC
protocol that is designed for use in this in these environments. They must support they
must achieve the following 2 goals. Number 1 is the creation of the network
infrastructure. These networks will have to be once deployed they will have to form the
network infrastructure the topology on their own and second is that these networks
should allow fear and efficient sharing of the medium that is being shared by the sensor

nodes.
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Energy Efficiency

= Sources of energy waste
= |dle listening
* Insensor network applications where the traffic is light, this is the major source
of energy waste
* Collisions

* When a sensor node receives more than one packet at the same time, these
packets become corrupted and must be discarded

* Overhearing

= Overhearing can be a dominant factor of energy waste when traffic is heavy and
sensor nodes are densely deployed

CSE, IIT Kharagpur

So, let us we have already seen that energy is a prime issue in this network. So, let us
now look at it at further mode depth. So, when we look at the energy issue from sensor
network perspective, the first thing that is very important is the problem of idle listening.
So, in sensor network applications in particularly applications which have very light
traffic, basically what happens is when you are deploying the different nodes in such
kind of environment and if these nodes are continuously sensing. So, they are
continuously listening, idly; that means, that as such there is no requirement there is no
change in the event pattern or anything like that and still the sensor nodes they will have
to sense the medium unnecessarily in spite of the fact that there is no additional

information that is going to be associated with the sensed information.

So, this evidently is a major source of energy wasted. So, number 1 source of energy
waste age is idle listening the second thing is collision. So, collisions are a very
important concern in the case of sensor networks. The sensor networks in the particularly
the pattern of data flow from the source node towards the sink node it is such a pattern
which looks like the overall data flow pattern in these networks. From the source node to
the sink node it looks like an inverted funnel like structure, and inverted funnel likes
structure. Which means that the downstream nodes they are vulnerable to having the
packet collided, because of the fact that multiple nodes from the upstream have sent the
packet at the same time due to the fact again that there is some event that has occurred

and together.



All these nodes that are in the vicinity they have sensed that particular event and
together, they have reported their event to the next top neighbor and at the next top
neighbor. There is a chance of collisions because both of them have reported or all of
them rather have reported all of the nodes have reported the event at the same time. And,
obviously, collisions would lead to packet corruption and the packets will have to be
discarded. And that is the reason that collisions would lead to further you know energy

wastage. And that is something that has to be aborted.

Overhearing is another dominant dominating factor of energy wastage. And this is
particularly true when the traffic is heavy and the sensor nodes are densely deployed.
Overhearing happens because of the fact that it is an open medium different nodes trying
to communicate with the neighbors and in the process what happens is there are others
who are not the intended recipients who are going to overhear, the transmissions and this
is the reason that overhearing is going to lead to it is you know energy wastage

unnecessarily. Other sources of energy wastage are protocol overhead.

(Refer Slide Time: 15:41)

Energy Efficiency (cont.)

= Sources of energy waste
* Protocol Overhead

* The MAC headers and control packets used for signaling do not directly convey
data and are therefore considered as overhead; Sending, receiving, and listening
for these protocol overheads consume energy

= Traffic fluctuations

= Asensed event will lead to a sudden peak in the sensor network traffic,
and increase the probability of a collision. The follow-on random back-off

procedure will increase latency and consume energy

So, the MAC headers and the control packets that are used for signaling they basically do
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not directly contain the actual data that has to be that that carries the information. And
therefore, they are the sources of overhead. So that basically leads to protocol overhead
and additional unnecessary consumption of energy. Traffic fluctuation a sensor event

will lead to sudden peak in the sensor network traffic and that fluctuation that up search



all of a sudden due to the event there is a sudden up search in the network traffic. And
that basically this particular you know phenomenon it leads to unnecessarily increase in

the probability of collision and that basically leads to energy wasted.
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MAC Performance

= For efficient operation, sensor networks will need to provide
certain quality of service guarantees that satisfy traditional
performance indicators

= Followingare the key features of the MAC layer:

= Effective Collision Avoidance
* The core task for all MAC protocols

*= Scalability and Adaptivity
= Agood MAC protocol should accommodate changes in network size, node

density and topology gracefully
j,«
1 Sensor Networks {
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So, there are different issues with respect to MAC protocol design particularly from a
performance point of view. There are certain quality of service parameters which have to
be guaranteed quality of service factors, that have to be guaranteed and those factors
should be satisfied by the sensor networks that are deployed. Additionally, there are
different key features of the MAC layer that will also have to be taken into account for
any design of MAC protocol for use in these networks. Number 1 is effective collision
avoidance. This is a very important factor and it is a task of all MAC protocols that are
designed for use not only in these networks, but for any kind of network. Number 2
scalability and adaptivity. Scalability as we have seen this term before on other occasions
as well that when we were we are increasing the network size then how good the MAC

protocol that we are designing will accommaodate to the changes.

So, an additionally adaptivity to the density; that means, if the you know the sensor
network becomes more dense gradually or at in some parts or throughout, then how the

performance of that particular MAC protocol is going to be.
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MAC Performance (cont.)

* Efficient Channel Utilization

* Channel utilization is a traditional MAC protocol metric that reflects how well
the available bandwidth of the channel is utilized in communication

* Latency
* The delay from when a sensor node has a packet to send until the packet is

successfully received by the receiving node

* Throughput
= The amount of data successfully transferred from a sender to a receiver in a

given time
IR

Efficient channel utilization is something that 1 do not need to elaborate. Similarly,

* Fairness
= Reflects the ability of different nodes to share the medium equally
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latency throughput and fairness are issues that are also applicable to other MAC
protocols that are designed for Ad-Hoc networks and other wireless networks. So, | am
also not going to elaborate on these, but these are definitely different factors that have to
be taken into account while designing a MAC protocols for sensor networks. And these

are basically the determinants of performance of MAC in sensor networks.
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Energy-Performance Trade-offs

= The trade-off between energy and performance
* The number of physical channels used
* The degree of organization between nodes
* The way in which a node is notified of an incoming message
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There are different tradeoffs between energy and performance with respect to the number
of physical channels used, the degree of organization between the nodes and the way in

which a node is notified of an incoming message.
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MAC Protocols for Sensor Networks ¥

= Contention-based MAC Protocols
= TDMA Variants

= S-MACand its Variants

= Self-Organizing MAC Protocols

* Mobile Sensor Network MAC Protocols
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So, for sensor networks there are different MAC protocols that have been proposed so,
far in the literature. And these can be classified into the following types the contention
based MAC protocols TDMA variants SMAC, and it is variant SMAC is perhaps one of
the most well known specific sensor networks specific MAC protocol that has been
designed. And after SMAC because SMAC had different performance limitations. There
were different variants of SMAC that were proposed later on. So, SMAC and it is variant
variants are a very important class of MAC protocols that have been proposed for sensor
networks and these MAC protocols | would say are the most important sensor networks
specific MAC protocols that have been designed. So, far additionally there is another

class MAC protocol which is the self organizing MAC protocols

So, all these 4 that we have discussed. So, far the contention based TDMA SMAC and
experience and the self organizing MAC protocols. These are applicable primarily to the
stationary wireless sensor networks and these as such are not applicable or usable rather
in a mobile sensor network environment. So, additionally we have another class of MAC
protocols which is the mobile sensor network MAC protocols that have been designed by

different researchers and are available in the literature.
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Contention-based MAC Protocols

®= Preamble Sampling

Sending Node Preamble Data
Sending

Q},anne_l Sensing

& - A
Data
Receiver Node Receiving
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So, let us take some examples. The first well known contention based MAC protocols
that have been designed for sensor networks are the preamble sampling and voice MAC
protocol. These are very well known contention based sensor network MAC protocols.
So, here as we can see over here in terms of preamble sampling there is a sending node

and a receiving node.

So, what the sending node does is it keeps on sensing the channel, and what it means is it
is trying to see that whether it can you know, it will sense the channel you know after
longer durations of time. And then if it sees that there is a sender node which has which
is trying to send a packet. And this packet has basically a preamble to it. Then you know
what it is going to do is it is going to activate the sensing, and it will it will start sensing
continuously that particular packet. So, consequently what will happen is once the
preamble is detected then the data are going to be sent by the sending node and will be

received by the receiving node.
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Contention-based MAC Protocols (cont.)

= WiseMAC

Sending Node | Data
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Sending

Channel Sensing
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WiseMAC is also very similar to the preamble sampling approach addition in addition to
what we have seen previously. Here we have not only the preamble and data sending
data receiving kind of scenario, but also we have acknowledgements that are sent back

by the receiver node corresponding to every data unit that is received by it from the
sending node.
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TDMA Variants

= EMACS

*= Each time slot is divided into three sections: a contention phase, a traffic
control section and a data section

* Nodes are divided into active ones, passive ones and dormant ones

= LMAC

= Everysensor node has a pre-allocated time-slot, independent of whether it
has data to transmit or not

= Allows all sensor nodes to own a slot
= Al-LMAC
* Adaptive
* Varying the number of slots a node owns based on traffic conditions
* Allocation of slots done locally among the nodes, instead of centrally

* Up to 3 hops, no overlapping time slots 9
/o
"
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So, that were those were the contingent waste variants. TDMA based variants there are a

number of them the EMACs is a well known protocol which is which is based on the



TDMA where each time slot is divided into 3 sections the contention section a traffic
control section and a data section. Here the nodes are divided into the active ones passive
ones and the dormant one. So, active and passive we already know by virtue of our basic
knowledge of sensor networks dormant t is the term that we are listening for the first

time.

So, dormant means that it is a more serious kind of you know slip state. So, serious kind
of sleep state, means that most of the hardware circuitry in a dormant state are basically
turned off. So, we have 3 states active passive and dormant in EMACs. LMAC is like a
very simple kind of very you know simple kind of TDMA kind of protocol where
basically sensor nodes own if you know specific slot in which they can transmit the data.
And every sensor node has this slot independent of whether the data is there with it to

transmit or not.

So, it is a you know it is a very b r basics TDMA kind of protocol AI-LMAC is basically
an adaptive version of LMAC. Where this adaptivity is based on the traffic conditions.
So, if the traffic conditions change basically, the different nodes that have already been
already been allocated some time slots, that schedule is going to be changed dynamically
based on this change in the traffic condition. So, this is the AI-LMAC.

(Refer Slide Time: 24:13)

TDMA Variants (Cont...)

= Zebra-MAC (Z-MAC)

= Assigns sensor nodes a time slot, but allow nodes to utilize slots they do not
own through a CSMA mechanism

= Traffic-Adaptive Medium Access (TRAMA)

= Sensor nodes regularly broadcast the identities of their immediate
neighbors and information about traffic flows routed through them. This
ensures that each node can know its two-hop neighbors, and the demands

of its immediate neighbors
"‘iA

Then we have the Zebra-MAC the Z-MAC which assigns the sensor nodes a time slot as
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it is a TDMA variant, but additionally it allows the nodes to utilize the slots that it does



not own through a CSMA mechanism. And that is as you can understand from this
description. This is probably the reason this zebra kind of approach is the reason why
this is known as the zebra MAC. Additionally, we have the traffic adaptive medium
access TRAMA protocol and particularly 1 am not going to go through it because this

name says it all about how it works SMAC and it is variants.
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S-MAC and its Variants

= S-MAC
* S-MACis based on the assumption that nodes are dedicated to a single
application which can tolerate some latency, and has long idle periods
* Virtual clustering to achieve locally managed synchronizations, and uses a
coarse-grained sleep/wakeup cycle to allow nodes to spend most of their
time in sleep mode.
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So, the first thing is s max SMAC as | told you is perhaps one of the primitive most
primitive sensor networks specific MAC protocols protocol that was designed. And the
SMAC protocol basically works on the basis of the concept of virtual clustering. And
this virtual clustering is achieved look is performed to achieve locally managed
synchronizations. So, which means that the different virtual clusters are formed on the
basis of the nodes member nodes in a cluster performing the same or following the same
kind of time schedule. So, they are time synchronized all the nodes in a virtual cluster or
time synchronized more or less. So, they all essentially will then follow a coarse gained

sleep wake up cycle to allow the nodes to spend most of their time in the sleep mode.
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S-MAC and its Variants (Cont...)

= S-MAC Variants
* Dynamic Sensor-MAC (DSMAC)

* Allows sensor nodes to adopt dynamic duty cycles based on traffic and energy
considerations

* Timeout-MAC(T-MAC)
* |tusesa timer toindicate the end of the active period instead of relying on a

fixed duty cycle schedule
| '

* Ontimeout, active period ends
There are different variants of the SMAC protocol. As we have seen that the SMAC the
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traditional the most primitive the first SMAC protocol that was proposed uses a fixed

duty cycle pattern.
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= Self organizing (cluster-based)allows protocols to scale more
easily since the protocol can view the whole cluster as a single
entity

= |nter-clusterand intra-cluster traffic can be differentiated
contributing to further energy efficiency
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So, there are other protocols the d SMAC the T-MAC and so on. And so far there are
many others which were proposed by incorporating adaptivity dynamism to this
scheduling process. And these are the protocols that we will look at in more detail in the

next lecture. Additionally, we have the self organizing MAC protocols, which allow the



you know these protocols they allow the nodes to scale more easily since the protocol
can view the whole cluster as a single entity. And in these we have the inter cluster and
inter cluster traffic that can be differentiated. So, basically traffic within and outside the
cluster they can be differentiated contributing to further energy efficiency.

(Refer Slide Time: 27:07)
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So, there are 2 examples that | have shown over here the leach protocol and the gangs
protocol which belonging which belongs to the self organizing MAC class of protocols.
And as we can see in in the case of both of these self organizing protocols, they are based
on the cluster clustering approach.

So, the gang s and the leech they look similar as we can see because these are the clusters
that are formed by these protocols. And the cluster heads in this protocols they are going
to act like the leaders in these clusters. And this is how these protocols are going to work,
but there is a difference between although seemingly visually the leach protocol and the
gang protocols they appear to be similar. If we look bit closely we will see that in the
case of leach the base stations or the cluster heads they have direct connectivity one hop
connectivity to the base stations; however, in the case of gangs we see that these cluster
hit is may not have one hop connectivity to the base station. So, as in this particular case

there is multi hop connectivity from this cluster hit to the base station.
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Mobile Sensor Network MAC Protocols )

= MMAC

= Assumes that all sensor nodes are aware of their current location

* MMAC introduces a mobility-adaptive frame time that enables the protocol
to dynamically adapt to changes in mobility patterns, making it suitable for
mobile sensor networks
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So, those were the self organizing class of protocol. And finally, we have another class
of MAC protocols which is called the mobile sensor network MAC protocols which are
basically designed to be working with the mobile sensor networks. So, MMAC is an
example of the mobile sensor network MAC protocols which assumes that all the sensor
nodes are aware of their current location. So, MMAC introduces a mobility adaptive
frame time concept that enables the protocol to dynamically adapt to the changes in

mobility patterns making it suitable for the mobile sensor network.
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Open Issues

= Standardized Sensor Hardware
= Cross-Layer Protocol Design

®* Mobile Sensor Networks

= New Optimization Criteria

= Peaceful Co-existence
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Here are a few open issues in terms of MAC protocol solutions for sensor networks. We
do not yet have a standardized sensor hardware. We do not have cross layer protocol

design.

So, cross layering can improve the performance of MAC protocols and for mobile sensor
networks which are very common nowadays many of these protocols that | discussed
initially accept the MMAC, and similar other protocols are unusable for mobile
environment. So, we need more mobile sensor network MAC protocol and different
optimization criteria will have to be considered and so on and so forth these are some of

the open issues.
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And finally, as before as we do for every lecture here we have listed all the references
that are relevant for understanding the different protocols and the different concepts that

we have covered in this particular lecture.

Thank you.



