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Network Debugging Tools

Hi, everyone. In this video, we will learn about various network debugging tools.
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buntu-18: ~
‘ sauravul

o] File Edit View Search Terminal Help

saurav@ubuntu-18:~$ nslookup www.google.com

Server:
o Address

127.0.0.53
127.0.0.53#53

Non-authoritative answer:
m

“ Name:

WWW.google.com

Address: 142.250.193.68

% Nane:

WwW. google.com

Address: 2404:6800:4002:813::2004

saurav@ubuntu-18:~$ nslookup
[:] > Www.google.com

Server:
' Address:

(O . .
(i) Non-authoritative answer:

Nanme:

Www. google.com

Address: 142.250.193.68

Nane:

Www.google.com

Address: 2404:6800:4002:81a::2004
> set type=MX
3 |
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saurav@ubunu-18: ~

i Non-authoritative answer:

Name:

Www.google.com

B8 Address: 142.250.193.68

Name:

)

™% > gnail.com
Server:

D nddress:

: www.google.com
' Address: 2404:6800:4002:81a::2004
.. > set type=HX

127.0.0.53
127.0.0.53#53

Non-authoritative answer:

gnail.con

' gnail.con

0 gmail.con
\JJ gnail.con
gnail.con

mail exchanger = 40 alt4.gmail-smtp-in.1.google.com.
mail exchanger = 20 alt2.gmail-smtp-in.1.google.com.
mail exchanger = 10 altl.gmail-smtp-in.1.google.com.
mail exchanger = 30 alt3.gmail-smtp-in.1.google.com.
mail exchanger = 5 gmail-smtp-in.l.google.com.

Authoritative answers can be found from

> set type=A

> www.google.com

Server:
Address:

127.0.0.53
127.0.0.53#53

Non-authoritative answer:

Name:

www.google.com

Address: 142.250.193.68

> exit

aurav@ubuntu-18:~$ |

So, let us open a terminal and I will start with nslookup. So, nslookup is used to find out the IP

address which is linked to various URLs. So, whenever our computer accesses a website, then




first it needs to resolve it to an IP address so that it can add that IP address to the packet headers.

So, using nslookup we can find out whether it is able to resolve these names or not.

So, let us say I want to find out the IP address of Google.com. So, I will type nslookup
Google.com. And it shows me the name server that is used to find out this particular mapping
and it shows me both the addresses, one is the IPv4 address and other is IPv6 address and it
shows me non-authoritative answer, which means that this particular server is not responsible for
this mapping, but it knows this mapping because it was cashed there. So, it might have resolved

this Google.com earlier, so it knows that this is the particular mapping.

We can also run this nslookup command in interactive mode. So, we can just type nslookup and
press enter and again we can type out various URLs to find out their IP addresses. Another thing
that we can find out using nslookup is the addresses for various mail servers. So, for that we need
to change the type. So, I will set the type to mail exchange and now I can write various domain

names and then it will give me the exchange servers for those domain names.

So, let us find out the mail servers for gmail.com. So, again it gives me these addresses. So, these
are various mail exchange servers that are used for the gmail.com domain name. So, we can set
the type again to type equal to A and that will again give us the IP addresses. So, we can exit this

mode using exit. So, that was about nslookup.

(Refer Slide Time: 02:23)
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saurav@ubuntu-18: ~
) File Edit View Search Terminal Help
gnail.con mail exchanger = 30 alt3.gmail-smtp-in.1.google.com.
i gmail.con mail exchanger = 5 gmail-smtp-in.l.google.com.

B8 authoritative ansuers can be found fron:
P > set type=A
“ > www.google.com
Server: 127.0.0.53
% Address: 127.0.0.53#53

D Non-authoritative answer:
Name:  www.google.com
[:]Address: 142.250.193.68
' > exit

O Saurav@ubuntu-18:~$ ping www.google.con
\J7 PING www.google.com (142.250.193.68) 56(84) bytes of data.
64 bytes from delilsi 4,1e100.net (142.250.193.68): icnp_seq=1 ttl=117 time=J
64 bytes from del11s1 4,1€100.net (142.250.193.68): icmp_seq=2 ttl=117 ti
4.1e100.net (142.250.193.68): icnp_seq=3 ttl=117 time=22.
4,1e100.net (142.250.193.68): icnp_seq=4 ttl=117 time=20.3 ns
4,1€100.net (142.250.193.68): icnp_seq=5 ttl=117 time=22.4 ns
4.1e100.net (142.250.193.68): icnp_seq=6 ttl=117 time=22.2 ns
4,1e100.net (142.250.193.68): icnp_seq=7 ttl=117 time=19.7 ns
64 bytes from deli1s16-in-f4.1e100.net (142.250.193.68): icnp_seq=8 ttl=117 time=19.4 ns
64 bytes from del11s16-in-f4.1e100.net (142.250.193.68): icnp_seq=9 ttl=117 time=19.9 ns
ag
-~ www.google.con ping statistics ---
9 packets transmitted, 9 received, 0% packet loss, tine 801ims
min/avg/max/mdev = 19.487/21.065/22.646/1.251 ns
saurav@ubuntu-18:~$ [l
L




So, the next tool that we are going to discuss is ping tool. So, ping is a very useful command. It
lets us find out whether our computer is connected to the Internet, whether it is able to send
packets to a server successfully or not. So, I can type out the website URL and it will send

packets to this particular server and see its response.

So, here you can see that it is, it keeps sending various icmp packets. You can stop it using
control plus c. And it shows that it transmitted nine packets and it got back all the nine packets
from the server, so there was 0 percent packet close. And here it shows a round trip time for
sending this echo packets. So, we can see that it is able to send packets to Google.com
successfully and it shows us the various minimum, average, maximum etc. for this round trip

time.

(Refer Slide Time: 03:15)
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saurav@ubuntu-18:~
‘* File Edit Visw Search Terminal Help
PING www.google.com (142.250.193.68) 56(84) bytes of data.
i 64 bytes from deli1s16-in-f4.1e100.net (142.250.193.68): icnp_seq=1 tt1=117 time=23.3 ns
. 64 bytes from delils16-in-f4.1e100.net (142.250.193.68): icnp_seq=2 ttl=117 time=
64 bytes from delilsi6-in-f4.1e100.net (142.250.193.68): icnp_seq=3 ttl=117
& 64 bytes from del11s16-in-4.1e100.net (142.250.193.68): icnp_seq=4 ttl=117
© 64 bytes from dell1s16-in-f4.1e100.net (142.250.193.68): icnp_seq=5 ttl=117 til .
,. 64 bytes from delilsi6-in-f4.1e100.net (142.250.193.68): icnp_seq=6 ttl=117 time=21.6 ns
T3 64 bytes from del11s16-in-f4.1e100.net (142.250.193.68): icnp_seq=7 ttl=117 time=19.5 ns
64 bytes from deli1s16-in-f4.1e100.net (142.250.193.68): icnp_seq=8 ttl=117 time=20.2 ns
D 4 bytes from deli1si6-in-f4.1e100.net (142.250.193.68): icmp_seq=9 ttl=117 time=19.6 ns
46
--- www.google.con ping statistics ---
9 packets transmitted, 9 received, 0% packet loss, time 8012ms
rtt min/avg/max/mdev = 19.437/20.716/23.399/1.273 ns
O saurav@ubuntu-18:~$ traceroute -1 www.google.con
<i> You do not have enough privileges to use this traceroute method.
socket: Operation not permitted
saurav@ubuntu-18:~$ sudo traceroute -I www.google.com
[sudo] password for saurav:
traceroute to www.google.com (142.250.193.68), 30 hops max, 60 byte packets
1 _gateway (192.168.1.1) 3.729 ms 3.704 ns 5.314 ms
2 10.238.70.161 (10.238.70.161) 17.141 ms 17.960 ns 18.889 ms

218.248.125.162 (218.248.125.162) 20.480 ms 20.476 ms 21.297 ns
* ok

B
4
s*f.‘!

6 142.250.160.182 (142.250.160.182) 30.721 ms 18.456 ms 19.305 ns

7 142.251.77.187 (142.251.77.187) 16.884 ns 16.783 ms 17.707 ms

8 142.251.54.83 (142.251.54.83) 18.418 ms 18.413 ns 18.521 ms

9 dellts16-in-f4.1e100.net (142.250.193.68) 19.483 ms 19.479 ns 19.474 ms
saurav@ubuntu-18:~$ |

L

So, let us move on to the traceroute command. The traceroute command is used to show us the
route that is taken by the data packets to reach a particular server. So, whenever it sends some
packets to let us say the Google servers, then it needs to first pass through various routers and
then finally the packet reaches the Google server. So, the traceroute command is used to find out
the addresses for each of those routers that are there in the path and also it shows us the roundtrip

time to each router.

So, how can we use the traceroute command? So, I will write traceroute www.Google.com and I

will give it minus I flag to use icmp packets. So, I need to use sudo. So, here it shows us the IP



address of each of the router that it found in its path before finally reaching the Google server
and it also shows us three roundtrip times. So, it sends three packets to each of the router and

finds out what is the roundtrip time. So, these times are pretty consistent.

And the final roundtrip time to reach the destination server matches approximately the same with
what we found out in the ping command. So, here it shows stars for these two routers which
means that they might not be configured to reply to this icmp packets. So, that is all the

information that we get from the traceroute command.

(Refer Slide Time: 04:47)
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saurav@ubuntu-18:-
‘* File Edit View Search Terminal Help
m= 8 142.251.54.83 (142.251.54.83) 18.418 ms 18.413 ns 18.521 ms
9 dell1s16-in-f4.1e100.net (142.250.193.68) 19.483 ms 19.479 ns 19.474 ms
o saurav@ubuntu-18:~$ ifconfig
P81 enpos31f6: Flags=4099<UP,BROADCAST, MULTICAST> ntu 1500
ether 10:62:e5:53:bb:0f txqueuelen 1000 (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors @ dropped 0 overruns 0 frane 0
TX packets 0 bytes 0 (0.0 B)
TX efrors 0 dropped 0 overruns @ carrier 0 collisions 0
device interrupt 16 memory Oxba400000-ba420000

lo: flags=73<UP,LOOPBACK ,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 38172 bytes 9368877 (9.3 MB)
RX errors @ dropped 0 overruns 0 frame 0
TX packets 38172 bytes 9368877 (9.3 MB)
TX errors @ dropped 0 overruns @ carrier 0 collisions 0

: flags=4163<UP,BROADCAST ,RUNNING ,MULTICAST> mtu 1500
net 192.168.1.4 netnask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::bb19:5681:b3ec:25b0 prefixlen 64 scopeid Ox20<link>
ether 5c:5 9c:45:1e txqueuelen 1000 (Ethernet)
RX packets 387715 bytes 486163506 (486.1 MB)
RX errors @ dropped 6 overruns 0 frame 0
TX packets 169447 bytes 27850641 (27.8 MB)
TX errors @ dropped 0 overruns @ carrier 0 collisions 0

saurav@ubuntu-18:~$
L
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saurav@ubuntu-18:~
“" File Edit Viaw Search Terminal Help
wlp2s0: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
i net 192.168.1.4 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::bb19:5681:b3ec:25b0 prefixlen 64 scopeid Ox20<link>
E ether 5S¢ 5:1e txqueuelen 1000 (Ethernet)
RX packets 387715 bytes 486163506 (486.1 MB)
RX errors @ dropped 0 overruns 0 frame 0
TX packets 169447 bytes 27859641 (27.8 MB)
TX errors @ dropped 0 overruns @ carrier 0 collisions 0

() saurav@ubuntu-18:~$ sudo ifconfig enp@s31f6 down
saurav@ubuntu-18:~$ ifconfig
lo: flags=73<UP,LOOPBACK ,RUNNING> ntu 65536
{inet 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 38312 bytes 9396925 (9.3 MB)
RX errors @ dropped 0 overruns 0 frame 0
TX packets 38312 bytes 9396925 (9.3 MB)
TX errors O dropped 0 overruns O carrier @ collisions 0

wlp2s0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
net 192.168.1.4 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fe80::bb19:5681:b3ec:25b0 prefixlen 64 scopeid Ox20<link>
ether 5c:5f:67:9c:45:1e txqueuelen 1000 (Ethernet)
RX packets 387782 bytes 486173702 (486.1 MB)
RX errors @ dropped 0 overruns 0 frame 0
TX packets 169506 bytes 27869465 (27.8 MB)
TX errors O dropped 0 overruns O carrier @ collisions 0

i+ saurav@ubuntu-18:~$ I
PTEL
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‘ saurav@ubuntu-18:~
File Edit Visw Search Terminal Help
TX errors @ dropped 0 overruns @ carrier 0 collisions 0

o sauravQubuntu-18:~$ ifconfig -3
= enp0s31f6: flags=4698<BROADCAST,MULTICAST> ntu 1500
ether 10:62:e5:53:bb:0f txqueuelen 1000 (Ethernet)
RX packets © bytes 0 (0.0 B)
RX errors @ dropped 0 overruns 0 frane 0
TX packets 0 bytes 0 (0.0 B)
TX errors 0 dropped 0 overruns O carrier 0 collisions 0
device interrupt 16 memory Oxba400000-ba420000

lo: flags=73<UP,LOOPBACK ,RUNNING> ntu 65536
et 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 38322 bytes 9399389 (9.3 MB)
RX errors @ dropped 6 overruns 0 frame 0
TX packets 38322 bytes 9399389 (9.3 MB)
TX errors @ dropped 0 overruns @ carrier 0 collisions 0

wlp2s0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.4 netmask 255.255.255.0 broadcast 192.168.1.255
inet6 fesl 19:5681:b3ec:25b0 prefixlen 64 scopeid Ox20<link>
:9c:45:1e  txqueuelen 1000 (Ethernet)
RX packets 387786 bytes 486173900 (486.1 MB)
RX errors @ dropped 6 overruns 0 frame 0
TX packets 169509 bytes 27869627 (27.8 MB)
TX errors @ dropped 0 overruns @ carrier 0 collisions 0

saurav@ubuntu-18:~$

NPTEL
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*‘ ) saurav@ubuntu-18:~
File Edit View Search Terminl Help

i saurav@ubuntu-18:~$ sudo ifconfig enp@s31f6 up
o saurav@ubuntu-18:~$ ifconfig
P& enpos31f: flags=4099<UP,BROADCAST, MULTICAST> ntu 1500
ether 10:62:e5:53:bb:0f txqueuelen 1000 (Ethernet)
RX packets @ bytes 0 (0.0 B)
RX errors @ dropped 0 overruns 0 frame 0
TX packets 0 bytes 0 (0.0 B)
TX errors @ dropped 0 overruns @ carrier @ collisions 0
device interrupt 16 memory @xba400000-bad20000

[] lo: flags=73<UP,LOOPBACK,RUNNING> ntu 65536
et 127.0.0.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Ox10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 38332 bytes 9401853 (9.4 MB)
RX errors O dropped 0 overruns 0 frame 0
TX packets 38332 bytes 9401853 (9.4 MB)
TX errors @ dropped 0 overruns O carrier @ collisions 0

wlp2s0: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.1.4 netmask 255.255.255.0 broadcast 192.168.1.255
19:5681:b3ec:25b0 prefixlen 64 scopeid 0x20<link>
c:45:1e  txqueuelen 1000 (Ethernet)
RX packets 387790 bytes 486174212 (486.1 MB)
RX errors O dropped 0 overruns 0 frame 0
TX packets 169512 bytes 27869865 (27.8 MB)
TX errors @ dropped 0 overruns O carrier @ collisions 0

saurav@ubuntu-18:~$
L

So, the final command that we will cover is ifconfig. The ifconfig command is used to list all the
interfaces which are up in our computer. So, if I just type ifconfig and press enter, it shows me
that there are three interfaces. This is the Ethernet interface, then the loop back interface and this
is for the wifi. So, here if we see that the Ethernet is not running, because I am currently using
wifi network. So, here it is running. And we can also see some transmitted and received packets

here.

So, let us go through what all information it shows. So, it shows me this interface is up and we
can broadcast or multicast and it is running. Then it shows me the maximum transmission unit.

And what is this mean. This means that 1,500 bytes is the maximum packet size that you can



send using this interface. Then it shows me the IPv4 address and the IPv6 address which are
linked to this interface. And some other details such as queue length and the received packets,

received bytes or the transmitted packets or transmitted bytes.

We can use ifconfig to turn any interface up or down. So, let us say I want to shut down this
Ethernet interface. I can write ifconfig enp0s31{f6 down and I need to use pseudo. So, this will
turn it down. So, now, if I type ifconfig, then it will list only two interfaces, because only these
two interfaces are up. And how can I see all the interfaces, I can use ifconfig -a flag to see all the
interfaces. And I can turn it up again using the same command. So, I will just change down to

up. And now it will show me all the interfaces again.

Also, we can change various IP address or the netmask etc. of any interface using ifconfig
command if you want to do so. So, those are some of the network debugging tools. If you want
to go in detail about any of the tool you can see the man page of any of this. So, let us say we
open the man page of nslookup, so here it lists various options that we can use with this
command. Similarly, you can go through man page of any command. So, that is it for this video.

Thanks and have a nice day.



