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Lecture - 9
Basics of Shor’s Algorithm

We are going to look into Quantum Algorithms again, but this time we will be looking at

the one which is the most impressive example - the Peter Shor's factorization algorithm.
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This suggests that quantum mechanics allows factorization in polynomial time instead of
the exponential time and could have a dramatic impact on the field of data security now
the reason why this is so amazing. Is if you can get factorization done in a time frame,
which is in polynomial as compared to the present exponential time and dependent
methods classically available. Then it would mean that the data security, which is
basically based on the idea prime factorization with the large number is going to have a

lot of difficulty in maintaining security.

That is why this particular problem is very interesting to look at on one side it also
provides on the other side better ways of creating cryptography, because if you can do
this kind of exponential benefit then you can come with better aspects of cryptography

which can be applied. This has big advantage and understanding of the security issues.



So, Peter Shor's who is at the ATT bell labs, came up with this idea in the once again in
the 90s.
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Here is a code from whom, he said that if computers that you build up a quantum then
spies of all factors will want them, our codes will all fail and they will read our email till
we have crypto that is also quantum and daunt them all. Basically it is an interesting idea
that once you get the quantum advantage; then whoever gets it first has the upper.
Because if the spice get it as in mention, they will be having all the benefit and our
security goes, but on the other hand once we have the quantum on our side also then we
can keep it so secure that once again nobody can wait them.

That is the reason of perusing this particular concept of security to quantum aspects;
invented a quantum algorithm for efficiently finding the prime factors of large numbers.
The classical factoring algorithms work in the order which is exponential in time where
as the Shor's algorithm works in polynomial time. Therefore, it is so impressive and that
is exactly the utilizing the full power of the quantum because that is expected when you
do a quantum algorithm. The reason being that we all know that quantum sub space is
exponential in size compared to the classical substance that is the reason why they
should have happened all the time and here is the first case why it was actually shown.
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Motivation
* Shor’s Algorithm:

Algorithm for factoring non-prime integer N of L bits

* Many polynomial time algorithms for integer
multiplication.
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* Quantum algorithms are faster than classical
algorithms.

* Algorithm is based on Quantum Fourier Transform.
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The motivation is plenty, it is for factoring non prime integers of N of L bits many
polynomial time algorithms for integer multiplications are available, but there are no
polynomial time algorithm for factoring because it is like very easy to find the solution
of 2 numbers which are been multiplied which can be primes, but to be able to get the
solution or the factorization of a large number in to its primes is a hard problem.
Quantum Algorithms are faster than classical algorithms that what will show, algorithm

is based on quantum Fourier transform.

This is one of the things which we will also learn as a part of this particular algorithm;
where will be learning about quantum Fourier transforms. The run time is the biggest
advantage as we have been discussing before for a classical case it is exponential where
as in the quantum case it is polynomial. The exponential comes because | have a log

sitting here and an exponential sitting here. This is the reason for our exponential.
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The Shor's algorithm shows in principle that a quantum computer is capable of factoring
very large numbers in polynomial time. The algorithm is dependent on modular
arithmetic principles, quantum parallelism and quantum Fourier transform. The first part
which is modular arithmetic is essentially classical is nothing new in it. The quantum
parallelism is the part which is quantum and obviously, the quantum Fourier transform is

also the part which is quantum.
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Entire algorithm therefore, has essentially parts some of it remains classical as expected.
The problem can be stated in such a way, given an odd composite number N find an
integer d sorry strictly between 1 and N that divides N. The Shor's algorithm consists of
mainly 2 parts. Conversion of the problem of factoring to the problem of finding the
period; this part can be implemented classically. This is the part which is the classical as
I mention. Second part is the part which is finding the period which involves quantum
Fourier transform and this is the one which is responsible for the quantum speedup and it

utilizes for the parallelism.
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For learning the first part, of addressing the first part which is classical. In order to do the
first part which is classical, let us look at some number 30 background. There exist a
theorem in the number theoretic principle which says that if N is a prime number and
there exist a solution x such that x squared is equal to 1 mod N and x is not equal to mod
N and x is not equal to minus 1 mod N. One of the greater common denominators of x

minus 1 and N and x plus 1 and N is going to be a non trivial factor of N.
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In terms of what the Shor's algorithm does, is that it inputs the non prime number N and
it outputs the non trivial factor of N. The reason why this term non trivial is important is
because 1 is always a factor of N. So, we are not really looking for such non trivial
factors as 1. In figurative sense, this is how it looks we have the classical part of the
algorithm for which we did all this theorem and the quantum part of the algorithm, which

is going to do the orders finding problem and the first is going to reduce the factorization

problem in to a problem of order finding.
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Shor’s Algorithm

* It contains five steps, with only STEP 2 fequnres
use of quantum computer.

STEP 1: Choose a random integer m < N, such that
they are co-prime.

STEP 2: Use a quantum computer to determine the /

unknown penod P of the function-
mN (X) =m* mog_N /
STEP 3:1f, /
P = odd integer, goto STEP 1.
P = even integer, goto STEP 4.




It consists of 5 steps with only step 2 that requires the use of quantum computer. It is
important to note this because if you think that a quantum computer is going to always
have every step quantum that is not true. That is the reason why | am also stressing on
this part is the algorithms often would be which are even key for quantum computations
would still might not need everything to have the machinery of quantum ideas, regular

classical concepts would still be very important many cases.

In this case the first step is to choose a random integer m such that it is less than N and
they are co-prime. Now the second step is to use a quantum computer to determine the
unknown period P of the function f of m N. We have already chosen m and N of x which
is equal to m to the power x mod of N. The quantum computer is going to determine the
period of this function and finally, in step 3 if the period is an odd integer we go back to
step 1, but if the period is an even function then we go to the next step.
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Shor’s Algorithm

* STEP 4: Since P is even,
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« STEP5: Compute d = ged (m*”? - 1, N).
* Exit with the answer d.

And the next step is that if p is even then we are going to find this particular function
form, which is m to the power P by 2 minus 1 m to the power P by 2 plus 1 and find out
how it sets up with respect to mod N and if m to the power p by 2 plus 1, 0 mod N then
we can go to again go back to step 1 because that essentially means that it is having a

trivial solution.

However, if m to the power P divided by 2 plus 1 is not equal to 0 mod N then we go to

step 5, which means that we are getting closer to the solution. What we have done until



now is basically shown you the most general way of looking at which can be sometimes
boring we will go to the specific examples soon to make it much more easier, but as if
now let us just complete the difference steps. Finally, when we reach step 5 we are going
to compute the greatest common divisor GCD for this particular step that we just found

out from earlier step and the answer of that is going to be our solution.

In operational principles there are 5 steps, but you can see only step 2 (Refer Time:
11:50) quantum step. The first step once again was the choosing of a random integer
which did not require any quantum computer, except that when we choose we have make
sure that there co-prime. Second was to make sure that we get the quantum computation
part 2, go properly to find the unknown period of the function. This is the only QC part,
first step non QC, third step again once we have found that is to continue by principles

which are again classical computation wise.

For instance we just noted whether our solution was one kind of the other and then we
computed whether the mod values of them in a certain form of the other could let us us
go back to the first step essentially showing indicating trivial solution or go in to the
forward steps were we finally, computed get its common deviser to exit with the right

answer. So, that is the basic principle of the Shor's algorithm.
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Classical Part
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Now, here is the classical part which is the order finding algorithm, in this given x and N

where X is less than N and there is common deviser of the 2 is 1, Ensures that you are



getting co-prime numbers right. The order of x is that the least positive integer r such that
x to the power r is equal to 1 mod N so, classical parts include the 4 steps except step 2

as | mentioned that.
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The classical part consist of a random number a which is less than N which is picked; we
compute a of N, this may be done using the Euclidean algorithms. Then we find the gcd
and if itis 1, if it is not equal one then it is a non trivial factor which is essentially as we
said 1; we do not use that you go back otherwise we go forward compute this to find the
value of r and if r is 1. Once again go back to 1 because that is not going to make a
square in a further; however, if it is not that then we continue and we get if r is odd we
get back to step 1 because we have to read with the problem again if it is minus 1 mode

of 1 again we go back to step 1.

These to all of these 3 goes back to step 1, Only 4 is the one where we can do and get to
the point where we can get a 7th step we can get the non trivial factor of N. That is these

are the important classical steps that we have to do in this process.



(Refer Slide Time: 15:19)

Shor’s Algorithm - Periodicity
An important result from Number Theory
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First we are using the important step, important result from the number theory where we
are converting into periodic function problem, here is an example; that we first check.
Let us take the case where my number is 15, although this is a trivial problem, but let us
see if you can understand the problem. So, | am going to choose 15 which we are going
to do factorization. Let us choose the number, that we said has to be co-prime with

respect to the original number.

If you take 7, x is equal to 7, what do we get? So, x to the power r mod of that number as
we discussed are the numbers that we are looking for. So, r can be any number so we
have going through this numbers, r can be any number and less than 7. 7 to the power 0
mode 15, 1 into power 1 mod 15 so on and so forth. We see that it starts repeating after

the number 3. 0, 1, 2, 3 and its start repeating 4 is again one again equals to the circle.
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This we could look at in a classical way for a small trivial number, but what we are
trying to look for is to figure out how this order finding can be done when you do it can |
quantum way. Let us choose a power of 2, let us say Q is equal to 2 to the power | such
that this Q lies in between N square and 2 N square and if we consider f is restricted to
the set. Our set that we are looking for restricted to the set where it goes between 0 and Q
minus 1 such that our function is given by this normalized value with respect to omega x
y where omega is the part which will give us the period. So, exponential 2 to the power
pi | over Q, is the way how you look at the period and that is our Qth root of unity.

This is a mod generalize way of looking into the problem as to how we are going to the
order finding. In the classical way we just looked at it last time we can do it step by step
and we can see how it starts repeating. Now that is possible when numbers are small we
are looking at simple solutions; however, when we look at harder (Refer Time: 18:09)
more difficult cases, we can actually formulate a process and this is the how you can
actually formulate; you can use the phase of the problem in terms quantum system to get

your solution that is the idea here.
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In what Shor's was able to recognize is that in order to factor an odd integer N let us
choose for example, 15 you have to go through the steps in this particular way which we

discussed here the algorithm takes this form which is perhaps able to understand.

So, we have choose an integer Q such that now Q, such that it lies in between N square
and 2 N square so we said. It can be any number let us pick up 256 because its 2 to
power something. Choose a random number x such that the gcd of x N is 1. We can pick
a number like 7 so you did earlier. Create 2 quantum registers, these registers must also
be entangled; now we have discussed about entanglement before and that is the part
which is critical in Shor's algorithm will again revisit that slightly more detail later on,
but for now just key look up your notes or previous lectures go back to understanding

what entanglement is. So, these registers have to be entangle.

That the collapse of the input register corresponds to the collapse of the output register
right. 1 mean this is the criticality of entanglement that one process essentially and
ensures the other one is also correlated one way of the other. The input register therefore,
must contain enough qubits to represent number as large as Q minus 1 that is up to 255
in this particular case. So, we need 8 qubits, 2 to the power 3 qubits which can give us up
to 255.

We need the input register to contain enough qubits to represent numbers as large as Q to

the power large as Q minus 1 which is up to 255 so, that we need 8 qubits since 2 to the



power 8 is 256 therefore, we choose the number of qubits is 8. The output register again
must contain enough qubits to represents numbers is larger than minus 1 up to 14, so
basically need 4 qubits, 2 to the power 4 is good enough to go up to 120; let us more than

what we need.
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Now, in order to look at the problem of order finding, quantum order finding let us now

go back and look at how these states can be set up.

Let us setup the states 0 and 1, register 1 and register 2 which is our initial state we
create a super position; that is we apply the Fourier transform to register 1 now. This
principle of Fourier transform is something which is perhaps known to you from
previous studies, but if not we have a separate lecture were we will be focusing on
Fourier transform and the quantum Fourier transform principles. However, it comes
under the basics of the mathematical formulation that we have been mentioning before.

So, we can look back on to that once again if necessarily.

Once you apply the Fourier transform argument, then what you will have is will have
this entire state; which you look like this and then you can apply the unitary
transformation to the register 2, which is your wish to register 2 which takes it to this
functional f starting instead of the 1 function. This is the unitary function which puts in
the f of x there.
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Quantum Order Finding

4. Apply the Fourier Transform to Regl.

5. Make a measurement on the first register,
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Once we get this form then we can actually apply the Fourier transform again to register
1 which is the x and we are going to get this as our Fourier transformed argument as a
result of application of the Fourier transform. We make a measurement on the first
register now which gives us the value of y because that is the part which we have now
continent to we find the period P by using the continued fraction method for y over 2 to

power L.

These are the 6 steps, which we have just discussed for your quantum part of the
algorithm. So, let me actually reiterate once before we close this lecture. What did we
do? We basically said that we take up a trivial case. Were we apply from the number
theory principle the periodic function principle and we found out that it was possible to
find out a value of 7, which is co-prime with 15 which is the number we have trying to
find out the factors for. And for this particular kind of a case where we can do each and
every number in terms of finding x to the power a mod N; we can find the periodicity by
hand because this is easy, but this gives you the idea as to how will be setting this up this

problem up in the quantum form.

So, in the quantum form what we did was we choose the numbers and the registers in
such a way, so that we can set up the order finding problem. We choose in terms of
powers of 2 because that is how the quantum is suppose to be we said these functions in

the sets which had the registers in those connections and we applied our functions such



that we got the period function coming up and that was possible because of the
application of Fourier arguments, where the phase of the problem comes in to the picture
and we got the Qth root of unity for instance the omega value here and we went through
the individual steps in particular when we did this particular example of N equal to 15

the quantum way.

Once again even in this quantum way we had steps which did not need quantum concept;
however, because it needed entanglement, classical concepts here mathematically the
movement we have actually use qubits we cannot really start measuring at every steps. It
remains quantum in that sense and so we have to choose our number of registers, the
number of qubits in a very important way and that is what we have done here. And we
have shown how this particularly it will look like in its final step of which register to use
and which part to apply the transforms to and what are the final results that will be
getting when we apply our Fourier transforms to the final result. So, that we can finally,

find the period by using the continued fraction (Refer Time: 26:18).

With this | am going to end the class today, is you have gone through a lot of concepts
and we are going to revisit parts of it to make sure that you understand it more as we go

ahead with this particular approach of algorithms.

Thank you.



